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STANDARD ISO 27001:2013 INFORMATION SECURITY
MANAGEMENT SYSTEMS.
PROBLEMS AND PERSPECTIVES

Plamen Tzvetanov Paviov

Abstract: The article summarizes and analyses the motives, problems and prospects for the implementation
of information security management systems in accordance with the international standard I1SO 27001:2013
internationally and in Bulgaria (on the example of TUV NORD Bulgaria).Abstract, Abstract, Abstract.
Keywords: Information security management systems, Standard 1SO 27001:2013,

1. Introduction

The international standard 1SO 27001:2013 defines requirements for information security
management systems. Recommendations have been defined related to the functioning of the ISMS
as a complex system, the main task of which is to protect the information sets of the organization
and its clients (partners) from unauthorized access or destruction.

With the rapid development of computer and communication technologies, the storage of
information is turning into a key problem to be solved by the management of companies and
organizations. The article analyzes the reasons for the implementation of systems for information
security, the problems facing the management and the prospects for the development of the
certification activity.

2. Practices in implementing the ISO/IEC 27001 standards internationally

The ISO/IEC 27001 standard is one of the most dynamically developing information security
standards. The study of the standard management system certificates for the year 2020 by the 1SO
organization (The 1SO Survey)[1] for includes the following data:

» number of valid certificates for a country as at 31 December (A valid certificate is one
that has been issued by a certification body accredited by IAF MLA members during the year of the
survey or in the two years preceding it, which is still valid on 31 December of the year of the study)

 number of sectors per country covered by the certificates, according to the classification
of 39 EA sectors.

* number of sites per country covered by their certificates (a site is a permanent place
where an organization performs work or service).

The study contains:

* an overview table showing the total number of valid certificates and the total number of
objects for each standard

* detailed results for each standard covered by the survey with data by country on the
number of certificates and the number of sites and the total number of sectors. The number of
sectors per country is in a separate file called "Sectors by Country".

According to data from the latest published ISO report for 2020 (September 2021, Table 1),
the number of globally certified companies has grown significantly from 44,486 to 84,166.

The largest number of ISMS certifications were carried out in Japan, China, Great Britain,
India, the USA, Germany, Italy and other countries of the European Union. The growing trend of
certification according to this standard may also be due to the emerging need to build an effective
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information security management system in order to cover all the requirements of the General Data

Protection Regulation (GDPR).

Table 1. Certified companies on a global scale as of 2021

Ne | Standard N“”.‘F’er of Number of sites
certificates
1. | 1SO 9001:2015 1077 884 1 447 080
2. | 1SO 14001:2015 420 433 610 924
3. | 1ISO 45001:2018 294 420 369 897
4, | 1SO IEC 27001:2013 58 687 99 755
5. | 1SO 22000:2005&2018 36 124 42 937
6. | 1ISO 13485:2016 27 229 38 503
7. | 1SO 50001:2011&2018 21907 54 778
8. | 1ISO 20000-1:2011&2018 11 769 13 998
9. | ISO 37001:2016 2 896 7982
10. | 1SO 22301-1:2012&2019 2 559 5969
11. | 1SO 39001:2012 1285 2 357
12. | 1SO 2800:2007 584 1106
13. | 1SO 55001:2014 488 1993
14. | 1SO 20121:2012 253 795
15. | 1SO 29001:2020 157 712

In the 1ISO Report for 2020 (September 2021)[2] for ISO/IEC 27001:2013 Information
technology Security techniques Information security management systems Re-quirements, the
certified organizations by country are indicated, which shows that the standard is most widespread
in China — certificates-18 446(sites- 18569), in second place Japan — certificates-6587(sites- 17784),
in third place Great Britain — certificates-5256 (sites- 8647), in fourth place is India — certificates-
2775(sites -6024) and in fifth place Germany — certificates-1673(sites-3486). In Bulgaria, 454
organizations have been certified, which, relative to the size of our economy, is a good achievement
(International Organization to Standardization, 2021).

The same study shows data on the distribution of certificates by sector of the economy. The
most common certification is in Sector 32 "Information technologies” - 10,644 certificates, in
second place Sector 31 "Transport, storage and communications” - 6,909 certificates, in third place
Sector 35 "Other services" - 1,693 certificates, and most were issued in an unspecified sector —
38,009 certificates. (International Organization for Standardization, 2021).

The constant interest and the increase in the number of companies which are implementing
this standard globally is not accidental, but is due to the clear competitive advantages obtained from
its implementation. The research carried out by the company IT Governance [3] in companies that
have implemented ISO/IEC 27001 shows the following results:

* 98% of respondents stated that they implemented the standard to increase the company's
information security level,

* 67% noted the relevance of the standard in the industry in which they operate;

* 56% of respondents believe that the implementation will bring them new competitive
advantages;

* in 56% of companies, their ability to meet and fulfill normative legal requirements has
increased;

» 77% of companies use the standard simultaneously with other control tools in the field of
information security;

* 71% of companies have received inquiries from clients to confirm compliance with
ISO/IEC 27001 requirements.

1 2023
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Fig. 1. Survey participants (by country)

The data show that the highest interest in certification in accordance with the requirements of
the standard is in Europe, due to the strong development of computer and communication
technologies and the requirements of European Union and national legislation.
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Fig. 2. By annual income

The most active in the implementation of ISMS in accordance with 27001:2013 are

companies with an annual turnover of less than $5 million to over $660 million.
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Fig. 3. By size of the organization (number of employees)

The size of the organizations, according to the number of employees, does not have such a
serious impact on the implementation of the ISMS, but there is a tendency for greater activity
among those with employees from 0 to 100 and those with employees between 1001 and over 5001.
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Fig. 4. By industry sector

The most active in the implementation of ISMS in accordance with 27001:2013 are
companies from the "Technology and Media" sector, in second place is the "Financial Services"
sector and in third place - an unspecified sector.
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Fig. 5. By position held by the interviewee

According to those who participated in the survey, Consultants, ISMS managers and IT
managers/directors are almost equally represented.

Q: What are the main drivers for implementing ISO 27001 in your organisation?

To improve our information security posture 72.28%
To gain a competitive advantage 57.43%

To ensure legal and regulatory compliance 52.48%

e s 4851%
Compliance with the GDPR 47.52%
Required when tendering for new business 45.54%
Board assurance about cyber security 43.56%

The current and evolving cyber threat landscape 41.58%

Mandated by existing customers 39.60%

To avoid fines associated with legal non-compliance

20.79% A : : = ]
0 10 20 30 40 50 60 70 80

Fig. 6. Main drivers for implementing ISO 27001

Of particular interest are the data on the main reasons that prompted the management of the
companies to make a strategic managerial decision to develop, implement and certify the ISMS in
accordance with the requirements of the ISO 27001:2013 standard (Fig. 6.). The strongest motive is
the possibility of improving the competitive position of the organization in the field of information
security, obtaining a better competitive advantage and achieving full compliance with the
requirements of legal and regulatory frameworks.
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Q: What are the most important benefits that ISO 27001 implementation has
brought or will bring to your organisation?

Improved information security 89.11%

Improved internal processes 67.33%
Improved staff awareness of information security 62.38%
Improved company image/reputation 58.42%
New business opportunities 49.50%
Improved competitiveness/greater profits 34.65%
Retention of existing clients 30.69%
Reduced costs related to data breaches 23.76%
0 20 40 60 80 100

Fig. 7. The most important benefits of implementing ISO 27001

Fig. 7. shows the most important benefits, which include: improved information security,
improved management of internal processes, and improved staff awareness of information security
requirements.

As the only auditable international standard that defines the requirements for ISMS, the ISO
27001 certificate demonstrates that the organization's information security is managed in
accordance with international best practices.

More than 70% of respondents reported that improving information security was the biggest
driver for implementing I1SO 27001, with other top reasons for adopting the standard for them being
gaining a competitive advantage in the marketplace at 57%. 52% of respondents believe that
certification is necessary to ensure legal and regulatory compliance, and 48% to achieve GDPR
compliance.

Supported by the survey results (and closely aligned with the drivers of ISO 27001
implementation), improved information security is the biggest benefit provided by achieving
certification, with 89% saying it is the "most important" benefit of implementation of the standard.

Other key benefits highlighted include:

Meeting increasing Improved internal Improved staff Protecting and Improved Avoiding the financial
client demands for structure and awareness of enhancing company competitiveness/ penalties and losses
greater data security focus information security reputation greater profits associated with data

breaches

(81% (67% (62% f58% | (35% (24%

\
\ \ \

Fig. 8. Other key benefits highlighted

The vast majority of respondents (81%) believe that the implemented information security
management system will help them cope with the increasing demands of clients and partners for
storing their data, will improve the internal structure of an organization and the ongoing processes
(67%). Evidently, the lowest valued is the probability of incurring financial losses, which would be
incurred in case of possible sanctions from partners and clients.
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ISO 27001 challenges

Q: What do you consider the main challenges when implementing ISO 270017

Obtaining employee buy-in/ Ensuring we have the right level
raising staff awareness of competence and expertise

Understanding the requirements Securing sufficient budget
of the Standard to implement an ISM$

Conducting the information Mobilising the ISO 27001
security risk assessment ) 36-6606 3 1 '68% ( implementation team
Identify d impl

‘hzﬂrelc:l‘:”‘(!;j';mrtﬂrglfmeﬂllﬂg J 31_68°/° 30-690/0 ( Understanding our compliance gaps
Agreeing the risk criteria j 30.690/0 26_73% [ Scoping the project

Creating and managing
the ISMS documentation

Reporting on and maintaining the ISMS

Project managing the ISMS project Obtaining certification to the Standard

Other

Fig. 9. Main challenges in the implementation of ISO 27001

Most of the respondents consider that the main problem in the implementation of the standard
is the insufficient support from the employees to increase their awareness and ensure that the
company has the necessary levels of competence and experience (Fig.9). The reasons lie in the
conservative attitudes of the employees towards the management's desire to increase their
awareness of the standard and their reluctance to take on new responsibilities.

Achieving and maintaining ISO 27001 accredited certification can be challenging, and many
organizations report experiencing significant difficulty in this area.

3. Practical implementation of the ISO/IEC 27001 standard in Bulgaria (on the example of
TUV Nord Bulgaria)

One of the leading international certification organizations in Bulgaria - TUV Nord Bulgaria,
develops active activities for the certification of organizations according to the ISO/IEC 27001
Standard - Information Security Management Systems. The following Table 2 shows the
distribution of organizations by subject of activity[4].

Table 2. Organizations certified by TUV Nord Bulgaria by subject of activity (according to TUV Nord data)

Ne Activity Number
1. Information technology, software 5
2. | Software development and sales 2
3. | Software development and consulting 2
4, SMART home systems & BMS systems 2
5. Information security 2
6. | Construction 1
7. Representation of SAP, Microsoft and Cisco 1
8. | Water and sanitation 1
9. | Gas distribution 1
10. | Heating engineering 1
11. | Trade and Marketing 1
12. | Information technology, video surveillance and digitization 1
13. | Telecommunication 1
14. | Production of intellectual and material products 1
15. | Information technology, support, hosting 1
16. | E-commerce 1
17. | Consulting 1

Kommorspru Hayku u texuonornn 1 2023  Computer Science and Technologies 10



18. | Waste collection and management 1
19. | Engineering in energy, transport and industry 1
20. | Accounting services 1
21. | Information services, excluding databases 1
22. | Information technology and advertising 1
23. | Organization of lottery games 1
24. | Construction, maintenance and use of public electronic communication network 1
and physical infrastructure
25. | Security Services 1
26. | Consulting and commercial activity 1

The results of the analysis show that, although the standard can be implemented in all
organizations, regardless of their size and type of activity, those working in the field of information
and communication technologies and software creation are predominant. This is due to the nature of
their activity related to the provision of information services, the processing of personal data, and
maintenance of large databases related to the processing and storage of sensitive information for
clients. The loss of valuable information or the violation of data integrity will lead to serious
problems and even to the suspension of the business of the company or its clients, including to legal
proceedings initiated by them. The managements of the organizations make serious efforts to
maintain a high level of information security and solve the mentioned problems, by building an
ISMS corresponding to the 1ISO 27001 standard.

The number of companies certified by TUV Nord according to the standard in the last four
years is shown in Fig. 10.

Certified companies in accordance with the
ISO 27001:2013 Standard (TUV Nord

20
15
10

Bulgaria)

2019 2020

16

2021 2022

Fig. 10. Certified companies in accordance with the ISO 27001:2013 standard for the last 4 years (according
to TUV Nord Bulgaria data as of December 2022)

Business interest is increasing significantly from 5 in 2020 to 17 in 2021 despite the COVID-
19 pandemic. The reasons most likely lie in the passing of the peak of the pandemic, the appearance
of good prospects for the development of the economy not only abroad but also in our country.
The trend for 2022 is not clearly defined. The decline reported is mainly due to the looming

stagnation in the economy, rising energy prices and the impact of the military conflict in Ukraine.

KoMIIoTepHM HayKu ¥ TEXHOJIOTUU

1 2023

Computer Science and Technologies

11



Size of organizations certified in accordance
with the ISO 27001:2013 standard
(TUV Nord Bulgaria)

12
12

10

[sa T o]
|
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<10 11-20 21-60 61-100 101 -500 501 - 1500

Fig. 11. Size of organizations certified in accordance with the ISO 27001:2013 standard (according to TUV
Nord Bulgaria data as of December 2022)

The analysis of the organizations that have implemented the standard shows that the largest
share of organizations with employees from 21 to 60 - 12 oragnizations. This is due to several
things:

A) sufficient financial resources,
B) available qualified, competent and motivated human resources;
C) processing and maintenance of relatively large (own and/or client-owned) databases.

In next largest share with 6 and 7 organizations respectively, are the organizations with
composition (101-500) and (11-20). The reasons are different. The 101-500 group includes
organizations that operate in the field of: energy engineering; transport and industry; construction,
maintenance and use of a public electronic communication networks and physical infrastructure;
waste collection and management. The group (11-20) includes companies engaged in administrative
activities; security services; development, delivery, import and maintenance of software products.
No sustained trend could be detected.

The group of organizations with a composition of 11 to 21 employees includes organizations
that develop computer and Internet technologies, develop software products, develop projects,
provide consulting, develop and maintain information security systems, use information technology,
trade and marketing, production of intellectual and material products. The analysis shows that this is
due to the desire of small companies to improve their competitiveness by demonstrating to clients
that they are serious about their information security. To attract clients by ensuring information
security of client information resources and confidential databases.

Only two large state-owned companies fall into the group of 501 to 1,500 employees. These
companies have a very strong focus on national security and their management (in the face of the
government) has recognized the importance of developing and implementing the ISMS in
accordance with the standard.

The group "fewer than 10 employees"” contains organizations that carry out their activity in
the field of: consulting services, developing and implementing information technologies, providing
telecommunication services, IT support and hosting. The analysis shows that these are small high-
tech companies that provide highly specialized services and have to demonstrate a high level of
information security when applying for projects and public procurement.

4. Conclusion

Organizations experience difficulties in building information security management systems
and in its certification in accordance with the requirements of the international standard 1SO 27001.
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Despite the presence of these problems, the modern development of the economy and increasing
competition force managers to accept this challenge to achieve sustainable development of the

organizations they manage.
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NHUIIUATHUBU, CBBP3AHU C YMHU PELHIEHUS B
UHTEJUTI'EHTHUTE I'PAJJOBE

Huxkomnait Kp. Hukonos, [Tnamen LIB. I1aBnos

Pe3ome: 3a 1a ce TpeBbpHE €IUH TpajJ B WHTEIHMICHTCH, ca HEOOXOJAMMH Pa3IMYHU YMHHU pelneHus. Te
BOIAT ciiesl cebe cu 10 MoJo0psiBaHE Ha KA4eCTBOTO HA JKUBOTA M YCIYTHTE Ha JKUTCIUTE HAa yYMHHUTE
rpagoBe. B craTusaTra ce mpaBM mperien YW aHANM3 HAa WHUIMATUBU, CBBP3aHU C yYMHHU PCIICHUS B
WHTEJIUTCHTHATE TpanoBe. Pasriienanu ca pasnmnyaau rpagose B EBpona, Azus u CAILLL.

Karo4uoBu 1ymu: yMHU pellICHHS, UHTCIUTSHTHH IPajI0BE, NHUIIMATUBU

INITIATIVES RELATING TO SMART SOLUTIONS IN SMART CITIES
Nikolay Kr. Nikolov, Plamen Tz. Pavlov

Abstract: To turn a city into a smart one, different smart solutions are needed. They lead in their wake to the
improvement of the quality of services and the lives of the inhabitants of smart cities. The article reviews and
analyzes projects related to smart solutions in smart cities. Various cities in Europe, Asia and the USA were
explored.

Keywords: smart solutions, smart city, initiatives

1. BLBenenue

Cnopen onenkn Ha OOH kM 2050 roguna 68% oT HaceneHHeTO Ha 3aMATa IIIE JKUBEST B
rpagoBe [1]. Jopu u cera MHOro MeramojiucM IO CBeTa ca mnpeHaceaeHUu. OOIMHCKUTE
aJIMMHHCTpAIlMM HE BUHATH YCIISIBAT Jla CE CIPABAT ChC ChOMpaHETO Ha OOKITyKa, MPH JOCTaBKaTa
Ha BOJIAa W CJIEKTPOSHEPTHsl B HAKOM PAaHOHM MMa 4YeCTH MPEKbCBaHHWS U T.H. 3a Ja MOJ00pAT
KaueCTBOTO Ha MPEJOCTaBIHUTE YCIYTH, aIMUHUCTPALIMUTE BHEAPABAT PA3NIUIHU HHPOPMAITMOHHU
cuctemMu. ToBa € enHa OT HaW-BAXHUTE NPUUYMHHU 332 HU300PETSIBAHETO HAa KOHIEMIUATA 32
“YMHUS/MHTENUTeHTeH rpayn’. Jlumcata Ha sicHa W ToyHA NeUHUIMS HA WHTEIUTEHTEH Tpaj €
HaJguIle HE CaMO B aKaJEMUYHUTE W3CJICABaHUSA, HO M B EMIHPUYHUTE TPUIOKCHHUS Ha
WUHTEIMTEHTHUTE KOHIENIHH U TpoekTd [2]. Tlo cBosATa CHIIHOCT ,,MHTEIUTEHTEH Ipaja € TO3H,
KOHTO € B ChCTOSIHUE YCIEIIHO J1a pa3pelliaBa MHOXKECTBOTO IMYOJWYHH MPOOJIEMH Upe3 pelIeHHUs,
0a3upaHyd Ha Hal-HOBUTE TEXHOJOTHHU U YPE3 MAPTHHOPCTBA MEXKAY TpakIaHUTE, aKaIeMHUUHUTE
opraHuzanuu, Ou3Heca, OOIMMHUTE U JIbpKaBHaTa aIMUHUCTpaIUs, T.€. MEXKIYy BCHYKU
3auHTepecoBanu crpanu’ [3].

2. AHUIIMATHBY ¢ YMHHU pellleHUs] B UHTEJMTeHTHUTE IPajoBe
2.1. EBpona

EBponeiickara koMucus omnpenens, 4Ye€ HHTEIUTeHTHUAT TIpajg € ,,MICTO, KBbIETO
TPaIUIIMOHHUTE MPEXH U YCIYTH CTaBaT Mo-e()eKTUBHH C TIOMOINTA HA U(POBH PEIICHHS B MOJI3a
Ha HEroBWUTE XKUTenu W OuwsHeca™ [4]. B uHTenwreHTHHs Tpaa HUGPOBUTE TEXHOJOTHH HE Ce
U3IIOJNI3BAT €IMHCTBEHO, 3a Jla C€ MOCTUTHE MO-100p0 M3MOJI3BaHE HAa HAJIMYHUTE PECypcu M Jia ce
HaMajii BPEJHOTO BB3ACHCTBHME BBPXY OKOJHATa Cpela, a 3a J1a C€ OCUTYpU Ch3/IaBAHETO Ha
WHTEMTEHTHH MPEXH 32 TPaJICKU TPAHCIIOPT, MOJICPHU3MPAHE Ha ChOPHKCHHSI 32 BOJOCHAO IIBaHe
U yIpaBJ€HHE Ha OTHAIbLIM, KAaKTO U MOCTUTaHE Ha MO-BUCOKAa €(PEKTUBHOCT MPHU OTOIUICHUE U
ocBeTnieHHe Ha crpaaute. L{udpoBuTe TEXHONOTUU B MHTEIMTEHTHUTE TPaJoBE MO3BOJISIBAT IO-
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n00pu OOIIECTBEHW YCIYrd 3a TpaxAaHUTE, MO-700pO H3IOI3BAHE HA PECYpCUTE U IO-MaJKO
BB3JCHCTBUE BBPXY OKOJIHATA cpefa. Mmaliku npeasua 3HaYCHUETO HA MHTEIUTCHTHUTE IPajoBe,
EC unBectupa B uszcnensanus 1 nHoBanuu B oonactra Ha MKT u pazpaboTBaHEeTO HA MOJUTUKH 32
noJJ00psiBaHE Ha KAYECTBOTO HA JKUBOT HA IPaKAAHUTE U MIOCTUTAHE HA I10-YCTOWYHMBH rpasioBe [5].
Cp31aBaHeTO Ha MHTEIUTCHTHH TPAJCKH TEXHOJIOTMH € MPENOCTaBKa 3a MOCTUTaHE Ha YCTOMYHBO
pa3BUTHE HA €BPOIECUCKUTE TPAIOBE.

OnTUMH3UPAHOTO HU3MOJI3BAaHE HAa PECYpCUTe W MaKCHMHU3HMpaHe OJarochbCTOSHUETO Ha
IpaKJaHUTE ca 1IeJl Ha yIpaBJICHUETO Ha BCUYKM rpanoBe B EBpomna. Brrpeku ToBa, YCKOPEHOTO
BBBEX/AHE HAa MHOBAIMKU U €()EKTUBHOTO M3MOJI3BaHE HA HOBU TEXHOJOTHH B MPEAOCTaBSHETO Ha
OOIIECTBEHU YCIYTU OTINYaBa HAKOJIKO OT €BPOMEHCKUTE TPaioBe KaTO UHTEIUT€HTHH.

[ropux, IBeiinapus (npeBphinane Ha UHOPACTPYKTYpaTa B MPEXKH, MOIIbPKAIIU
0T) — cronmuara nHa IllBeiimapusi H3MOJI3Ba Mpexa, 4pe3 KOSITO Ce IOCTHra
MPAKTUYECKOTO pealin3upaHe Ha KOHIENIUATA 32 MHTEIUTeHTeH Tpaa. Ch3naaenara
mpexka (The Long Range Wide Area Network (LoRaWAN)) cvbupa nanHu u
uHboOpMalMg OT LETHs TpajJ, BKIIOUHUTEIHO CBBP3aHU C KAaueCTBO Ha BB3IyXa,
ylipaBJIeHME€ Ha BoJaTa M MecTaTa 3a napkupaHe. M3nmbiaHsBaHMTE AEHHOCTH OT
MPABUTEJICTBOTO M PA3IUYHU JbPKABHH AJAMHUHHUCTPAIIMH CE€ OCBIIECTBSABAT UpPE3
aHaJIM3UpaHe Ha JIaHHM OT Ch3JajJeHaTa MH(pacTpyKTypa OT MHOXKECTBO MPEXH,
noaabpxkamu [oT.

Topuno, Uranusa usnons3sa npuioxeHue 3a paszkasBane Ha uctopuu (City Teller),
MMaILO 3a LeJ IPUBJIMYAHE Ha IOBEYE TYPUCTH Upe3 MPEJOCTaBIHETO Ha MHOXKECTBO
uHpopmanus 3a rpaga. Ot 2013 1. 70 HACTOSAIIMA MOMEHT B Ipajia ce€ peaju3upar
HSIKOJIKO NPOEKTa, HACOYEHH KbM MOOMIIHOCT M MOCTHraHe Ha ycroifumBoct. City
Teller e HacodeH KbM TYPHCTUTE, KOMUTO Ca OCHOBHHUSAT M3TOYHUK Ha MPUXOAH 32
rpaga. Ype3 u3NOJN3BaHE HA CHBPEMEHHM TEXHOJOTMH W HCTOPUM OT BEJIMKH
nucarenn, City Teller mompuHacs 3a MO-BHCOKOTEXHOJIOTMYHA W OCHOBAaHa Ha
3HAHUETO UKOHOMHMKA, IPUBIHYANKN TYPUCTHU C TIOBeue goxoau [6].

bapcenona, Vcnanus - ompenenst ce Karo JUTHUTANICH Tpai, TMOPaId HU3IOJI3BAHUTE
TUTUTAITHA PEIICHUs 32 CTUMYJIMpPaHe Ha MECTHAaTa MKOHOMHKA. Jlururanm3anusra
JOBEXJa /10 3aTPyJHEHHS B OCBILECTBSIBAHE Ha JEHHOCTTa Ha MaJKd MECTHH
NPEINpPUATHS, TIOpaad KOETO MECTHaTa BJIACT B3eMa pEIIeHHE 3a BBBEXKIAHE Ha
MecTHa conpanHa Banyra (REC), kosTo Mo3BosisiBa OChIECTBSIBAaHE HA TPAH3AKIUH B
OOIIHOCT MEXIY JINIA, MHCTUTYIIHHA U (PUPMH, KOUTO s TpreMaT. BrBexknaneTo Ha
REC wuma 3a men cTuMyinupaHe Ha MeCTHaTa MKOHOMHKA Ype3 H3I0JI3BaHe
(GYHKIIMOHATTHOCTHTE Ha ChBpeMeHHHTE TexHOonornu. REC u npyru mHTETMTreHTHH
IPaJCKu  pemeHuss (KaTo HHTEIUIeHTHO YIpaBIE€HUE Ha  OCBETJIEHHUETO,
MHTEJIUTeHTHH KOopu 3a OOKIyK M MHTEIMIEHTHO YIpaBJIEHHE Ha MecTara 3a
napkupase) npassT bapcenona enH oT eBpONeHCKUTe MHTEIIMTE€HTHH IPajioBe.
Konenxaren, /lanus - u3noi3Ba CBbp3BaHe HA JaHHU 32 TIOCTHTAaHE HA HHTEIIUTCHTEH
M 3eneH Tpala. EKolornyHHMTE TNpenu3BHKATEICTBA HA HAPACTBAIIOTO TPAJICKO
HaceneHne B KonenxareH ce nocperar upe3 HeMpeKbCHATO ChTPYIHUYECTBO MEXKILY
KOMITAHWW W JJOCTaBYMIIM Ha 3HAHWS (M3BECTHU OIE KaTO JIOCTABYHMIM HAa JAHHW),
KOHUTO I10 CBIIECTBO Ca Pa3iIMyHU COPTYEpHU KOMIIAHHUH, MpeAiaramy HHOBaTUBHU
TEXHOJIOTUYHHU perieHus. ToBa BoAM HE caMo JI0 TO-WHTEIUTEHTEH Tpajl, HO U JI0 T10-
exosornueH. KonenxareH e euH oT Haii-noOpuTe NMpUMeEpH 3a UHTEIUIEHTEH Tpaf,
KONTO YCHENTHO ChYeTaBa EKOJIOTUIHUTE aMOHIINN C TEXHOJIIOTUYHUTE HHUITHATHBH.
Cantannep, Vcnanus - yBenuuyaBa U3KHBSIBAHETO OT IMOCEIIEHHETO Ha Ipaja upes
paspaboreHo npuioxenue City App. Metoaure Ha miamaHe ¥ UHGOpMaLUATa B
MPUIIOKESHUETO ITOMAarar Ha TpaXJaHuTe U TypucTuTe Ha CaHTaHIep J1a Ce HACIAIST
Ha BCHYKHU yJ00CTBa Ha I'pajia U Ja ce Bb3IMONI3BaT OT IpeuiaranuTe yciuyru. Lsnara
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nHopmanus B Santander ce chOupa OT CEH30pH, KaTO UHPOPMAIIUITA CE U3IMOI3BA
3a ynoOHO Haco4YBaHE Ha XOpara mpe3 rpaja, BKIOUUTEIHO MbTyBaHE, MECTa 3a
HACTaHsIBaHE M XpaHEHe, IMOCelleHHEe Ha 3a0eNIeKUTETHOCTH U Jp. AHAIM3UTE Ha
JAHHUTE OT TPHUIIOKEHHUETO CE M3MOJ3BaT M OT MECTHATa BJIACT 3a COIMAIHU U
MKOHOMMYECKH aHalu3M, Ha 0aza KOMTO ce B3eMaT pEIIeHHs 3a MPOMSHA WU
mpejiaraHe Ha HOBHM YCIIYTH Ha TPaXXIaHUTE M FOCTUTE HA Tpaaa. JoOpusar mpumep
ot CaHTaHzep MOKa3Ba MPAKTUYECKOTO MPHJIOKEHHUE OT aHAIM3a Ha rojieMu 0a3u OT
nannau, UKT u u3kycTBeH HHTENEKT [6].

Ha ¢urypa 1 ca pamenu o0oOmieHHTe HHHUIIMATUBU, CBBP3aHU C yMHH DELICHUS B
UMHTEJIUTeHTHUTE Tpajsiose B EBpora.

YMHM PELLEHMA B
CMAPT [PAJJOBETE B
EBPOMA
|
[ [ | I |
CLEWPAHE M AHANM -
HA JAHHM 3A MHTE/TEHTHO NOOBPABAHE HA

KAYECTBOTO HA . OCBET/IEHME MOBMNHOCTTA e

BB3YXA AA

®@ur. 1. O000IeHN HHUIIMATHBY, CBbP3aHU C YMHH PEIIeHUs B HHTEINTEHTHATE TpaoBe B EBpora

2.2. CAIN

B Awmepuka rpaackuTe IpaBUTEICTBA MHBECTUPAT 3HAUUTEIHM (PMHAHCOBM CpPEACTBa, 3a Ja
OOHOBAT UH(PPACTPYKTypaTa CU U Jla Ce Bb3M0A3BaT OT PyHKLUMOHATHUTE npeauMmcTBa Ha [oT, ¢ uen
Ja ce 00EIUHAT pa3IM4YHU MHOBATUBHU MPOEKTH OT CEKTOPU KAaTO MHTEIUI€HTHO IPOU3BOJCTBO,
3/IpaBeorna3BaHe, MHTEIMICHTHA €HePIus, MHTEIUT€HTEH TPaHCIIOPT U peakuus npu 6eacraus. Kato
€IHU OT Hal-MHTEJIMIeHTHUTE TIpaJoBe B CTpaHaTa MoraT Ja ObJaT ONpeAeNieHd Te3U, KOUTO
MHBECTHUpAT B MHTEJIMICHTHU TexHoioruu. [Ipumepu 3a takusa ca:

Hanac (Tekcac) — mopanu ¢axkra, 4ye Tekcac € cyx pernoH 6€3 MHOTO BaJIeXkKH, €HO OT
OCHOBHHUTE NPEIU3BUKATEJICTBA Ha Ipajia € yNpaBICHUETO Ha BOJIUTE. 3a Ta3u Lell
IpaabT € BbBEJ MHTEIMICHTHU YCTpOMcTBa 3a HaOJrOJeHHE HAa BOAATa, KOUTO MOraT
Jla mpociensBaT U3MOJI3BaHETO B Lenus rpaia. Haii-BakHOTO e, 4ye Te3u yCTpoiicTBa
Morar /1a OTKpHUBAT T€YOBE, TaKa Y€ BOJOCHAOIUTETHHUAT OT/EN Ha Tpajia a MoXe J1a
I'M OTCTpaHu He3abaBHO. MIHTepeceH (akT e, ue okojo 1,7 TpuiaMoHa rajgoHa Boja ce
ryost Beska roguHa B CAILl mopanu TeuoBe Ha Boja. Upe3 paHHO OTCTpaHsSBaHE Ha
TeuoBe Jlayac moamomara Jia ce MpefoTBpATAT 3aryOu Ha JECEeTKH XUJISIU TalloHU
BOJZIa BCSKA FOJIMHA.

Yukaro (MnuHoiic) — rpaabT U3I0J13Ba U3KYCTBEH MHTENIEKT U aHAJIU3 Ha rojieMu 6a3u
OT JaHHH, CbOMPaHU OT PAa3NUYHU YCTPOMCTBA, 3a Ja MOJ00pU KUBOTA HA MECTHOTO
HaceneHue. [Ipumepure 3a U3M0JI3BaHE HA UHTEIUTEHTHU TEXHOJIOTUU Ca CBBP3aHU C
aBTOMAaTUYHO 3aThbMHSBAaHE Ha YJIMYHOTO OCBETJICHHE, KOraTo He IpEeMHHaBatT
MEIeXOoAM WM aBTOMOOMIIM; W3IOJI3BaHE HAa CEH30pHM MO OperoBeTe Ha PEeKUTe 3a
MpelOTBpaTsSBAaHE Ha HABOJHEHMS; U3IMOJI3BAaHE Ha YCHBBPILIEHCTBAH CcoO(Tyep,
ChUETaH C OXPAHUTEIHU KaMEpH 3a HaMajsiBaHE Ha NPECTBIIHOCTTA M Pa3lI03HABAHE
Ha U3BBPIINTENN HA IPECTHIUICHUS U JIp.

Octun (Tekcac) — rpagpT ce OTJIMYAaBA ChC 3HAYUTEIHO BHEJpPSIBaHE Ha ChBPEMEHHH
TEXHOJIOTUH, KaTO €JHa OT TOJIEMHUTE MHUIIMATUBH € CBbpP3aHa C aKTyaJIM3MPAHETO Ha
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eIeKTpHUYEeCcKaTa Mpexa [0 To-epekTHBHa nudpoBa H3MEpBaTeIHA CHCTEMA.
AKTyanu3upaHara eJIeKTpUUYECKa Mpeka YJIECHSBA BKIIOYBAHETO Ha BH300HOBSEMH
CHePTUHHU W3TOYHUIM, KaKTO W 3apekIaHeTO Ha HapacTBalla Mpexa oOT
eIeKTpUYeCKH aBToMoOWH. Jlpyrm mnporpamu Briaro4yBaT Oe3ruiateH Wi-Fi B
00IIIeCTBEHHUTE MapKOBe, KaKTO U TecToBe 3a 5G B 1enus rpai [7].

Hio Hopx — HaceneHHeTo Ha Ipaja U3Mo3Ba eIiH MIJIMAp/l TajJoHa BOJa Ha JeH. 3a
Ja TOJYy4YH IMO-A00pa TpelcTaBa Kak TOYHO CE€ M3IOJI3Ba Ta3W BOJA, € BHEIPECHA
crcTeMa 32 aBTOMAaTHU3MPAHO OTYMTAHE HAa BOJOMEPHUTE, 3a Jia CICIH MOTPEOICHUETO
Ha BOJA, KaKTO W Ja c€ MpenocTaBs WH(GOpMAIlKsS B peaTHO BpeMe Ha JKUTEIHUTE Ha
Ipaja 3a TAXHOTO HoTpeGneHue. B 1ombiHEeHNe KBbM CeH30pHTe 3a Boja, B Hro Mopk
ca MHCTAJIMPAaHHU CTOTHUIM APYTH UHTEIUTEHTHU CEH30pH, 3a Ja ce HaOII0JaBa BCUIKO
— OT HMBATa Ha OTMABLIUTE B KODUTE 32 OOKIIYK JI0 KAaYeCTBOTO Ha Bb3ayXxa. CTOTUIH
MAaBUJIMOHM CBhC CEH30PEH €KpaH, ChINO HWHCTAIMPAHW IO YIWIUTE Ha Tpaja,
MPEOCTaBAT MHOKECTBO JIaHHU Ha >kuTenuTe. Ha KpbhCcTOBMIIATa B LENHs Tpaja ce
M3MOI3BAT KIETHUHU PYTEPH, YUSATO IEJ € He CaMo Jia ce Moao0pu TpaduKbT, HO U Ja
Ce WHTErpupa TEXHOJOTHsS 3a CBBP3aHHM IPEBO3HH CpPEICTBA, 3a Ja ce Momo0pu
0€30MacHOCTTa Ha JIBUYKEHUETO

Ha c¢urypa 2 ca pmagenu o0o0OlIeHUTe WHHUIMATHBH, CBBP3aHU C YMHH pEUICHHUS B
uHtenureHTHUTE rpagose B CAILL.

YMHMU PELUEHMA B
CMAPT FPAZJOBETE B
CALL
I
[ | | | |
npmynﬁm B KOMYHWKALIMA C HAMAJIABAHE HA ”%ﬂﬁg%‘?&?ﬂg’“ KOHTPO/ HA TPA®VIK
NPYPOIHM BEACTBUA MECTHATA B/IACT MPECTBIHOCTTA PECYCPC 11 3APLCTBAHUA

@ur. 2. O000IIeHN HHUIIMATHBY, CBEP3aHU C YMHH pellleHus B MHTeNIUreHTHHTe rpagose B CALLL

2.3. A3us

Xonr Konr, Kwutaii - ocbumiectBsiBa peauna AEMHOCTH, 3a Ja C€ IPEBbPHE B
VWHTENUTeHTeH Tpald. VHTenureHTHara TpaHCIOPTHA CHUCTEMa M CHUCTEMaTa 3a
ympasieHue Ha Tpaduka B Tpaja HachbpuyaBaT COOCTBEHUIIUTE WJIM ONEpPATOPUTE Ha
CBHILIECTBYBAIIIM OOIIECTBEHU MAPKUHTH Ja MPEAOCTaBAT HHGOpMAIUs B pEaHO BpeMe
3a cBOOOJHM MecCTa 3a MapKHpaHe, KAaTo W3MOJ3BaT TEXHOJOTHYHHU pEIIeHUs 3a
ylecHsiBaHe Ha MOo(bOpHUTe MPH HAMHPAHETO HAa MecTa 3a Mmapkupane. B rpama ca
nHcTanupanu okoyio 1 200 cen3opu 3a cienene Ha Tpaduka, a oT HawamoTo Ha 2021 T.
ca BbBBEJACHUM MHTEIMICHTHU CHUCTEMHM 3a IIbTHA CHUTHAJIU3AlMs ChC CEH30pH 3a
MEMIEXO0/IIN U TPEBO3HU CPEICTBA. ABTOMAaTHYHH CHCTEMH 32 TAKCYBaHE C€ U3IOJI3BAT
B TMOBEUETO OT TYHEIWTE, a 3alljlalllaHeTO 3a W3MOJ3BaHE Ha OOIIECTBEH TpaJCKH
MPEBO3 CE€ OCHINECTBSIBA EAWHCTBEHO 10 €JICKTPOHEH ITbT, Ype3 MOOWIHHU
MPUIOKEHUA. 3a HaChbpuaBaHE Ha MEMIEXOAHOTO MPHUABUAKBAHE M H3MOJ3BAHETO Ha
Besnocunienn B XoHr KOHr ce wH3Mmoi3Ba NPWIOKEHUE 3a MPEJOCTaBSIHE Ha
uHpopManug 3a pPa3NUYHM TEMIeXOTHH MapIIpyTH B Tpaja, NpPeJoCTaBIHE Ha
oesmmaten Wi-fi u qp. YMHOTO seTrine B rpaja Mo3BOJISIBA U3MOJI3BAaHE HA Pa3ITUIHU
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(YHKIIMOHATTHOCTH HA ChbBPEMEHHUTE TEXHOJIOTUHU, CPeJl KOUTO TEXHOJIOTHS 3a JINLIEBa
OnoMeTpusi, OHJIAaliH YeKupaHe, U3MOI3BaHe Ha MPEBO3HH cpelcTBa 0e3 modrop OT
no nerumtero u Ap [8]. B rpaga ce ochlnecTBABAT M JCHHOCTH 3a M3TPakKaaHe Ha
UHTEJIUTEHTHU CIpaJy, KaTro IPOEKTHpPAaHE Ha 3€JEHM CIrpaaM, OCUTypsIBaHE Ha
MHTEJUTEHTHA BOJIOMEpHA CUCTEMa M M3rpa)<J1aHe Ha ChOPBHKEHMS 3a 3apekJaHe Ha
CJIEKTPUYECKU TPEBO3HU CpeAcTBa. 3a ympaBiieHHe Ha oTnagbluTe XoHTr KoHr
U3I0JI3Ba YCTPOUCTBA 32 TUCTAHIIMOHHO HA0I0IeHNE, 32 KOHTPOJIMpaHe YUCTOTaTa Ha
yIUIHUTE W OOIIECTBEHUTE MECTa, M3MOJI3BAHETO Ha KOIIYeTa 3a PEUUKIUpaHEe U
onpezensiHe Ha AB/DKMMA Takca OT JOMakMHCTBa U (pupmu Ha 06aza H3XBBPJICHU
TBBbpaU OuTOBU oTnaabiM. C 11e7 pa3BUTHETO HA ,,.yMHHU Xopa“ XoHr KoHr m3nbiHsIBa
peaua MHUIMATUBH, CpeJl KOWTO OpPraHM3MpaHe Ha HWHTEH3UBHU MpOrpamMu 3a
oOydeHue 1o HayKa, TEXHOJIOTHH, HHKEHEPCTBO B MaTemaTuka (STEM) 3a ydaenuiu u
CTYICHTH, 3acuiieH0 oOydenne 1o mHpopmarumonau texHonorun (UT) Ha ydeHurm
U3BbH oOWyaiiHaTa y4yWwiIMIHA [porpama; MOAOOpsBaHE  KamanuTeTa 3a
HAy4YHOM3CIIEJOBATEICKAa U pa3BOMHA JIEHHOCT, KAKTO U MPUBJIMYAHE U 3a1bpKaHE HA
noBeue UT cnenuanuctu, 0co6eHO B OMOTEXHOJIIOTUUTE, HAYKUTE, CBHP3aHU C TOJIEMH
0a3u OT JaHHH, U3KYCTBEHHS UHTEJICKT, pOOOTHKAaTa U Kubepcurypuocrra [9].

e CuHramyp - onpezesnsH KaTo euH OT Hall-WHOBAaTUBHUTE I'PaJ0BE B CBETOBEH MaIlao,
nopanu (akTa, 4e TpaabT € 33BMKBAH OT NU(POBH WHOBAIIMH U TEXHOJIOTUH, KOUTO
OTrOBapAT Ha MOCTOSIHHO MPOMEHSIINTE Ce HYXAU Ha TpaxkaaHute. Toit e 00siBeH 3a
Homep 1 B cBera mo wHTenureHtHoct 3a 2023 roauna [10]. B rpama-mbpxkaBa
HACEJICHHETO € €IHO OT Hai-Obp30 3acTapsBamIUTe B A3Ms, MOpaad KOETO
paBUTENCTBOTO Ha CuHHramyp mHocTaBs Cbhb3JaBaHUTE YCIOBHMS HA JKUBOT Ha IIO-
BB3PACTHOTO HaCelleHHWE KaTo MPUOPHUTET, KaTo ce (OoKycHupa BHPXY pelllaBaHETO Ha
TPUTE OCHOBHHM IpoOjeMa Ha BB3PACTHUTE XOpa: €amMoTa, 3JIONOJYKH y J0Ma H
3MIOTOJYKH Ha yinulara. 3a Ja ce pemar mpoOlieMuTe, MpearnpUeTHTe JIeHHOCTH
BKJIFOYBAT:

1. OcurypsiBane Ha mOBeYe BpPEME Ha BB3PACTHUTE XOpa 3a IpPECHYaHE HA YJIMIATA, Ype3
BBHBEX/IaHE HA MHTEIUTEHTHU CBEeTO(apHu.

2. Usrpaxnane Ha WHTSIIMTCHTHH JIOMOBE, Ype3 BIPAXKIAHE HA CCH30pU B KHIUMH, KOHUTO
MO3BOJIABAT MPU MaJaHe Ha BH3PACTHUTE XOpa B JOMa UM Jia ce H3Mmpaia nHhopManus J10
JMYHUS UM JIEKap U 4JICHOBE HAa CEMENCTBOTO.

3. 3amBWXKBaHU OT U3KYCTBEH WHTENEKT (Al) ,,uaTGoTOBE™ pa3roBapsAT C BB3PACTHH XOpa,
pa3ka3Bar UM 3a JEMHOCTH B OOLIHOCTTAa M WHTErpUpaT ChOOIIEHHUS, KOUTO HAChpyaBaT
3/1paBOCIIOBHUS HAUMH Ha >KUBOT.

4. TlpenocTaBAT ce€ BHJCOKOHCYJITAMH M CpEllM B HHTEPHET MPOCTPAHCTBOTO 3a
HaONMO/laBaHe HANpeIbK B JIEYCHHETO, KaTO YCTPOMCTBa 3a HOCEHe, Oa3upaHu Ha
U3KYCTBEH WHTENEKT, HaOJroJaBaT HalpeabKka Ha MalMEHTUTE M IpeJaBaT JaHHUTE HaA
TEXHHsI TepaneBT upe3 Oe3KkuyHa Mpexa.

Ha ¢urypa 3 ca mameHm o0000meHWTE WHHUIIMATHBH, CBBP3aHM C YMHU pEUICHUS B

WHTEJTUTEHTHUTE IPajioBe B A3u4.
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YMHW PELLEHWUA B
CMAPT IPA[JOBETE B
A3NA
I
[ I \ | |
UHTEJTUTEHTHO MHTEJTUTEHTHA U3MPAHROAHE HA
TENEMEAULUMHA YMPAB/IEHME HA TPACTOPTHA MHTESTMIETHW YMHO NETULLLE
OTNALALLM CUCTEMA JOMOBE

(I)HF. 3 O606HICHI/I WHUIIMATUBH, CB’bpSaHI/I C yMHI/I peHIeHI/ISI B UHTCIIUT'CHTHUTC I‘paI[OBe B ABI/IH
3. 3akirouenue

[IpencraBen € aHanu3 Ha WHUIUATHUBUTE, CBHbP3aHU C YMHHU DPEIICHUS HA MHTEIUTCHTHUTE
rpagoBe mo cera. O0murte ymHH pemeHus 3a EBpomna, Asus u CAIll ca wHTenureHTHATa
TpaHcnopTHa cuctema. B EBpona, Onaromapenue Ha texHosorusita 5SG M MHTEpHET Ha HellaTa
(I0T), ce mpunmarar yMHU peLICHUS B TPAHCIOPTa 3a OCHIYpsBaHE Ha Heropara OE30MacHOCT,
HAJEeKIHOCT | e(EeKTHBHOCT, upe3 HaONI0JIeHHe Ha MbTHaTa MpPEXKa, OCUTYpsiBAaHE Ha Bpb3Ka
MEXIy TPEBO3HHUTE CPEICTBA C LIEHTPOBETE 3a KOHTPOJHMpAHE HA JBMKCHHETO U Tpaduka,
HaMUpPaHE Ha MECTa 3a NapKUpaHe U MOANOMAaraHe 3aIlIalllaHETO Ha TaKCUTE 3a napkupaHe. CbIno
Taka yMHM DPELIEHUS HAMUpAT MPWIOKEHHS U B MOHUTOPHHIAa HAa Bb3JyXa U UHTEIUTCHTHOTO
ocBeTieHue. B A3us Moxe Ja ce cuuTa, 4e IpajgoBeTe ca ,,lI0-MHTEIUIeHTHU  OT Te3u B EBpona u
CAILl, nogapu no-ronemus U1 Ha XOpaTa, KOUTO BbBEXKAAT UHTEIUTeHTHU TexHoioruu. B CAILL
Ce M3IMO0J3Ba MHTEJNIeTHA CUCTeMa 3a HabmoeHre Ha BojaTa. B 00o0mieHne Moxe Ja ce mocouw,
4ye M3CJIEIBAHETO HAa MHTEIMIEHTUTE IPajloBE YCTAaHOBSBA, Y€ PA3BUTUETO MM CE OCBILECTBABA I10
MOCOKa pelllaBaHe Ha crienupuuHuTe MpoOIeMu 3a BCEKH Irpall.
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AHAJIN3 HA TEXHOJIOI'NMYHA UHOPPACTPYKTYPA HA
HUHTEJUTI'EHTHU I'PATOBE

Huxkomait Kp. Hukosnos

Pe3rome: TeXHOJOTHYHHUTE TIOCTYDKEHHS MO3BOJISBAT YIPABJICHUE HA TPAJIOBETE MO MHTEIUTCHTCH HAYHH,
KaTo Cpej TEXHOJIOTMUTE 3a MOCTUraHe Ha BHCOKa eeKTHBHOCT, ocBeH MKT wHOBamuurte, NpUiIoKeHHUE
HaMUpAaT U TexHoJorusATa 5G, U3KYCTBCHHUAT WHTEJICKT U TOJIEMHUTE 0a3u OT JaHHH, KakTo U MHTepHET Ha
memara (IoT). B cratmsita ce mpaBu mperinen W aHaiuW3 Ha TEXHOJOTWYHATa WH(QpacTpykTypa Ha
VHTEIIUTCHTHUTE TPaJIOBE.

Kiao4uoBu 1yMu: UHTETUTCHTHY IPAJIOBE, TEXHOJIOTHUH, YIIPABICHHUE

ANALYSIS OF TECHNOLOGICAL INFRASTRUCTURE OF SMART CITIES
Nikolay Kr. Nikolov

Abstract: Technological advances intelligently enable the management of cities, and among the
technologies for achieving high efficiency, in addition to ICT innovations, 5G technology, artificial
intelligence and big data, as well as the Internet of Things (IoT) are also used. The article reviews and
analyzes the technological infrastructure of smart cities.

Keywords: smart city, management, technologies

1. BLBenenue

VYpbanuszauusara ce pa3BUBa H3KIIOYMTETHO OBP30 B CBETOBEH Maumiad, B CIEICTBUE
HaOII01aBaHaTa NMPOABIDKUTENHA TEHICHIMS 3a IPEMECTBAaHE Ha HACEIEHHETO KbM TOJIEMHUTE
rpajioBe. YBeIWYaBaHETO Ha Oposi Ha HACEeIEHUETO JOBEXJa O 3HAUUTENIHU 3aTPyIHEHHUs B
YIIPaBJIEHUETO Ha TpajgoBere. M3mon3BaHeTo Ha TEXHOJIOTMH B IPaJOBETE MO3BOJISBA YIIPABICHUE U
MOHUTOPHUHI Ha KPUTUYHO BaXXHU MH(PPACTPYKTYpH KaTo: CTpajy U IIbTHUILA, yBeTUYaBaHe Opos U
KAauecTBOTO Ha IMPEJOCTaBSIHUTE YCIYI'M Ha TIpa)<JIaHWTe, MOJ0OpsBaHE CUTYpHOCTTa Ha rpaja u
ONITUMU3HMPAHE W3IO0J3BAHETO HA HAJIMYHUTE pECcypcu. BbBOpekn HaauuueTro Ha pPasIuyHU
KOHULEMNIMH, CBBP3aHU CbC CBHIIHOCTTA HA MHTEJIUTEHTHUS TIpajl, W3BEJACHUTE OCHOBHU
XapaKTepUCTUKH ca TpHU, a HUMEHHO: e(eKTHMBHOCT (MO OTHOIIEHHWE OpraHu3auusaTa u
MIPEIOCTABSIHETO HA pa3IMYHU YCIAYyTd Ha TpaxJaHWTE), HaMalsiBaHE HA 3aMbPCSIBAHETO U
U3I0JI3BaHE Ha MHOBAIMU (32 MOJ00psBaHE HAa KAaueCTBOTO HAa OCHOBHHMTE KOMIIOHEHTH B Ipaja,
4ype3 M3MO0JI3BaHE HAa MHOBATUBHU TEXHOJOTHM C I€J IPEJOCTaBsHE HA I0-A00pH YCIyr'M Ha
xutenaure u opranuzaiuure) [1]. TexHomornynara wuHppacTpykTypa € KiIHO4OB (akTop 3a
Ch3jaBaHe Ha MHTEJIIUTCHTHU IPAJOBE U MOCTUTaHE Ha LSAJIOCTHOTO My €()EKTUBHO yIpaBJICHUE.

2. TexHoJiorn4yHa MHPPACTPYKTYpPa HA HHTEJIMTEHTHUTE IPAJ0Be
2.1. Texuoaorus 5G

Texnonorusra 5G e 6e3KuUHaTa MpeKa OT METO TOKOJICHHE, KOSATO CE CMSTa 3a SIUH OT Haii-
BaXHUTE KOMIIOHEHTH 3a Obaemmre ymHH rpagoBe [2]. OcHoBHuTe mnpuiaoxenus Ha 5G
TEXHOJIOTHSATA Ca CBBP3aHM C MOA0OpsABaHE Ha MOOMIIHATA MIMPOKOJICHTOBA BPb3KAa U KPUTUYHUTE
KOMYHHUKAIIMH, KaKTO ¥ U3MOJI3BaHETO M npu uHTepHET Ha Hemata ([oT).

ChIIecTBEHO 3HAUCHHE 3 M3MOJI3BAHETO HA TeXHONOTUATa 5G B Ipa/IoBeTe MMa yBEJINYaBaHEe
Ha Opos Ha TNpHUTe)KaBaHUTE MOOWJIHM yCTpoiicTBa OT HaceneHuero [3]. Bb3mokHocTTa 32
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HaOJI0/IeHre ¥ KOHTPOJI B peajiHO BpeMe M03BoJIsiBa Ha TexHojorusiTa 5G J1a ce crpaBy ¢ pa3iuvyHU
MPEeIM3BUKATEIICTBA, TIOPAXKIAaHU OT MPEHACENCHOCTTa B TpagoBere. OCHOBHUTE XapaKTEPUCTUKU
Ha 5G BKIIIOYBAT:
e [lo-manko HyXHO BpeMe 3a MpeHoc Ha AaHHU: 5G ocHUrypsiBa BB3MOXHOCT 3a I0-
rojemMu TpaHchepu Ha JaHHH, KaTo CBEXJa IO MUHUMYM 3a0aBSIHETO BBB BPEMETO
OT MOMEHTa Ha WH3MpaljaHe A0 IMojdy4yaBaHe Ha JaHHUTE. ToBa MpenocTaBs
BB3MOKHOCT 32 CBBP3aHOCT B pPealHO BpeMe, KaKTO U 32 OOMECH Ha JaHHU MEXKIY
pa3INyHU ,,yMHU" 00EKTH, BKIIOUYEHHU B MpexKara.
e [loBumena cBbp3aHocT: 5G MoOMJIHATA MpEXKOBA aPXUTEKTypa yBEIMYaBa
KamaiuTeTa 3a MPEAOCTaBsHE Ha PECYpPCH, KOETO II03BOJIsABA IOBEUE XOpa U
YCTPOMCTBA J]Ja KOMYHUKHUpAT €THOBPEMEHHO, 0€3 Jia MPEeTOBapBaT Mpexara.
e [lomobpena mbTHOCT HAa Bpb3kara: 5G ce ouakBa Jga moOepe TMOBeYe CBBHP3AHH
YCTPOMCTBA OT NPETUIIHUTE MPEXKUM KaTo MOAABPKa 10 | MHUIMOH CBBpP3aHH
00€KTH Ha KBaJpaTeH KUJIOMETHD [2].

B uwHTEeNUreHTHUTE TpajoBe TexHojorusaTa SG HaMupa IMHUPOKO MPUIOKECHHE B TPAHCIOPTA
3a OcUrypsiBaHE Ha Herorara 0e30IacHOCT, HAJIeKIHOCT U ePEKTUBHOCT 4pe3 HaOIoJIeHUE Ha
IbTHATa MpEXa, OCUTYpSIBAaHE HAa BpPB3KAa MEXAY IPEBO3ZHUTE CPEICTBA C IICHTPOBETE 3a
KOHTPOJMpaHE Ha JBMKCHHETO U Tpaduka, HAaMHpaHE HAa MeCTa 3a MapKUpaHE U MOJANOMAaraHe
3aIIalaHeTo Ha Takcute 3a mapkupane [4]. [To oTHOIIeHHEe HA TPaJCKUs TPAHCIOPT OeKUYHATA
CBBP3aHOCT MO3BOJISIBA YIIpaBJieHHE Ha Tpaduka B peaqHO BpeMe, KOeTO HamallsiBa BPEMETO 3a
M3YaKBaHE HA ITBTHUIIUTE W TO3BOJISIBA MO-C(PEKTUBHO HM3IOJ3BAHEC HA HATUYHHUTE TPAHCIIOPTHU
cpenctBa. UHTEIMreHTHUTE CUCTEMH 3a yIpaBlieHHE Ha Tpaduka, KOUTO M3MOI3BAT TEXHOJIOTHUSATA
5G, mo3BOJIABAT PEryJMpaHe Ha 3aApbhCTBAHUATA, KOCTO PeqUIeKTHpa W BBHPXY HaMaJIIBaHEC Ha
BpPEJHUTE €MHUCUU U MOJ00psSBaHE KaueCTBOTO Ha Bb3JAyXa B rpajaa. [Ipuxoaure Ha rpagoBeTe OT
MapKUpaHe Ha aBTOMOOWIIM CE yBEIWYaBar rmopaau uHpopMmupaHe Ha MO(bOpHUTE 32 CBOOOJIHUTE
MeCTa B peajlHO BpeMe, KOETO HaMalsiBa M HEOOXOAMMOTO BpeMe 3a OOWKalliHEe Ha YIHIH U
OJloKMpaHe Ha ABMKEHHETO. Jpyro mpuioxkenue Ha 5G B MHTEIUTCHTUTE TPAZOBE € CBHP3aHO C
OCUTYpSIBAHETO Ha OE30MacHOCT Ha HACEJICHHETO 4Ype3 HM3IMOJI3BAaHETO Ha Mpeka OT KaMmepu u
CBhPBBPH 32 U3BBPIIBAHE HA HAOIOJICHUE HA pallOHH ChC CTPYIBAHE HA XOpa, MPEIOTBpATABaHE HA
OelCTBUS M HaMalsiBaHE Ha MPECTBIHOCTTA. M3MOI3BaHETO Ha MHOXKECTBO KaMepHu C BHUCOKA
paszenuTenHa CriocOOHOCT, pa3MoIOKeHH B Pa3IUYHU YaCTH Ha Tpajia, MO3BOJISIBA U3BBPIIIBAHE HA
HaONo/leHne B peajqHO BpeMe, KOeTO Ja C€ H3MOJ3Ba 3a Moao0psBaHe Ha oOOIIecTBeHATa
0€30MacHOCT, BKJIIOYUTEIHO U TIPU U3JMPBaHE Ha JIKI[a, OTKpUBaHe Ha 00eKTH U 1ip. [5].

BbBexkgaHeTo Ha MHTEIUIEHTHO OCBETJICHHE B IPaJOBETE MO3BOJISIBA CIIECTSBAHE HA CHEPTH
U OCHUTypsiBaHe Ha O€30MacHOCT 3a HACEJNICEHHETO 4Ype3 TapaHTHPaHE Ha OCBETJICHUE TP
MPHUIBIKBAHE Ha TEMIEXOMALN U MpEeMUHaBaHEe Ha MPEBO3HU CPEACTBA. AKO KbM HHTEIUT€HTHOTO
ocBeTyieHne ce n1o6asu u LED, To 1m1e ce mocturne HamansiBaHe Ha pa3xOJUTE 3a MOJIbpPKaHE Ha
OcBeTUTEIHATa rpajacka cucreMa. KomOuHHpaHeto Ha TexHonorusita 5G, MHTepHeT Ha Hemiata
(IoT) u romemure 6a3u OT JaHHM MOJIOMara MECTHAaTa BJIACT Ja CE€ CIpPaBU B DPA3IUYHU
W3BBHPEAHHU CUTyalnu. M3mon3Baiku JaHHU, WHTEIUTEHTHUTE CHCTEMH OCHTYpsBaT €(eKTHUBHA
MTOMOIII 3a MPEAYNPEKACHUS HAa HACEIEHUETO, OCHIIECTBSIBAHE Ha CIICIIHA BPBh3Ka M B3EMaHE Ha
pEIIeHNUs 32 OCHIIECTBSIBaHE Ha IEHHOCTH, CBBP3aHH C PA3IMYHU aBapUHU.

B 0600menre Moxe aa ce mMoco4u, 4e BHEAPSBAHETO HA TeXHOJIOTHATA SG B UHTEITUTCHTHHUTE
rpajoBe MMa MHOXECTBO COLMATHO-UKOHOMHUYECKHU MOJI3H, CPEA KOUTO MOA0OpsSBaHE KaueCTBOTO
Ha JKMBOT Ha HACEJIEHWETO, OCUTYPsIBaHE Ha 0€30IacHa cpena u mo-a00pa KoMyHuKamus. Benpexku
MHOXKECTBOTO TMPEAMMCTBA OT W3MOJ3BaHe Ha TexHomoruara S5SG B TEXHOJIOTMYHATA
nHQpACTPpyKTypa Ha WHTSIIMTCHTHHUTE TPaJIOBe, BBH3HUKBAT PA3UYHH TPETU3BHKATEICTBA U
3aTpyJHEHUS, CBBP3aHH C MpobiieMa ChC 3aXpPaHBAHETO HA MHOXKECTBOTO YCTPOMCTBA, MOCTUTAHE
Ha epeKTUBHOCT OT pabotata Ha 5G cbc chiiecTByBanmute 4G MpexH, yInpaBiIeHHE HA IIUPOKO
pa3MpoOCTPaHEHHUTE YCTPONCTBA, BUCOKUTE PA3XO0/I 3a M3TpaKIaHe U Mojabpkane Ha 5SG mMpexa u
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ap. [6]. dpyro 3arpyaHeHue, KOETO MOXE Ja Bb3HUKHE, € TIOPOJICHO OT JINIcAaTa Ha YHUDHUITUpaHH
CTaHJApTU 3a TPAACKO MHTEIUTCHTHO CTPOMUTEJICTBO, KOETO II€ JOBEJE /10 HEBB3MOXKHOCT 3a
nperaBaHe Ha MHQOpMAILMS MEXIY Pa3IMYHUTE CUCTEMH U CHOJEISHE Ha TPaJCKH MHTEIUT€HTHU

pecypcu.

2.2. U3KyCTBEH UHTEJIEKT, rojieMH 0a3u OT TaHHU U HHPOPMANMOHHM U KOMYHUKAIIMOHHHI
texHosoruu (UKT)

N3KyCTBEHUAT UHTENEKT € CIIOCOOHOCTTA J]a ce Ch3Aaze TaKbB cOPTyep, upe3 KOHTO aa ce
,, IEMOHCTPHPA MHUCIIEHE, CPABHUMO C TOBA Ha XOpaTa, KaTO U3KYCTBEHUAT UHTENIEKT € CIIOCOOEH J1a
BB3IPUEMA, AHAIN3UPA U B3aUMOJEICTBA ChC 3a00MKaJSIIATA TO Cpela, Ja ce y4u OT IPEIUIIEeH
OIINT M JIa peliaBa aBTOHOMHO CJIOXHU Mpo0iiemu 0e3 Hamecara Ha 4yoBeka™ [7].

HaBnu3anero Ha M3KYCTBEHHUS HMHTENIEKT Ype3 Pa3BUTHUETO HAa TEXHOJOTUUTE JOBEXIA 0
Chb3/laBaHE Ha HOBU IEPCHEKTHMBM B HKOHOMHYECKOTO pa3BUTHE, MPOU3BOJUTEIHOCTTA,
3/IpaBEOINa3BaHETO, HHIYCTPUATA U CEICKOTO CTOMAHCTBO. YeTBbpTaTa MHAYCTPHATIHA PEBOJIIOLINS,
HapeueHa Uunycrpus 4.0, ce npeBpbIla B 4acT OT OPraHU3alUsATa HA CbBPEMEHHOTO IPOU3BOJCTBO
u npenocraBauure yciayru. Cnen Wupycrpus 1.0 (mexanusaumst), WMunycrpus 2.0 (MacoBo
npou3BoactBo) U Huaycrtpus 3.0 (aBTOMaTHM3alus), 4eTBbpTaTa MHIYCTpUS € CBbpP3aHa C
IUTUTATU3alysl Ha mporecute W nudpoBa TpaHchopMmalmss Ha ACWHOCTUTE, YBEIMYaBalla
KOHKYPEHTHUTE IpeIuMCTBa M I[OBMIIABalla e(peKTHMBHOCTTa Ha mpouecure. JlururamHure
TEXHOJIOTUH TMO3BOJISIBAT CIPABSHETO C PEIHIa U3MaMH B HHTEPHET, KaTO MPOBEpKa Ha KIMEHTH U
MOHUTOPUHI HAa TpPaH3aKLMU M MNPOABIDKABAT HMHUIMATUBUTE HA MPEAULIHUTE HHIYCTPUHU 3a
M3II0JI3BaHE HAa HOBM TEXHOJOTHMH, KaTO M3KYCTBEH WMHTENEKT W podoTtm3amus. [Ipe3 mocnemnure
TOJAMHU MPHJIOKHOTO TOJI€ HAa U3KYCTBEHHsI MHTEJIEKT HENPEKbCHATO CE YBEJINYaBa, B CIEACTBUE
Pa3BUTHETO HA MAITMHHOTO CAaMOOOYUYCHHE M YBEIINYABALIUTE CE U3UUCIUTEIIHA MOIIIHOCTH.

HepazpuBHO CBbp3aHU ¢ U3KYCTBEHHS MHTENIEKT ca U rojJieMuTe 0a3u OT JaHHM, U3MOI3BaHU
3a B3eMaHe Ha nH(OpMUpaHU perieHus. ['onemure 6a3u OT JaHHU UMAT PA3TUYHU XapaKTEPUCTUKU
KaTo M34epHaTejqHoOCT, pa3feiuTeaHa CIIOCOOHOCT, OTHOCUTEIHOCT, MalabupyeMocT u
pazHooOpa3ue. AHaJIW3bT Ha rojieMd Oa3M OT JaHHU MOXE Ja CE€ M3BBPIIM 4Ype3 H3KYCTBEH
MHTENEKT, KOETO MOJKE Jla Ce€ ThJIKYBa KaTO HAuuMH 3a O0ydeHHE Ha KOMIIOTPUTE J1la UMHUTUPAT
MUCIIOBHH MOJIEITH U JIOPH CUMYJIMPAHE Ha YOBEIIKOTO MOBEIEHHUE. | oemMuTe rpajoBe B CBETOBEH
Mamad Bce MOBeYe 3amoyBaT Jla JUTHTATIU3UpaT PasiiMyHU JEHHOCTH M HPEAOCTaBSIHU YCIYTH,
mopaj KOETO BCE IIOBEYE HApacTBa 3HAYEHHWETO Ha WHOOPMAIMOHHUTE KOMYHUKALUU U
texHosnoruute (MKT) 3a ympaBnenume Ha rpajackara cpefa. M3moi3BaHeTO Ha TEXHOJIOTMU
MO3BOJISIBA HA MECTHHUTE BJACTH Ja ChOMpAT MHOXKECTBO JAaHHU IO PA3IMYHU BBIIPOCH, KOUTO J1a
U3IONI3BAT 3a B3€MaHE Ha PA3JIMYHU pelleHus U (opMysHpaHe Ha a/JeKBaTHU 32 KOHKPETHHUTE
CUTyallud TIOJIMTHKH. AHAIM3BT HA TOJEMH IO O0EMH [aHHH, CBBP3aHU C YIPABICHUETO Ha
rpajioBeTe, MoXe Jla Obje aHATM3MpaH 4Ype3 M3MO0JI3BaHEe Ha U3KYCTBEH MHTeNekT. OOpaboTkaTa u
aHATM3bT HA JaHHU, TIOJYYCHU OT PAa3JIMYHU YacTH Ha TPaJOBETE, O3BOJISIBAT IIAHUPAHETO KAKTO
Ha OT/AEIHM JAEWHOCTH (HampuMep 3a pa3BUTHE Ha KBapTallM), Taka M M3rpaxkJaHe Ha ISUIOCTHA
CHCTEeMa 3a yIpaBlieHHe K MOHUTOPUHT [8].

VHTenUreHTHUAT I'pajl ceé OCHOBAaBa Ha HOBOTO MOKOJEHHWE WH(POPMAIMOHHHM TEXHOJIOTHH.
W3znon3Baiiku nHGOpMAIHsi, KOMyHUKAIIMOHHU U APYTH TEXHUYECKU CPECTBA, JTAHHUTE B Tpaja ce
BB3IIpUEMAT, aHAIU3UPAT, UHTETPUpAT M MpUiIaraT ¢ LeJl CBOEBPEMEHHO, ISUIOCTHO U €(PEeKTUBHO
perynupaHe Ha pa3IMYHHTE pecypcu Ha rpana. KoHmemmusra 3a romemure 0asw OT JaHHU Ce
¢dbopmupa upe3 KOMOMHUpaHe Ha MACUBHU CTPYKTYPUPAHU U MOTYCTPYKTYpUpPaHU UH(OPMAIIMOHHH
JaHHW, KaTO BBIUTHIIABA HAIBIHO CBOUTE TPEAMMCTBA TPHU HM3TPAKIAHETO HA CHBPEMEHHA
MHTEIUTeHTHOCT. Bb3 ocHOBA Ha mpaBuiiaTa Ha HH(GOPMAIIMOHHHUTE JAHHU U XapaKTePUCTUKUTE Ha
MaCHBHHTE JaHHHU, TEXHOJOTHATA 33 ToJIeMH 0a3u OT JaHHU MOXeE Jia HalpaBu MO-TOYHH MPOTHO3H
[0 OTHOLIEHHE Ha OBJCIIOTO PA3BUTHE Ype3 aHAIM3 Ha MHPOPMALUs, CBbp3aHa C HHTEITUTEeHTHUTE
rpagoBe. B obmactra Ha MHIyCTpHsTa ToleMHTe Oa3u OT JAHHHM IO3BOJISABAT CHOMPAHETO Ha
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OTPOMHO KOJIMYECTBO HMH(OpMalus, KOSTO clie]] aHaiu3 Ja ObJe MpUIoKeHa B WHIYCTPUAITHOTO
MIPOU3BOJICTBO, C IIeN yBeIMYaBaHe €(EeKTUBHOCTTA U M3BBPIIBAHE HA PA3JIMYHU JCHHOCTHU 3a IO-
KpaTKO BpeMe M ¢ TO-MaJIKo HYy>KHH paboTHulM. B ob6mactra Ha oOpa3zoBaHUETO TOJeMuTe 0a3u OT
JaHHU Morat Ja ObJaT U3MOI3BaHU 32 MPOCeIsiBaHe 00pa30BaTEITHUTE MOCTIXKEHUS Ha YUCHUIIUTE
U CTYJEHTHUTE, HeOOXOIMMHU 32 MpeAIprUeMaHe Ha Pa3InYHU MOJUTHKY U IeHHOCTU. B nombiaHenue,
YYUTEIUTE MOTaT Jia M3TOTBAT CIELUMAIHM y4yeOHM IUIaHOBE, CIOpel NaHHWTE 3a WHTepeca U
MOBEICHUETO Ha YYCHUIIMTE, TaKa 4Ye Ja ce MOCTUTHE MM0JA00psABaHe KaueCTBOTO Ha MpernojaBaHe. B
o0J1IacTTa Ha TPAHCIIOPTA WHTEIUTCHTHHUAT aHAJIHM3 HA TOJIEMUTE 0a3d OT JaHHHM MOXE J1a TIOMOTHE
Ha TpaXJaHWTE Jla TUIAaHUpAT ONTHUMAIHHS CH MapuIpyT 3a NPUABUKBAHE, Ype3 KOETO Ja ce
1mo100pu ympaBlieHHETO Ha Tpaduka B rpajia U Jja ce HaMaJsaT 3aapbcTBaHusATa. [IpequmcTBaTa Ha
rojreMuTe 0asW OT JAaHHM Ca CBBP3aHW U CHC 3/IPaBEONa3BAHETO 3a OTKPUBAHE Ha PA3IUYHU
3a0onaBanus. OYHKIMOHAIHUTE NMPEAMMCTBA Ha TEXHOJOTHSATa Ha rojeMure 0a3u OT JaHHU B
pa3nuyHu 00JaCcTH MOKa3BaT BUCOKA UM €(EKTHBHOCT MPU U3BBPIIBAHE HA 33bJI00UYEH aHAIN3 U
reHepupane Ha uHboOpMaIUs B PA3IUMYHU OOJIACTH 3a B3€MaHE Ha NPABUIHU PEUICHHS TPU
Ch3/laBaHE HAa UHTEIUTCHTHH Tpajose [9].

Texnonoruara Ha rojemutre 0a3d OT JAHHM C€ H3MON3BAa 3a 00pabOTKa HAa JaHHHU, a
M3KYCTBEHHUSAT MHTEJIEKT - 32 U3BIMYAHETO UM. VI3KYCTBEHHAT MHTEIIEKT CBHIIO HAMHPA MHOXKECTBO
MPUIOKEHUS B M3TPaXJIaHETO Ha UWHTEIMIEHTHH rpaaoBe. B oOnactra Ha TpaHcmopra
TEXHOJIOTUSTA HAa U3KYCTBEHUS! MHTEJIEKT MO3BOJISIBA KOOPAMHHUPAHE BPB3KUTE MEXKIY MPEBO3IHUTE
CpeICTBa, a B 00JIacTTa HA MEIUIIMHCKOTO J€UEHUE — METUIIUMHCKUTE pOOOTH MoraT Jia moaoopsT
paboTHaTa eQEKTUBHOCT Ha OOJHUIUTE, Jla YCKOPAT W3CIEABaHMUATA B pa3paboTBaHe u
MPUJIOKEHHE Ha JIEKAPCTBa, MOCTABIHE HAa JHArHO3a Ype3 MEIUIIMHCKH n300paxenus u T.H. [10].

VHTenTUreHTHUAT TpaJl MOXKe Ja Obe ONpeNeieH KaTo MICTO, B KOETO MPEXHUTE M YCIyTUTE
cTaBaT mo-e()eKTUBHH, OJarogapeHue Ha W3MOI3BaHETO Ha MH(GOPMAIMOHHU M KOMYHUKAIIMOHHU
texHosoruu (MKT), B mon3a Ha )UTEIUTE Ha Tpaja, OM3HEeca M OKOJHATA cpeia. B MHTeIUTreHTHHS
rpaJ ce HaAXBBPIA TpaauluoHHOTO u3non3Bane Ha MKT, 3a ma ce moCcTUTHE MO-paliOHAITHO
M3IIONI3BAaHE HA pPECypCH, NOAO0OpsBaHE Ha OKOJHATA Cpela M HaMalsBaHE Ha EMHUCHHTE.
[IpakTH4eckoTo peaan3upaHe Ha KOHIEMIHITA 32 MHTEJIUTEHTEH Tpajl Ce CBHP3Ba C ONTUMHU3UPAHE
Ha TPAJICKATE TPAHCIIOPTHU MPEXKH H JIBUKECHHUETO HA NMIPEBO3HHU CPEICTBA U XOpa, Mo00psiBaHe Ha
OCHOBHMTE YCIYI'M 3a TpaXJaHUTE KaTro BOJOCHa0JsBaHE, Ta3 WM €HeprocHadAsBaHe,
MPECTPYKTYpHpAHE H TIPEOCMUCIISIHE Ha TPAACKOTO IUIAHWPaHE, W3BBPIIBAaHE HA MHOTO IIO0-
e(EeKTHUBHO YIpaBJICHHE Ha IPAJCKUTE OTIAAbLU MM HaMaJsgBaHE HAa MOTPEOJIEHUETO Ha €HeprHs
9ype3 aHTaXHpaHe C WHTEIUIEHTHO OCBETJIEHHE B TIpajckara oOIIecTBEHa cpena, KakTo u
OCUTYpsIBaHE Ha MyOJIMYHO-YaCTHO ChTPYAHUYECTBO 3a peaM3upaHe Ha Pa3IuYHU JEHHOCTH.

[Momutukure 1 nHUNMaTuBUTE HA EC, CBBpP3aHU C Pa3BUTHETO HA WHTEIUTEHTHHUTE TPAOBE,
M3BEX/IaT Pa3JInYHM B3aMMOCBBP3aHHM acClEeKTH KaTo 3allluTa Ha JMYHUTE JaHHH, UU(POB €IUHEH
naszap, MmyOJIMYHO JOCTBITHH JaHHH, MYOJUYHU OOIIECTBEHU MOPBUKH, M3IOJI3BAHE HA U3KYCTBEH
MHTENEKT U HEroBOTO BB3/EHCTBHE BHPXY B3eMaHETO Ha peuleHus, Bb3neiictBue Ha UKT Bbpxy
HACTOSIIIMSL MOJIENI Ha JmOepaiiHa JIeMOKpAIlysi, yJ4aCTHETO Ha TPaKIAHWTE BHB B3EMAHETO Ha
peleHusl, MpuoOIlaBaHe Ha Xopa C YBPEXJaHUS U Ch3JlaBaHe Ha JUTUTallHa aJAMUHUCTpainus. B
KOHIICTIIMATA HA WHTEIMTEHTHHS TPaj SICHO CEe ouepTaBa pa30OMpaHETO, Y€ B3EMAHUTE PEIICHHS,
06a3upaHy Ha aKTyaJHU JIaHHU, Ca MO-UHTEIUTEHTHU U Y€ TPalbT € MPOCTPAHCTBO, KOETO MOXE J1a
ce yIpaBJisiBa B peaqHo Bpeme, upe3 n3nomsBane Ha UKT [11].

[Tpunoxennero Ha KT, ronemure 6a3u OT 1aHHU U U3KYCTBEHHUSI MHTEJIEKT B Pa3BUTHETO Ha
WHTEITUTEHTHUTE TPAJOBE BCE OIIe ca B HavaiHa (aza. VMI3KyCTBEHUST MHTEIEKT MOXe Ja Oble
U3IONI3BaH B Pa3jIMYHM AaCMEKTH KaTo Ch3JaBaHEe HAa HHTEIUIEHTHU TPAHCIOPTHU CUCTEMH, B
KHOEPCUTYPHOCTTA, 32 CHEPTUHHO €(PEKTUBHO M3MOJI3BaHE HA MHTEIUTCHTHU MPEKH, 32 MAITUHHO
obyuyenne u np. OyakBa ce HU3IMOJI3BAHETO HAa W3KYCTBEHMS MHTEJIEKT B TpaJioOBETE Ja pPEeLIH
3HAYUTETHA YacT OT MPoOJIEeMHUTE, CBBP3aHU ChC 3aMBbPCIBAHETO HA OKOJTHATA Cpela M HaChpUaBaHe
U3IIOJI3BAHETO Ha BB30OHOBsiema eHeprus. KoHuenmusra 3a MHTEIMICHTHA €HEprHuifHa rpajcka
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Mpe’Ka € TSICHO CBbp3aHa C BbBEXKIaHETO Ha MPOMEHIMBHU Bb30OHOBSEMHU PECYPCH U U3MECTBAaHE Ha
3aBHUCHMOCTTa OT HM3KOMAEMHUTE TOpHBa, KAaTO B CBHIIOTO BpPEME CE MOJIIbpxKa OallaHC MEXTY
THPCEHETO U MpeJUIaraHeTo. 3aTpyAHECHUS IPU U3TPAKIAHETO Ha TaKMBAa MHTEIUTCHTHU MPEXH ca
CBbP3aHM C YIpaBJICHUE HAa TBPCEHETO, TEXHOJOTMU 32 CbXpPAaHEHHWE M YIPABICHHE Ha
uH(ppacTpykTypaTa B peaqHo Bpeme. M3kycTBeHusT unrtenekT, 3aeqHo ¢ UKT u ronemute 6a3u ot
JTaHHU TI03BOJISIBAT IIPOTHO3MPAaHE HA HATOBAPBAHETO, OLIEHKA HAa CTA0MJIHOCTTA HA €JIEKTPUYECcKaTa
Mperka, OTKpHMBaHE Ha TPELIKH U POOJIEMHU CbC CUTYPHOCTTA.

2.3. UnurepHer Ha Hemara (IoT)

Ilo cBosta cpmuoct MurepHer Ha Hewarta (IoT) ce oTHacs 10 CBBpP3aHU C UHTEPHET
YCTPOWCTBA 3a Ch3JaBaHE W/WJIM HATPyNBaHE Ha JaHHHW, M3MOJ3BAIIM TexHosoruu kato RFID,
CEH30PH, 33JBI)KBAIIM MEXaHW3MU U MOOWJIHM Telle()OHM, Upe3 KOUTO Te3U yCTPOICTBa Morar Ja
KOMYHUKHPAT MOMEXKAY cH. [Io OTHOLIEHHEe Ha MHTEIMTEHTHUTE IpajioBe, apxurekrypara Ha [oT ce
CBCTOM OT 4eTupH cios (purypa 1) [12].

OH3HYECKH CIOH — ceH30pH|
H YCTpOHCTBa. ‘

e MpeKoB cl10ii — CBBp3BamI |
(}H@pacr?m YCIYTH, 0T KOMIIOHEHTHTe. ‘
Apxurtekrypa Ha IoT
C1oi Ha ycIIyTa — |
YCTAHOBSBAII THPCEHETO Ha
MOTpeOHTeITHTe. ‘

HarepdeliceH CIIOH. ‘

®@ur. 1. Apxurextypa Ha [oT, cBbp3aHa C HHTEIUTEHTHUTE I'PaI0BE

IIepBuAT cnoui ot apxurekrypara Ha [oT, cBBp3aHa C HHTEIUICHTHUTE TIpagoBe, €
(GU3NYECKUAT CJIOW, KOMTO M3MOJ3Ba CEH30PHM M YCTPOWCTBA 3a MPEJOCTaBIHE Ha JaHHU U
uHpopMalus OT OKOJHATA Cpefia, KAaKTO M OCUTypsiBaHE Ha OOMEH Ha JIaHHU MEXIY yCTpOHCTBaTa.
Bropusit cioii e ,,MpexoBUAT cI0i‘, KOUTO cBHp3Ba [0T KOMIOHEHTH Ype3 KaOeaHU U O€3KUIHU
KOMYHUKAIIMOHHH IMPOTOKOJIM, 3a J1a IPEBbPHE TE3U JAHHU B YCIYIH. TPETUAT CIION € CIOAT Ha
YCIyTUTE, TPEJOCTaBALl pPA3NIMYHU YCIYrM Upe3 UACHTU(UIMpaHE HAa THPCEHETO Ha
NOTpeOUTENUTE, BKIIOYUTEIHO Ype3 KOMOMHAIUS OT YCIyrH WM pa3paboTBaHEe Ha HOBU YCIYTH.
[TocnennusT cnoi, ,,uHTEpHEUCHHUAT CIION*, MO3BOJISIBA B3aUMOJICHCTBUE HA TPAXKIAHUTE ChC CIIOSI
Ha ycnyrute [13]. TIpe3 mocneqHuTe TOOMHU ce HaOMogaBa ObP30 Pa3BUTHE B M3IOJI3BAHETO M
npunoxenuero Ha loT. Texnonorunm u ycrpoiicta, paspadorenn or Google, Yandex, Amazon,
Apple n npyru KoMIaHuM MO3BOJIABAT Ha MOTPEOUTENUTE Ja IMazapyBaT OHJIAMH, Ja peryjiaupar
TEeMIIepaTypa B KBIIUTE CH, 1a BKIIOYBAT OCBETICHUE U MY3MKa U Ja JaBaT IJIACOBU KOMAHIM HA
BUPTYaJIHU aCUCTEHTH. KoMITaHHHTE MOraT Jja aBTOMaTU3HMPaT MPOLECUTE U Ja HAMAJIAT Pa3XOanuTe
3a Tpyn upe3 IoT. Mpekara mo3BoisiBa HamMaJsiBaHE KOJIMYECTBOTO HA HEHYKHHU OTIAABLU OT
MPOJAYKTH, MOJ00psIBa KAUeCTBOTO HA MPEJOCTABSIHUTE YCIYI'M U HaMajsiBa MPOU3BOJICTBEHUTE U
JIOTUCTUYHHUTE pa3xoau . Cb3nageHaTa MacuBHAa Mpeka OT B3aMMOCBBP3aHM YCTPOMCTBAa MOKpHBa
pa3IMYHU YCTpOICTBA — OT cMapT(dOHU 10 KyXHEHCKU ypenu. [locouenara TeHaeHIMS, 3a€HO C
HEINPEKbCHATO HAMAJISBALUTE Pa3XOU 3a MPEXKU U €JICKTPOHUKA, JOIPUHACS 3a U3IIOI3BAHETO HA
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IoT B pa3BuTHMeTO Ha MHTEIUreHTHW TpagoBe. [oT mo3BoJiABa BHBEKAAHETO HA HOB HAYMH 3a
yIpaBJICHHE HA IPpajickaTa cpejia ¢ MOMOIITA HA Hall-HOBUTE TEXHOJOTUYHU MOCTHXKCHHUSL.

Kato ycbBBpIIIeHCTBaHA TEXHOJIOTHS 3a aBToMaTtu3arus, [oT mompuHacs 3a mogoOpsiBaHe Ha
KaueCTBOTO Ha JKUBOT Ha TPaXJaHUTE W OTIOBOPHO pAa3BUTHE Ha IsJlaTa HWKOHOMHKA 3a
0011ecTBOTO M OKoJIHATa cpena. KaTo 1msu1o uaesTa 3a MHTEITUTEHTEH Tpajl Ce KOPEHH B PA3IMYHU
aCIEeKTH, KaTO ThPTrOBCKH OINEpalliu, TPAHCIIOPT U JIOTUCTUKA, YIIPABJICHUE HA 3]PABEONA3BAHETO U
yIpaBjIeHUE Ha Typu3Ma, KaTo Te3W acleKTH Ha MHTEIMIeHTHUS IpajJ MOraT Jia ce€ BB3IOJI3BAT OT
IoT 4pe3 monoOpsiBaHE HA HHUBOTO HA WHTEJIMIGHTHOCT Ha Tpaja, IMOA0OpsBaHE Ha
B3aUMOJICHCTBUATA MEXAY OOCKTH M XOpa, ONTHUMH3WMpaHE Ha H3IO0JI3BAHETO HAa OOIIECTBEHHU
pecypcu U OBIIacTsABaHE OWM3HECA W TPaXKIAHUTE Upe3 MO-IA00Bp AOCTHII J0 uHbopmarusa. OcBeH
ToBa MHTerpupanero Ha loT B MHTEIMTreHTEH Tpaj MOXKE J]a OCHTYpPH IMO-A00pH M TO-YCTONYHUBH
YCJIOBHSI Ha JKMBOT 3a J>KMTCIIMTE, Th KaTO TEXHOJOTHATAa MMa TMOTCHIMANA Ja MUHHUMH3Upa
OTPULIATEITHUTE BB3ACHCTBUS BBPXY OKOJHATA Cpela M YOBEUIKOTO 3/[paB€é W Ja Hachbpud
€KOJIOTHYHATa YCTOMYMBOCT 4Ype3 HaMaJIIBaHE Ha BBIVICPOJAHUTE E€MHCHH, TOTPEOJICHHETO Ha
eHeprus, TpaduKa 1 BIOIIABAaHETO HA HHPPACTPYKTypara.

Jlannute, chOupanu ot IoT, mo3BonsgBaT Ha MecTHaTa BJACT B3eMaHe Ha WHOOPMUPAHHU
pelieHus, KakTo W IOBUIIABAHE OCBEJIOMEHOCTTAa M HAChpYaBaHE HA TPAXKJAAHUTE 33 Y4acCTHE B
pa3IMyHu OOIIECTBEHH JIEWHOCTH. 3a Jla ce peaiu3upa MBJIHUAT MOTCHIUAT OT MPUI0KCHHETO Ha
[oT 3a pa3BuTHEe Ha WHTEJIUTCHTHH TPagOBE, € HEOOXOJMMO aHTAKUPAHETO HA BCUYKH
3aMHTEPECOBaHU CTpaHU (MECTHA BJAcT W TPa)JaHU) 3a OCUTYpsBaHE Ha MOAKperna OT TAXHA
CTpaHa 4pe3 MOBHIIABaHE HA OCBEIOMEHOCTTA UM 32 MOJI3UTE OT M3MOI3BaHE HA TEXHOJOTHH, C 1IeJT
IIOCTUT'aHE Ha €KOJIOTMYHA U yCcToi4MBa rpajacka cpena [14]. KeM HacTosILIMS MOMEHT JaHHHUTE OT
u(poBUTE TPaicKu MHPOPMAITMOHHN CHCTEMH BCE OIIE Ca TBBPJIE CTATHYHHU, KATO HE aHATH3UPAT
JAHHU OT MHOXECTBO M3TOYHUIIH, 32 Jia TIOJAMIOMOTHAT Mpolleca Ha B3eMaHe Ha PEIICHUS, CBbP3aHU
C YIpaBJIEHUETO Ha Tpajckara cpeaa. CTpyKTypara Ha JaHHUTE OT MHOXKECTBO M3TOYHUIIM HE MOXKE
Ja OTrOBOPHM Ha HEOOXOIMMOCTTa OT HMH(OpMaIus B peaqHO BpeMe, MOpaad KOETO €AWH OT
KJIFOYOBUTE MOMEHTH 32 M3TPAXIAHETO HAa MHTEIUTCHTEH I'paJl € UHTEIPUPAHETO HA PAa3HOPOIHU
I'PaJICKH TAaHHW OT MHO>KECTBO MU3TOYHHUIIH.

3. 3akiroueHue

[IpencraBeH e aHaiu3 Ha TEXHOJIOTMYHATa HMHQPACTPYKTypa Ha MHTENUTeHTHUTE (Smart)
rpagoBe. VHTETUTeHTHUAT Ipaj € €AUH OT KOMIIOHEHTHTE Ha IM(poBaTa MKOHOMHKA, KOETO
npennosara  LsutoctHo  BbBekgaHe Ha MKT B mpouecure Ha ympaBieHMe Ha  Ipaja.
WHTenureHTHUTE rpajJoBe 1€ MOraT Ja IMOCTUTHAT LeJUTE CH, CaMO aKO aKTHUBHO M3IO0J3BAT
uGPOBU TEXHOJIOTUH 32 BUPTYaJIHA/pa3lIMpeHa peasHoCT, UHTEpHEeT Ha Hemlata, Al, Giok4yeiH u
ap. Te3n TexHOJIOTMM Cca MOUIHM MHCTPYMEHTH 3a YCKOpPSBAHE Ha IOJOXXKUTEIHUTE MPOMEHU B
colpaiHaTa MHQPACTpyKTypa Ha rpaja, KOUTO BKJIKOYBAT I0-BHUCOKA IIBTHOCT HA JOCTBIHU
KHWJIUILA; 3aCaKJaHe Ha TPaJICKa 3€JICHNHA 3a HaMaJIIBaHE HAa BBIVIEPOJAHUTE €MUCUH; Ch3/1aBaHE Ha
MPUBJICKATETHN OOIECTBEHU MPOCTPAHCTBA, KOUTO HACHhPYABAT M3KYCTBOTO, My3UKaTa, CIOpTa U
OpYTd COLMAIHW JEHHOCTH; UW3rpakJaHe Ha MHOBAaTUBHU YUWIMINA, KOUTO OOEIUHSBAT
ITOKOJICHUATA.
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METOIM 3A 3AILIMTA HA UHTEJIUT'EHTHHU TPAHCITIOPTHHA
CPEICTBA C U3I1OJI3BAHE HA U3KYCTBEH UHTEJIEKT

AiinpH M. XbKb, Mapuera M. ﬁopﬂaHOBa

Pe3rome: IIpe3 mocnemHuTe TOIMHM AKTUBHO CE€ PA3BUBAT W PA3MPOCTPAHSIBAT ABTOHOMHHTE HPEBO3HH
cpeactBa. V3KyCTBEHUST MHTENEKT 3a€Ma OCHOBHA POJIsl B Pa3BHTHUETO HA aBTOMATH3alMATa MPH TaKHBa
MPEeBO3HM CpeAcTBa. BakeH acmekT oT Oe3omacHaTa paboTa Ha M3KYCTBEHHS MHTEIEKT € CUTypHOCTTa. B
Ta3MW CTATHs ca MPEJCTaBeHN HUBATa Ha aBTOHOMHOCT, METOJMTE 3a 00y4eHHE, YA3BUMOCTUTE U 3aIUIaXUTe,
KaKTO W 3alldTaTa Ha aBTOHOMHHUTE IPEBO3HU CpPEACTBAa C H3KYCTBeH uHTeNekT. OT pasrienaHute
MPOYYBaHUSI CTaBa SICHO, Y€ Mpe3 IMOCIeIHUTE TOJUHU ce HaOsira Ha peaju3hpaHe Ha 3alluTa Cperry
KnOepaTaku KbM aBTOHOMHH TIPEBO3HH CPEJICTBA C BB3MOKHOCTUTE Ha M3KYCTBEH MHTEIJICKT.

KniouoBu 1ymMH: aBTOHOMHH aBTOMOOWIIH, M3KYCTBEH MHTEIEKT, 3aIUTa

Security Methods for Intelligent Transportation Systems with Artificial Intelligence
Aydan M. Haka, Marieta M. Yordanova

Abstract: Autonomous vehicles have been developing and spreading rapidly in recent years. The
development of automation in such vehicles relies heavily on artificial intelligence. It is essential to ensure
the safety of artificial intelligence during its operation. This article presents the levels of autonomy, training
methods, vulnerabilities, threats, and the protection of autonomous vehicles with artificial intelligence. Based
on the research presented, it appears that artificial intelligence is being used to implement protection against
cyberattacks on autonomous vehicles. The studies reviewed indicate that in recent years, cyberattacks have
become a growing concern for autonomous transportation vehicles and artificial intelligence has been used to
protect them.

Keywords: autonomous vehicles, artificial intelligence, security

1. YBoa

B CcBBpeMEHHOTO eXeTHEBHE BCE MO-UIIMPOKO HABIM3AT PA3IMYHA KOMYHHKAIIMOHHH U
uHGOpPMAIlMOHHM TeXHoJoruH, cBbp3aHu ¢ Big Data, Blockchain, Internet of Things,
aBTOMAaTH3alMs B pa3ianyHu objactu u ap. llenrta Ha KOMyHHKAIlMOHHUTE W WH(POPMALMOHHUTE
TEXHOJIOTUH € OCUTYpsIBAaHE Ha BUCOKOCKOPOCTHA, HAJIKIHA M O€30TKa3Ha cpeja 3a MpejiaBaHe Ha
JaHHU MEX/Y CBbP3aHUTE YCTPOMCTBA Ha TOJIeMH pa3cTosHus [1].

ABTOMOOWIIHATA UHAYCTPHS € €Ha OT 00JIACTUTE, B KOUTO ChbBPEMEHHUTE KOMYHUKALIMOHHU
TEXHOJIOTUU C€ W3IMON3BaT 3a OBp30, CHTYPHO M HAJSKIHO TpeAaBaHe HA JIaHHU, OCUTYpSBAIIU
0e30macHOTO MpeBo3BaHEe. Te HaMupaT Hal-TOJIIMO TPHIIOKEHHE B EJIEKTPUYECKH IPEBO3HU
CpENICTBA KaTo JICKU U TOBAPHH aBTOMOOWJIH, )KEJIEe30IbTHNA TPAHCIIOPTHH CpeIcTBa U JIp. [2].

CbBpeMeHHHTE MPEBO3HU CPEACTBA Ca BCE M0-000PY/IBAHU C MEXAHU3MH 3a aBTOMAaTH3alMs,
KOUTO Ca TMpeqHasHaueHW Ja IIOAIOMAararT WM 3aMecTBaT MIOGBOPUTE 3a TIOBHIIABAaHE
0€30MacHOCTTa Ha YYaCTHHLIUTE B JBHXKEHHUETO. Ta3u TeHAEHIMsS BOJM 10 pa3paboTBaHEe HA HOBO
MOKOJICHWE aBTOHOMHH TPEBO3HHU CPEICTBA KaTO aBTOMOOWMIIM, KAMHOHH WJIM aBTOOYCH, KOUTO
MoraT Jia ce JIBWXaT C OrpaHMYeHa YOBEIIKa Hameca. Pa3BUTHETO HA M3KYCTBEHMS MHTENEKT JlaBa
BB3MOKHOCT 32 HABJIM3aHETO W YCHBBPIICHCTBAHETO HA TAaKMBa CIIOCOOHOCTH B CHBPEMEHHHTE
MIPEBO3HU CPEJCTBA. ABTOHOMHHTE NPEBO3HU CpeJICTBa OT HUBA 4 u 5 (Tabnuua 1) ce pazpaborsar
aKTHUBHO OT TEXHOJIOTHYHU KOMIIAHWW W TIPOU3BOAMTEIHN Ha aBTOMOOWIIN, BBIIPEKH HECUTYPHOCTTA
B ObJenaTa KoMmepcuanau3aus.
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Taoauna 1. Husa Ha aBTOHOMHOCT

Huso 0 Huso 1 Hugo 2 Huso 3 Huso 4 Huso 5
bes ITomomuuk YacTtuuna VcinosHa Bucoko HuBo Ha IIenua
aBTOMAaTH3ALHS o rop aBTOMAaTH3allMsl | aBTOMATH3alMs | aBTOMAaTH3allhs | aBTOMATH3aLUs

CpenaTa Ha IBWKEHUE CE CIIETH OT aBTOMaTH3HpaHa

lodropsT cienu cpemaTa Ha IBHKEHUE
brop p cucTeMa 3a moupaHe

Ha nazapa Beue ce npeasiarat npeBo3HU CpPeICTBA OT MO-HUCKHU HUBA HA aBTOHOMHOCT, KOUTO
OCUTYpsIBaT YCHhBBPIICHCTBAHU CUCTEMH 3a mojanomarane Ha Bogada (Advanced Driver-Assistance
Systems), kaTo HIKOM OT TAX ca 0a3upaHU Ha M3KYCTBeH MHTeNeKT. [Ipu ciyyail, ye momouHuTe
(GyHKIMU ce yIpaBIisBaT MO YOBEUIKH HAA30p, TE TPsOBa Ja MpeaoCTaBsAT OCTAThbYHH TapaHIUU
10 OTHOIIEHHE Ha OE30MaCHOCTTa U KUOEPCUTypHOCTTA.

ABTOHOMHOTO IIO(QUpaHE NPEACTABIsIBA MNPUIOKEHHE C BUCOK PUCK, TPH KOETO
HEU3NPaBHOCTUTE U KUOEepaTaKuTe MOraT Jja IPUYUHSAT IpodieMu ¢ 6e30macHoCcTTa. ABTOHOMHHUTE
MIPEBO3HU CPEACTBA ca KUOEP-(PU3NIECKU CUCTEMHU, PadOTEIIN B OCOOCHO MPEIU3BUKATEIIHU CPEIH.
Te ca obopyaBaHu C YCHBBPIICHCTBAHH CHCTEMH 3a BB3NPUATHE M IUIAHUPAHE, CIOCOOHM Ja
pasmno3HaBaT IIbTHA MapKUpPOBKa (JIEHTA, 3HAIM M T.H.), YYACTHUIM B JBW)XCHHETO (IIPEBO3HU
CpEICTBa, BEIIOCHIIEIUCTH, MEMEeXOANM U T.H.), O0CKTH U Ja MpeArnpueMaT HEOOXOIUMHUTE
neictBust (YCKOpsiBaHe, CIHMpaHe, 3aBUBaHE W T.H.). Te€3U BB3MOKHOCTH pa3uuTaT Ha CIOXKHH
uudpoBH cucTeMu U copTyep, 3aXpaHBaH OT TEXHOJIOTUU C U3KYCTBEH MHTEJIEKT, KATO MAIIMHHOTO
oOydeHue U TbIO0KOTO 0O0ydeHUE, UMAT OCHOBHA POJISL.

Te3u TexHONMOrMH, ChUYETABALIY MATEMATUYECKO MOJIETHpPaHE, YChBBPIICHCTBAHU AITOPUTMH,
rojisM o0OeM OT JaHHW HW OI'pOMHA H3YUCIIUTCIIHA MOIIHOCT, HCIIPCKHBCHATO HOZIO6p$IBaT
BB3MOXHOCTUTE HA aBTOHOMHHTE CUCTEMH 32 B3€MaHe Ha CAMOCTOATEIHH peuieHus. TexHomoruure
3a MallMHHO O0yYEHHE ce MPEBPBHIIAT B KIOYOB (HaKTOp 3a BH3MPUEMAHE U IUIAHWPAaHE Ha 33auH,
ycelllaHe ¥ OCMUCIISTHE Ha OKOJIHATa Cpelia U OMpeeITHe TPACKTOPHUATa Ha MPEBO3HOTO CPENICTBO U
nercTBusTa (YCKOpsiBaHE, 3aBUBAHE M T.H.) 3@ TIOCTUTAHETO M, KaTO CHIIEBPEMEHHO CE€ TapaHTHpa
0€30MacHO JIB)KEHUE B ChOTBETCTBHUE C YOBEUIKUTE IIEHHOCTH.

Brorpekn ye MammHHOTO 0OydeHHe JocTura Oe3NpereeHTHH HUBA Ha MPOU3BOAUTEIHOCT
mpe3 MoCIACAHUTE T'OJUHN, UMa OTPaHUYCHHUA 11O OTHOLICHUC Ha YCTOﬁqHBOCTTa, KOUTO Morar aa
MOJUI0KAT CHCTEMHUTE Ha PA3JIMYHU YA3BHUMOCTH M TmpoOsieMu. BaxkHO e na ce MMar mpeaBuj
3aIIaXUTC, BHECCHU OT TEXHOJIOTHUUTE 34 NU3KYCTBCH MHTCJICKT B aBTOHOMHUTEC ITPEBO3HU CPEACTBA,
U Jla ce MHTErpuparT TEeXHUTE OCOOCHOCTH B MPOLENYypUTE 3a TECTBaHE, ChOOPA3EHU C TEKYILUTE
HM3UCKBaHMSA 3a 0€30IMacHOCT U CHUT'YPHOCT. OTKpI/IBaHCTO " OpCAOTBPATABAHETO HA TC3U HpO6JICMI/I
€ OT pellaBalllo 3HA4YE€HUE 3a Ch3JaBaHe Ha JOBepHe 3a 0e30IacHOCTTa M HAAEKJAHOCTTAa Ha
BHUCOKOTEXHOJIOTHYHUTE TPOAYKTH [ 3].

2. I/I3KyCTBeH HHTECJIEKT IIPH aBTOHOMHO moqmpaﬂe

Mammnaaoto obydyenue (Machine Learning) e sSapoTO Ha W3KYCTBEHUS MHTEJIEKT, KOETO
Karcynupa koHTponupano (Supervised Learning), uHexonTponupano (Unsupervised Learning)
oOyuenne u obOyuenue c¢ moacwinBane (Reinforcement Learning). Iwn6okoro oOydenue (Deep
Learning) ot npyra cTpaHa € KOMIUIEKC OT BCHYKH TEXHOJIOTUH 3a o0ydeHue (purypa 1) [4].

MamuHHO o0y4yeHHe - o0XBama Mo-ToJIsIMaTa 4acT OT O0JIACTTa HA U3KYCTBEHHUS] WHTEJICKT.
Ycnyrute Ha MalIMHHOTO OOyUYeHHE ca TOJKOBA LIMPOKO M3IMOJI3BAHU, Y€ M3KYCTBEHUST UHTEIIEKT
ce CBbp3Ba C MAIIMHHO O00y4yeHHe. B ocHOBaTa cu KOMIIOTHPHT C MAalIMHHO 00y4YeHHe ce o0ydaBa
OT BXOJHHS TOTOK OT JaHHU. MaIIMHHOTO OOy4eHHE ce H3I0J3Ba IIMPOKO NPH ABTOHOMHO
modupaHe, KaTo HAMHpaHE Ha HA-TOOPOTO MWHTHO CBHCTOSHUE, B3EMaHE Ha peIIeHUs 3a
W3BBHPEHH CUTYAIMM U HAa0JII0/laBaHEe Ha OKOJIHATA cpeJia.
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M3KycTBEH UHTEIEKT

MammuuHo oOydeHne

Hexontponupano
oOyueHHe

Konrtponupano
obyucHMe

JIpn6oko
o0y4eHne

Oby4enue ¢
TOJICHIIBAHE

®@ur. 1. V3KyCTBEH UHTEJIEKT U HETOBHUTE T0J100J1aCTH

KonTponupano o0yueHne — npeAcTaBiisiBa KOHKPETEH KJIOH Ha MAIIMHHOTO 00y4eHue, YUUTO
AITOPUTMHU PA0OTAT BBPXY JAaZeH HaOop OT mAaHHU. ToBa oOydeHue Moxe na ObAe pa3feleHo Ha
JIBE TIOJIKATErOPHH:

e perpecuss — TpU TakoBa oOydyeHue HAOOPHT OT JAHHU CE€ CHCTOM OT HENPEKbCHATU
croitHocTu. Haif-uecto wu3mon3BaHuTe perpecoHHn anroputMu ca Gaussian Process
Regression u Support Vector Regression;

e racupuKaMs — MPH TakoBa OoOydeHHEe HAOOPHT OT AAHHU C€ CHCTOM OT TUCKPETHH
croitHocT. Hampumep, anroputbMbT 3a kiacuduiupane Ha V2X KOMYHHUKAIHS MOXKE J1a €
HEO0XO/AMM, KOraTo MMa HyXJa Aa ce KIacu(UIUpAT Kpall'bTHU MNPEMSITCTBUS, KOUTO
OOMKHOBEHO Ca MEMIEXOIH, MEUIeXOIH! MBTEKH WM EJIeKTPUYeCKH KyiH. V3BecTHHTE
aropuTMHU 3a Kinacugukamus ca Decision Tree 1 Random Forest Tree.

Hexontponupano o0ydeHue — OCHOBaBa ce Ha HEO00OCOOEHW [aHHU. AJTOPUTMUTE 3a
HEKOHTPOJIMPAHO OOydyeHHe ca OTHOCHUTEIHO IO-CJIOXKHM OT AJITOPUTMUTE 3a KOHTPOJIUPAHO
oOyuenue. [Ipumep 3a HEKOHTpOJIUpAHO OOYYEHHE € HAMHUPAHETO Ha CKPUTH IPOMEHJIMBH,
npencTaBeHu 4pe3 Bayesian TexHomoruu 3a oO0yuyenue. K-mean u Hierarchal clustering ca Hixou
9YeCTO M3IOJI3BAHN AITOPUTMH 32 HEKOHTPOJIUPAHO O0yUYEHHE.

OOyueHne ¢ NOJCHIBAaHE — YYEHETO C€ HU3BBpIIBA C HArpajd Ha OOydaBallus areHr.
[IponieckT Ha B3emaHe Ha pemeHus Ha Mockove e mpumep 3a oOydeHue ¢ mojcuiBaHe. To ce
Ha0J101aBa aKTUBHO B M3cieoBaTesnckara ooaact Ha V2X KOMyHHMKalMs, 0cOOeHO B o0iacTTa Ha
KHOEp CHTYpPHOCTTa. AJNTOPUTMHTE 3a OOyYeHHE C TMOJCHIBAaHE MOXE Ja Ce H3IOJI3BAT B
oIpeJiesIsIHe TPAeKTOPHsITAa HA AaBTOHOMHHU IIPEBO3HU CPEJICTBA.

JIp100K0 oOydeHune - HabOp OT BCHYKM pa3lielaHd TEXHOJOTHH, a B OCHOBaTa CHU pabOTH
BbPXY HEBpOHHM Mpexku. OcHOBHaTa Hujaes € MOo-IAbJI00Ka HEBPOHHAa Mpexka, KOSATO Ja 00ydu
KOMITIOTBpa J1a pabOTH KaTo 4YOBEHIKHS MO3bK. HSKOM CTaHZApTHH HEBPOHHU MPEXH Ca
n3KycTBeHU HeBpoHHU Mpexu (Artificial Neural Networks) u KOHBOMIOIIMOHHU HEBPOHHU MPEKU
(Convolutional Neural Networks). Bcsika HeBpoHHa Mpeka ce€ ChbCTOM OT Pa3udYHU CIIOEBE, KOUTO
pabotar 3a TpanchopmanMoHHH GyHKIMHU KaTo sigmoid, tanh, ReLU u leaky-ReLU. Metoaure 3a
IbJIO0OKO 00yUeHHe ce U3MOI3BAT HNIMPOKO BbB V2X KOMYHUKALIUATA.
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3. OCHOBHH 3aMJ1aXH 32 CUTYPHOCTTA M OBEPUTEIHOCTTA HA ABTOHOMHUTE NMPEBO3HH
cpeacTBa

ABTOHOMHHTE TIPEBO3HHM CpEICTBA IMPENOCTABAT HOBH BB3MOKHOCTH 32 Xakepu U
3JI0HAMEPEHU YYACTHHIIM J]a Peau3upar pa3inuHu yCIENIHU KubepaTaku, KOUTO MOraT J1a JOBeJaT
70 KaracTpodalHH WHIUACHTA W Ja MPUYUHAT TOJIeMU Tpobiiemu ¢ Oe3omacHocTTa. OCHOBHUTE
MOTHBH Ha T€3H aTakH ca Jia ce MOJIy4Yd OTJAIeYeH KOHTPOJI HaJl aBTOHOMHOTO MPEBO3HO CPECTBO,
Jla ce OTKpaJiHe BayKHA M MMOBEpUTENTHA HH(OpMAIIH, KOSTO MOXeE Jla C€ U3I0JI3Ba 3a CTApTHPAHE Ha
JOMBIHUTEITHU aTaKyu WK J1a ce MpeKbCcHe padoTaTa My 4pe3 MOBPEKIaHEe HA BaXKHU KOMIIOHEHTHU
(Radar, LiDAR, ECU, CAN muHa u 1p.) ¥ IpaBsAT peKuMa Ha aBTOHOMHO IoupaHe HEAOCTHIICH
[5, 6].

Ataky, Oa3upaHu Ha MaHUITyJIalUs HA JaHHUTE - IIeJiTa Ha TE3M aTaku € Ja ce IOIy4Yu
HEOTOPU3UPAH JIOCTHII A0 aBTOHOMHHTE IPEBO3HU CPE/ICTBA, 32 JIa C& KOMIIPOMETHpA IEJIOCTTa Ha
JaHHUTE W J]a CE HapylIM MOBEPUTEIHOCTTa Ha norpebutenute. TakuBa ataku ca Man-in-the-
middle, injection, tampering.

ATaky 3a KOMIIPOMETHUPAaHE HAa UACHTUYHOCT — BCSIKO aBTOHOMHOTO IPEBO3HO CPEICTBO CE
UACHTUUIMPA C YHUKAICH HIECHTH()HUKATOp, KOHTO MOXKE Ja TOMOTHE 3a Pa3llO3HABAaHETO Ha
ABTOHOMHOTO IPEBO3HO CPEJICTBO M OOMEHEHHUTE CHOOUICHHS. ATaKuUTe 3a KOMIIPOMETHPAaHE Ha
UACHTUYHOCT Ca €IHU OT Haii-CepUO3HHTE 3aruiaxu. Te ammmduuupar caMOIMYHOCTTa, KaTo O
TO3W HAUMH CE€ IMO0JIy4yaBa JOCTHI /10 KOMIIOHEHTUTE Ha MPEBO3HOTO CPeACcTBO. ToBa MO3BOJISABA J1a
ce MaHUIyJIHpa U u3nparu ¢pammudunrpana nHpopManus npe3 KOMyHUKAIIMOHHUTE KaHau. Taka
ce HapymiaBa paboTara Ha MPEBO3HOTO CPEACTBO U MOTOKA Ha Tpaduka. Te3u araku ca HaCOUYEHU
IJIABHO KbM KOMITOHEHTH, KOMTO HAMAaT CHJIHM METOJU 3a yaocTtoBepsiBane, kato CAN u curnamm
3a ceHszopu. Hail-kputnunure kuOeparaku B Ta3u KaTeropus ca: spoofing, impersonation, Sybil,
replay ataku u Passcode and Key araxwu.

ATtaku, 6a3upaHu Ha YCIIYTHU - OCHOBHATA 1€ HA TE3H aTaKu € Jia MPEeKbCHAT ONepaluuTe Ha
aBTOHOMHHUTE TPEBO3HH CPEJICTBA WM Jla Hapymar Tpaduka. Ta3u xaTeropusi BKIIOYBA aTAKUTE:
Denial of Service (DoS), Distributed DoS, Jamming, Routing, Sensor Blinding aTaku, Spam araku.

CodryepHo Oa3upaHu aTaky - BKJIIOYBAT 3JIOBpEZeH copTyep, ransomware aTaku, aTaku Ha
MOOMIIHU MPUIIOKEHUS U aTaKH Cpelly cUcTeMaTa 3a MalllnHHO 00y4YeHHe.

3ammTara OT aTakd Cpelly MAaluHHOTO OOydeHWe W IBJIOOKHWTE HEBPOHHH MPEXKH ca OT
CBIIECTBEHO 3HAUYEHHUE MPU aBTOHOMHUTE MIPEBO3HU CPEJICTBA 32 00pabOTKa Ha CEH30PHU JTaHHU U
B3€MaHe Ha PEUICHUs Ha Pa3IMYHH HUBA. BBIIPEKH TOBA TE3W TEXHOJOTHH Ca YS3BHMHU Ha HAKOJKO
aTaky, KOMTO C€ OMUTBAT Ja MAaHUIYJIHUpAT cHUcTeMaTa 3a o0y4eHHe M Jia s Hakapar Ja Mpou3Belie
HenmpaBwieH pesynrar. Hail-usBectHute araku ca poisoning, trojaning, backdooring wu
npernporpamupade. Atakara poisoning € HacoueHa KbM JaHHUTE, MU3IMOJI3BaHU 3a OOydeHHE Ha
cUCTeMara, Ype3 BbBEX/JaHE Ha ,,0TPOBEHU' TaHHU B HaOopa 3a oOyueHue. IIpu araka trojaning,
HanaJaTeJIuTe BCe OIlle HAMAT JOCTBII JI0 IbPBOHAYAIHUS HA0Op OT JaHHH, HO BBIPEKU TOBA UMAT
JOCTBIT IO TMPOTHO3HUS MOJIEN W HErOBUTE TapaMeTpH M MOTaT HampuMmep Ja mpeodydar TO3U
Mmojen. Backdooring e HOB kilac aTaku cpelly AbI0OOKHUTE HEBPOHHU MPEXH, KOUTO KOMOMHUPAT
,,OTpaBsiHE™ M trojaning. Hamagarenure obade HE caMO MHXKEKTHPAT JOITBIHUTEIHO 3JIOHAMEPEHO
JaHHU, HO TO MpaBsT MO TakbB HauMH, ye backdooring na pabotu ciex MOBTOPHO OOydyeHHE Ha
cucremMara. ATakuTe ¢ TpEnporpaMHpaHe ce€ OCHOBAaBAaT Ha OTAAJICUEHO NpenporpamMHpaHe Ha
AITOPUTMUTE Ha HEBPOHHATA MpEKa C M3MOJI3BaHE Ha 0Ope M3pabOTEHH CMYIIEHUS Ha BXOJHUTE
TaHHU.

4. KudepcurypHoOCT B M3KYCTBEHUS] HHTEJIECKT IIPH ABTOHOMHO 1Io(HupaHe

MopepHuTe TPEBO3HU CPEICTBA ca 00OPY/BaHU C BCE MO-TOJIIM Opoi NU(PPOBH CUCTEMU U
MpEKOBa CBBP3aHOCT, 3a Jia MPEANoKaT WHTEIUTEHTHH (QYHKIIMOHATHOCTH W Oe3mpolieMHa
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UHTETpalusi B ChbBPEMEHHHUTE TEXHOJIOTUU. C YCHBBPIIEHCTBAHE TEXHOJOIMMTE Ha IPEBO3HUTE
CpeACTBa Ce YBEIMYaBa PHCKBT OT 3JIOHAMEPEHM XaKepCKU aTakh. 3apaJd TOBAa aBTOHOMHHTE
IIPEBO3HU cpelcTBa TpsOBa Aa ObJAT NpPaBUIHO 3alMTEHM, 3a Jla CE€ HaMald pPHCKBT 3a
0e30MacHOCTTa, IPUYMHEH OT 3JI0HAMEPEHH JAeHUCTBU [ 7].

HapacTBamoro HaBiIM3aHe Ha TEXHOJIOIMUTE C M3KYCTBEH MHTENEKT B MPEBO3HUTE CPEACTBA
MPEIU3BUKBA Ta3W TCHCHIIMS, BHACSHKN JOMIBJIHUTENHA CIOKHOCT KbM CTaHIAAPTHHUTE COPTYepHU
komnoHeHTH. [lo-cnokHata W mo-roisiMara LUpoBa €KOCHCTEMa B IIPEBO3HUTE CpEACTBa
3HAYUTEIHO MOBHIIABA MNPEIU3BUKATENICTBA Npe] KUOSpCUTYpHOCTTa, OCOOEHO Karo ce uMma
IpeaBU/ MOTEHLUAIHOTO Bb3JEHCTBUE, KOETO MOXE Ja MMa elHa KubOeparaka, ako OCHOBHMTE
(GYHKIIMOHATHOCTH HAa MPEBO3HOTO CpeAcTBO Obmar kommpomerupanu. [Ipes 2014 .
M3CJIEeIOBATENINTE IO CUTYPHOCTTA 32 ITbPBH ITBT IEMOHCTPUPAT KaK U(PPOBUTE CUCTEMHU Ha J0Ope
[IO3HAT MOJENl NPEBO3HO CPEACTBO, IPOAABAHO IO LENUsA CBAT, MOrar Ja ObJIaT aTaKyBaHU
M3IIOJI3BAKM MHTEPHET, 3a Jla MOeMaT JUCTAHIIMOHHO YIPaBJICHUE HaJ MPEBO3HOTO CPEACTBO U Ja
HNPUYUHAT KaTtacTpoda.

BxitouBaHeTo Ha MO-yCHBBPIICHCTBAHM KOMIIOHEHTH C W3KYCTBEH WHTENEKT B MO-BHCOKH
HUBA Ha aBTOHOMHOCT JIOII'BJIHUTENTHO YCJIOXKHSBA CUTYAIUATa, KaTO BbBEX/Ja HOBU IMOTEHLUAIHU
YSI3BUMOCTH, YHETO 3JI0HAMEPEHO H3IOJI3BAHE MOXKE Jla MPUYMHH IIeJICHACOUYEHO HAapYIICHUE U
Bpena. [Ipe3 nociennure roguHy ce HaOr01aBa HapacTBall Habop OT U3CIeIBaHUS U MPAKTHUECKU
MPUMEpPH, TIOYEPTaBAIINA HOBH aTaKH CPEILy CHCTEMH 32 MAIIMHHO OOydYeHHeE.

OCHOBHUTE BUJIOBE aTaKH BKJIFOYBAT:

e cvasion attacks m adversarial examples, KOUTO ce CBCTOST OT MpPENOCTaBsIHE Ha
CHELMAIHO M3pa0OTEeHH BXOAHU [JaHHM, BOJEIIM JIO TpelIHH KIacu(UKAUK U
MIOBEJICHHS,

e data poisoning, KOETO ce CbCTOM B MOANpPaBSHE Ha JAHHUTE 32 O0y4YEHUE HA CUCTEMH 3a
MaIllMHHO 00yUYEeHHE.

Jlpyru aTaku cpenry Mojena 3a HM3KYCTBEH MHTENEKT WM JaHHUTE 3a oOydeHue ca
IpeJHa3sHaueHH 3a M3BJIMYAaHE Ha MapaMeTpu Ha Mojejia WIM JaHHM, W3IOJI3BaHU BbB (pa3ara Ha
pa3paboTka Ha MOJAETHUTE, C MOTCHIUAIHU PUCKOBE 3a MOBEPUTEIHOCTTA, THPIOBCKUTE TAaWHHU U
LIEJIOCTTA Ha CUCTEMATA.

Hocera adversarial examples ce cuutaT KaTo OCHOBHA 3aIljlaxa 3a aBTOHOMHHUTE MPEBO3HU
CpeZACTBa, ThH KaTO MOBEYETO IMOJICUCTEMH 3a CIIE/IeHE Ha OKOJIHATa cpesla pa3yuTar Ha OazupaHu
Ha TBJI00KO 00yUeHHE MOJIeNH, 32 KOUTO € M3BECTHO, Y€ Ca CHUJIHO IMOJATIMBU HAa TO3M BHJI aTaKH.
Te3u ataku Moke Ja ce ciydaT B OKOJHaTa cpeja, Bb3IpHeMaHa OT ceH3opuTe. Bbmpekn ue
no00HN KHOEepaTakd MOXKE J1a ca TPYIHHU 3a M3ITBJIHEHHE, TPUMEpPH 32 YCIICIIHW OIUTH CPEILy
THPrOBCKU IIPEBO3HU CPEJICTBA B PEATTHH YCIOBHSI Ca IEMOHCTPUPAHU B KOHTPOJIMpaHU cpeau. Tosa
BKJIIOYBA HAIPUMeEp IMOJIBEX/IaHE HA CUCTEMHUTE 3a pa3llO3HABAHE HA ITbTHH 3HAIM Ype3 IMOCTABSIHE
Ha CTUKEpH BBPXY 3HAILUTE, Kapailku aBTOHOMHHUTE IPEBO3HM CpEJCTBA Jla YCKOpSABAaT Hal
OTPaHUYEHUETO Ha CKOpocTTa. Te3W BHIOBE aTakk Morar Ja ObIaT HAcTpOeHH Oe3 TO3HaBaHEe
BBTpPEIIHUS JAW3aliH Ha CUCTEMHUTE C HM3KYCTBEH HHTEJEKT, 4pe3 IOodydyaBaHe Ha JOCTBI J0
KOMYHHUKAI[IOHHATa CHCTeMa M HaOJIOJCHWE Ha HW3XOJUTEe Ha KOMIIOHEHTHTE C W3KYCTBEH
UHTEJEKT.

Jlpyra BakHa 3aruraxa 3a aBTOHOMHHUTE MPEBO3HH CPENCTBA MBA OT OTPABSHETO HA JaHHM,
THI KaTO € MHOTO OOMYaliHO CUCTEMHTE C U3KYCTBEH MHTEJEKT Jla C€ aKTyalu3upaT C HOBU JaHHHU,
3a JIa CTaHaT MO-TOYHHU C TEYCHHE Ha BPeMeTO. ATaKyBaHETO Ha KOMYHUKAITMOHHUTE KaHATH MEXTY
MIPEBO3HUTE CPEICTBA U MPOU3BOJUTENIUTE MOXKE Jla MO3BOJM Ha NPOTUBHUKA Ja HHXKEKTHpA
MOBpE/ICHU JIaHHM B eTarna Ha o0y4YeHue Ha MPEBO3HUTE CPEJCTBA, KOETO BOJM IO MPOMSHA Ha
KOMITIOHEHTHUTE Ha M3KYCTBEHUS! MHTEJIEKT, KOUTO MOTaT Ja ObJaT BHEAPEHH B TOJISIM Maiad 4pes
0€3KNYHU aKTyalnu3aluu.
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5. 3ammTa HA aBTOHOMHH NMPEBO3HH CPeACTBA

W3KyCcTBEHUAT MHTENIEKT UIpae BaXkKHA POJIS IPU OCUTYpsIBAHE Ha 3aIlMTa IPU aBTOHOMHHUTE
npeBo3Hu cpeacrtBa. CmsAra ce, 4e BCE OIIE€ HM3KYCTBEHHUST HMHTEIEKT € Janed OT ,,BPOJCHO
Oe3omaceH TakbB. 3aTOBA U3CIEABAHUATA ce (DOKYCHpAT BHPXY NMPAKTUYECKU PELICHUS 32 MAIIMHHO
o0y4eHHe C pa3IMyHH CTpaTeTruy 3a 0€30MacHOCT KaTo:

e besomacen ortka3 (Safe Fail) ce oTHacs g0 crpaTeruu 3a MOJAbp)KaHE Ha IMPEBO3HOTO
CPEJICTBO Ha IIBTS B O€30MaCHO CHCTOSIHUE 110 BpeMe Ha MmoBpena. Ta3u crpaTerus Moxe Ja
HaMaJi OMACHOCTHUTE IO BpeMe Ha MOBpe/a Ype3 U3IMoa3BaHe Ha (PYHKIMH 3a HaOI0JeHIe
U TUIAHOBE 3a IJIABHO OTCTBIIBAHE, KATO HANpUMeEp YBEAOMSBAHE HAa BOJada Jia MoeMe
KOHTpOJIa HaJl MPEBO3HOTO CPEACTBO. BB3MOXKHO € 1a ce HW3MOJI3BAaT TEXHOJOTMU 3a
OTKpHMBaHE Ha TPEIIKM IO BpeMe Ha paboTa, 3a Ja ce OTKpHE TIpelieH pe3yiaTaT oOT
QITOPUTMU 33 MAIIMHHO OO0y4YeHHe (HEempaBWIIHO KIACU(PUIMPAHE M HEMPABUIHO
OTKPHBAHE) 3a MPEBO3HOTO CPEICTBO HA MBTH;

e besomacuu rpannnu (Safety Margins) B KOHTEKCTa Ha MAlIMHHOTO OOy4Y€HHE CE OIMUCBAT
KaTo pa3linKa MEXAy NPOU3BOJUTEIHOCTTa HAa MOJeNia NMPH TPEHUPOBBUEH HAO0Op U
orepaTUBHATa MPOU3BOJUTEIHOCT. BB3MOXKHO € Ja ce U3MoN3BaT TEXHOJOTHH 3a
YCTOMYMBOCT Ha MOJIENa, 32 J1a C€ TMOJ00pH yCTOWYMBOCTTA U CJIEIOBATEIHO TPAaHMIIATa HA
0€30MacHOCT Ha KOMIIOHEHTHTE 3a MaIIMHHO o0yueHue [8].

OrneHka Ha HECUTYPHOCTTA - JIOPU JIOOpe OOYYCHHM W KATHOPHpPAHU MPEAUKTOPH, KOUTO ca
yCTOMYMBH Ha IIIyM, [OBpela W CMYIIEHHS, MOraT Jia Ce€ BB3MOJ3BaT OT OIIEHKaTa Ha
HecurypHocTTa. KonnyecTBeHaTa HECUTYPHOCT MOKE Ja OOSICHM TOBa, KOETO MOJENBT HE ,,3Hae™
10 OTHOILIEHWE Ha JOCTOBEPHOCTTA B HEroBaTa NPOrHO3a (eMMCTeMHUYHA HECUTYPHOCT WIIU
HECUTYPHOCT Ha MOJIETIA).

JleTeKTopH 3a rPeUIKy B pa3NpOCTPAHEHHUETO - TpelIHaTa Kiacu(ukaiys Ha U3BaJKUTE YECTO
ce ciayuBa Topaaud cinabo mpeacrtaBsHe Ha oOydenuwe. I[lpe3 mocienHUTE  TOAMHU
YCBBBPIICHCTBAHUTE HEBPOHHU MPEKH, TEXHOJIOTUUTE 3a PEryJupaHe U TOoJeMHTe HaOOpH OT
JAaHHU 32 00y4YeHHE 3HAUUTEIHO M0J00psABAaT 0OYUYEHHETO 3a MPEJCTaBsHE Ha JIbIOOKH HEBPOHHU
MpPEXH U CIIeJOBATEIIHO MPOU3BOAUTEIHOCTTA H YCTOHUMBOCTTA Ha MO/iena. Brrpeku ToBa Bee ore
ca HEOOXOJWMH JETEKTOpH 3a MPOTHO3WpAaHE Ha TPEIIKK 10 BpeMe Ha W3ITBJIIHEHHE, 32 Ja ce
noJIbpka 0Oe30MmacHOCTTa Ha cUcTeMaTa B ciydyaid Ha moBpena Ha Mojena. CenekTHBHarTa
kinacupukanysa (M3BECTHA CHUIO KaTO KiIacH(PUKAIUS C ONIMUS 3a OTXBBPJSHE) € TeXHHUKa 3a
NpeanasiuBO NPEeAOCTaBIHE Ha TMPOTHO3M C BHUCOKA CTENEH Ha curypHocT. To3u Mmeton 3a
JOCTOBEPHO MPOTHO3UPAHE MOXKE 3HAYUTEITHO J1a TOJ00PY POU3BOIUTEITHOCTTA HA MOJIENA.

JleTeKkTopH 3a TPelIKy U3BBH Pa3lpOCTPAaHEHUETO - U3BajKa U3BBH pa3npocTpaHenueTo (Out-
of-distribution - OOD) wiu OTKIOHEHHE CE€ OTHACs 0 BXOJSINM JTaHHHU, KOUTO Ca HW3BBH
HOpPMAaJIHOTO pasnpenenenue Ha oOyueHnero. OOD rpemika ce oTHacs 70 rpelika B MALIMHHOTO
o0y4eHHe TpW HENPaBHIHO KiacupuimpaHe Ha Monena. llpumepu 3a TOBa MpH aBTOHOMHHUTE
IIPEBO3HU CPEACTBA BKIIOYBAT YHHUKATHW, HEOOMYAaHU WM HEU3BECTHU IbTHU 3HAIM, I'BTHU
MapKHPOBKH, CIICHAPHIA, KOWTO WJIM HE € OWJI BKJIFOUEH B Habopa 3a oOydeHue, Wi MOJICTbT HE €
yCIIsiI 1a Hayu! (1mopaau AucOaiaHC Ha Kilaca) 1o BpeMe Ha TPEHUPOBBYEH MpOIIeC.

YCTOHUMBOCT HAa anropuThMa - TMPAKTHYHO pelIeHHe 3a 0e30MacHOCT Ha MAIluHHOTO
o0y4yeHHe H3I0JI3Ba TEXHOJIOTHU 33 YCTOMYMBOCT, 3a Jla MOJ00pU IpaHUIMTE Ha 0e30MacHOCT Ha
MOJISIUTE 3a MAalIMHHO OOy4YeHHe B AaBTOHOMHHU IIPEBO3HU CPEICTBA. [EXHOJIIOTHUTE 3a
YCTOMYMBOCT B H3CJIEIBAaHUATA HA MAIIMHHOTO OOydeHue Moao0psBaT yCTOMYMBOCTTa Ha
ITOPUTMUTE KbM €CTECTBEHM MOBPEAN U CMYILLEHHS.

YcToliunBOCT Ha TOBpea W CMYIICHUS — CMYIICHHS, KOWTO HE ca TPEAU3BUKAHH OT
XaKepCKU aTaku M MOBpela Ha JIaHHUTE, OOMKHOBEHO CBIIECTBYBAT B HACTPOWKHTE 32 PEaTHUS
cBAT. CpaBHUTEITHHUAT aHAIH3 Ha YCTOWYMBOCTTA Ha IBIIOOKATE HEBPOHHU MPEKH KBbM MOBpEIa U
CMYIIIEHHUSI TIOKa3Ba, Y€ MOJEIUTE Ha MAIIMHHO OOyueHHE IMPOSBABAT HEOYAKBAHM T'PELIKH IPU
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MPOTHO3MpPAaHE Ha MPOCTH cMylIeHus. [locTUraHeTo Ha yCTOMYMBOCT Ha MOJENa CPEUly HOBPEIH,
KOUTO ca MPEAU3BUKAaHU OT OKOJIHATA cpella M CMYIIEHHUS Ha CEH30pUTE, M3UCKBA TEXHOJOTHH 3a
noJ00psBaHe YCTOMYMBOCTTA HAa MOJIENA HAJl YUCTH HAOOpH OT JaHHH.

B [6] e mpencraBena wiacudukanus MO KaTeropud 3a OCHTYpsBaHE Ha 3alluTa IpU
aBTOHOMHH TIPEBO3HU cpezcTBa. Ta3u Kiacupukanys BKII0YBA TPU OCHOBHH KaTETOPHU:

e ApXUTEKTYypa 3a 3all1Ta Ha aBTOHOMHOCTTA,

e Cucrema 3a OTKpUBaHE HA HAPYIICHUS;

e l3xycTBen untenekr ¢ Big Data.

W3zkycrBenuar wunTenekr u BigData Hammpar npuiiokeHHe B aBTOHOMHHUTE NPEBO3HU
CPEICTBa, KaTo T€ MPEACTABIIIBAT BaKEH aCHEKT OT M3CJIECABAHUATA 32 CUTypHOCTTA. ChIeCTBYBAT
MHOYKECTBO Hay4HH ITyOJUKAIMH B Ta3u 00JaCT, KaTO YacT OT TAX ca mpeicTaBeHu B Tabmuma 2.

Taﬁmma 2. I/I3CH6I[B3HI/IH, CBBbpP3aHU CHC 3alluTa C U3M0JI3BAHC HAa U3KYCTBCH MHTCJICKT

Kareropus Ha

ABTOpPH I'oguna ExcniepyMeHTH M NOAX0IH
3aIUTA p s p Sane

BwBexxna ce Explainable Artificial
. Intelligence, koiito mma 3a uen na
Madhav, A.V.S., Tyagi, g uer A
JAba60K0 00yueHue AK. [9] 2023 | obequHM TIpOIECUTE HAa B3EMaHE Ha
o pEIICHUS Ha CUCTEMUTE 3a

ABTOHOMHH TIPEBO3HH CPE/ICTBA.

Koyel Datta Gupta,
Deepak Kumar Sharma,
Rinky Dwivedi,
Gautam Srivastava [10]

[IpencraBs ce iiepapxuyHa ABIOOKA
2023 | HEeBpOHHA MpEKa KaTo pPEIICHHE 3a
OTKPHMBAHE HA HAPYIICHUS.

HeBpoHHu MpeRn

Junaid Sajid, Bareera
Anam, Hasan  Ali
Khattak, Asad Wagar | 2023
Malik, Assad Abbas,
Samee U. Khan [11]

Ompenens ce  MOBEICHUETO HA
yIpaBJIBALIATE MOJICNIM, KOTaToO ca
U3IIpaBeHU npen ¢duznvecka
adversarial araka.

R. Sankaranarayanan,
K.S. Umadevi, NPG

Mammnno odydenne | Bhavani, Bos Mathew [MpennoxeHa e TexHUKa, Oa3upaHa Ha

2022
Jos, Anandakumar IPOLIEAYPH 32 MAITMHHO O0yYeHHE.
Haldorai, D. Vijendra
Babu [12]
Pa3zpaboTBane Ha  WHTENUTEHTHA
Elies Gherbi [13] o0p] | CHCTEMA 33 OTKpuBaHe Ha
HapylIeHUS B TPEBO3HO CPEICTBO
(IDS).
HeBponuu Maté  Zoldy, Zsolt [Ipemnara ce mocienoBaTeaTHOCT OT
mpexn/Ibadokn Szalay, Viktor Tihanyi | 2020 | pemieHus 3a CHTYPHOCT IIPH TECTBAaHE
HEBPOHHHU MPEXKH [14] Ha aBTOHOMHU TIPEBO3HU CPEJICTRA.

B [9] ce mpencras penieHue ¢ U3MOJA3BaHE HAa M3KYCTBEH MHTEIIEKT, KOMTO MMa 3a IIe Ja
0o0eIMHU TIPOIECHTE HAa B3E€MaHE Ha PEIICHUS HA CHCTEMH 3a aBTOHOMHH IPEBO3HU CPEICTBA.
W3BbpiiBa ce CpaBHUTENIEH KOJMUYSCTBEH M KaUECTBEH aHAJIN3, 3a Jla CE CPABHIT CUMYJIALMUTE Ha
Explainable Artificial Intelligence u uHTenTMreHTHM CHCTEMH Ha MPEBO3HHM CPEJACTBA, 3a Ja Ce
MPEJCTaBU IOCTUTHATOTO pa3BUTHE. Karo dYacT OT mpoydYBaHETO ca MPEACTABEHH BHU3yalHU
OOSICHUTEIHA METOIU U KJ1acu(HUKaATOp 3a OTKpUBaHE Ha HapyLIECHUS.

B [10] ce pa3paboTBa Mojien 3a OTKpUBaHE Ha HAPYIICHUS, KOUTO MOXKE Jla C€ U3ITBJIHSABA Ha
YCTPOMCTBA OT HHUCHK KJIAaC, ¢ HUCHK KamamuTeT Ha 0O0paboTKa M mameT. To3u Mojen MOXe Ja
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MPEJOTBPATH 3aIllIax| 3a CUTYPHOCTTA M JIa 3aIlIUTH Mpekara Ha IPEBO3HOTO cpeacTBo. [Ipeacrass
ce lHepapxvyHa JIbJIOOKa HEBPOHHA MpEXa KaTo pEIICHHE 3a OTKPUBAHE Ha HApYIICHUS U
rapaHTHpaHe Ha CHUTYPHOCTTa Ha aBTOHOMHHTE MPEBO3HU CPEACTBAa KAKTO Ha BB3JIUTE, TaKa U Ha
Mmpexara. [IpenioxkeHoTo pereHne uMa MHOTO HUCHK KOS(UIIMEHT Ha (ANIIIMBH PE3yaTaTh, KOETO
rapaHTHpa HUCHK MPOIEHT Ha MPOITyCKaHe Ha HAPYIICHHUS B KOMYHUKAIUSATA.

B [11] ce menu nma ce ompeaeny IMOBEJACHUETO HA YIPABISBAIIUTE MOJCIH, KOrato ca
m3npaBeHu npen Qusmyecka adversarial ataka. AHanmu3upaHu ca Hakow adversarial aTakm u
3alIMTHA MEXaHM3MH CpPEILy TAX 3a ONpeAeTIeHH MOJENU Ha aBTOHOMHO modupane. [Ipennoxenn
ca YeTHUPH 3allUTHU CTpaTeruu cpenry et adversarial araku ¥ € uACHTUPHUIIMPAH HAM-YCTONYUBUAT
3alIMTEH MEXaHW3bM CpeIly BCHYKH BHJOBe araku. Support Vector Machine u HeBpoHHara
perpecusi ca aBata MoJelia 32 MAalIMHHO OOy4eHHe, KOUTO CE M3IOJI3BAT 3a KaTeropH3UpaHe Ha
MPEIM3BUKATEIICTBATA 32 00YYCHHETO HA MOJIeIa.

B [12] e mnpemnoxena TexHuka, Oa3upaHa Ha TNPOLEAYPH 33 MAIIMHHO OOydYCHHE.
KoHcTpynpanu ca jBa KII'bCTEPHU MOjEJa, KOMTO Ca ChYETaHH C TPU MOjIea Ha KOHBOJOIMOHHU
HEBpOHHH Mpexu. Llenra Ha MoxaenuTe € ompesensHe Ha ONTUMAIHOTO BpeMme 3a pabora u
OCUTYpsIBAHE Ha CTAaOMJIHOCT, 3a MPEOJOJIIBAaHE HA PA3IMYHH MPOOJIEMH, BKIIOYHTEIHO TaKWBa
CBBP3aHU ChC CUTYPHOCTTA.

B [13] ce nenu pa3paboTBaHe Ha MHTEIMICHTHA CHCTEMa 3a OTKPHUBAHE Ha HApYIICHUS B
npeBo3Ho cpeacto (IDS), m3nons3Bama mMammHHO OOydyeHHE, KOSITO OTrOBaps Ha PECypCHUTE
orpannyeHusi. OCHOBHHAT aclleKT € BBbPXY CHUTYPHOCTTa Ha KOMYHHMKALUSATa B aBTOMOOWIIA.
[TpoBexkaa ce eMOUPUYHO MPOYYBAHE, 32 ONMPEACISIHE OCHOBHHUTE HYXAM M OTPAHUYCHUS, KOUTO
CHCTEMHUTE B aBTOMOOMIIa U3UCKBAT.

B [14] ce npeanara penieHne 3a CUTYPHOCT HA KPUTUYHU CUCTEMH HA aBTOHOMHH IPEBO3HU
Cpe/cTBa ¢ M3M0JI3BaHe Ha HEBPOHHU Mpexu. Criopel MpeyIoKEHUETO BHEAPEHAaTa B aBTOHOMHOTO
MIPEBO3HO CPEJCTBO HEBPOHHA MpEKa Ce MpPEropbhuBa Ja ce o0ydaBa OT T€HEPUPAHUS B PEATHO
BpEeMe TIOTOK OT JIAaHHH, KOETO IIe OCUTYPH O€30MaCcHH PEIICHHUS.

6. CtangapTu 4 pa3nopeadu 3a CHTYPHOCT M M3KYCTBEH HHTEJIEKT

IIpe3 aBryct 2021r. opranuzanuure 3a ctaaaprusanus ISO nu SAE ny6nukyBatr cbBMECTHO
crannapta ISO/SAE 21434 3a nmbpTHM mnpeBo3Hu cpeactBa — Cybersecurity engineering. To3u
CTaHJApT OMpeneNs pa3IMYHM HWH)XXEHEPHUM M3UCKBAaHMs 3a YIpaBJICHHE Ha pHUCKa 3a
KHOEpCUTypHOCTTA Ha IMbTHU MPEBO3HU CPEJICTBA, BKIIFOUUTEIIHO MHOTO OT TEXHUTE KOMIIOHEHTHU U
untepoeiicu. pyr crangapt, SAE J3061, npenoctaBs HACOKM U YCTAHOBSIBA MPUHIIMIIA HA BUCOKO
HUBO, CBBpP3aHU CbC CUrypHOCTTa. VMMa Hyxkzna oT pa3paboTBaHE Ha IMOJAOOHM CTaHIApTH BbHB
BCHYKH ITOJICUCTEMH Ha MIPEBO3HU cpeacTBa U oT HacbpuaBaHe HAa OEM u Tier-N nocraBuunim a ru
npuemar. Jlumcata Ha peryjganud, OpPUEHTUPAHU KbM KHOEpCUTYpHOCTTAa, I103BOJIsIBA Ha
aBTOMOOWJIHUTE TPOU3BOJUTENH JHEC Aa UMAT MO-MAJIKO M3UCKBAHUS, CBBP3aHU ChC CUTYPHOCTTA.
[Tpe3 2020r. cBeTOBHUAT PopyM 3a aKTyalH3upaHe Ha pa3nopendouTe 3a npeBo3Hu cpencraa (WP.
29) na Ukonomuueckara komucus 3a EBpona Ha OOH (UNECE) npue aBa HOBU perjiaMeHra,
KOUTO 3aJbJDKaBaT BCHUUYKHM MPOM3BOAMUTEIM Ha aBTOMOOWJIM B JOTOBapsAILIUTE CE Ibp)KaBU Ja
npueMaT CHUCTeMH 3a ymnpasieHue Ha kubepcurypHocra (Cybersecurity Management Systems) u
codTyep 3a akTyaau3upaHe Ha cuctemue 3a ynpasienue (Software Update Management Systems)
1o ronu 2022r.

C HapacTBaIOTO HaBJIM3aHE HA aITOPUTMHU C U3KYCTBEH MHTENIEKT B ChBPEMEHHUTE MTPEBO3HU
CpeZACTBa, HApACTBa U HY)KJaTa OT peryianuu 3a pa3padoTBaHe HAa CUCTEMHU C U3KYCTBEH MHTEIEKT.
[Ipe3 ampun 2021r. EBpomelickaTa KOMHCHS BBBEXJa I'bpBaTa IO pojJa CH TMpaBHA Hapeada
OTHOCHO W3KYCTBEHMsSI HWHTEJIEKT 3a HaMaJsBaHE Ha ONACHOCTUTE OT ,,BUCOKOPUCKOBHU
MIPUJIOXKEHUSI C M3KYCTBEH MHTENEKT. Bblpeku ve Tazu Hapenda He ce KOHIEHTPUPA KOHKPETHO
BBPXY aBTOHOMHUTE NIPEBO3HU CPEJCTBA, TOBA JIaBa Bb3MOXKHOCT 32 pa3BUBaHE HA UJEH CBBP3aHU
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ChC CUTYPHOCTTa Ha aBTOHOMHHTE ITPEBO3HU cpenacTBa. OCBEeH TOBAa MMa HYXX[a OT ITOBEYE NMPABHU
pasnopendn OTHOCHO KaTacTpodu W APYrH 3JIOMONYKH, NMPUYMHEHH OT peIleHHs 3a Imodupane,
B3€TH OT QITOPUTMH, H3IOJI3BAIM HW3KYCTBEH HHTEJICKT B aBTOHOMHH NPEBO3HH CpPEICTBA.
HeobOxomuMoctTa oT ToBa € mogueprana mpe3 2018r., koraro TecTBaHETO HA aBTOHOMHO MTPEBO3HO
CpEICTBO Ha KOMIIAHHS 32 CIIOJICJICHO ITbTYBaHe TOBEexkAa 0 (patanHa katactpoda. Kommanusra He
€ M3IpaBeHa IpeJl HUKAKBa HaKa3aTeJIHAa OTIOBOPHOCT, HO CIMpPa TECTBAHETO Ha AaBTOHOMHUTE
mpeBo3Hu cpejactia [15, 16].

7. 3aka04yenue

B HacTosmoTro u3NoKeHHe € MPEACTaBEeHO MPUIOKEHHE Ha HM3KYCTBEHHUS HHTEJICKT B
o0racTTa Ha aBTOHOMHHTE IPEBO3HU CpeiCcTBa. Pa3riienanu ca HUBaTa Ha aBTOHOMHOCT, METOJIUTE
3a 00y4yeHue, ySI3BUMOCTUTE U 3aIlJIaxXuTe, KAaKTO U 3alllUTaTa Ha aBTOHOMHUTE IIPEBO3HU CPEJICTBA
C U3KYCTBEH MHTENEKT. HaBnn3aHeTo Ha U3KYCTBEHUSI MHTEJIEKT B CbBPEMEHHUS CBAT MPEAU3BUKBA
3aTpy/IHEHUS, CBBP3aHU CBhC CUTYPHOCTTa U TIOBEPUTEIHOCTTa HA JaHHUTE. Bbhpeku TOBa
MHOECTBO MU3CJIE/IBAHUS MPEACTABAT PA3TMYHU MOJXOAU U METOJM 34 pealu3upaHe Ha 3allUTa OT
Kubeparaku, KOUTO ce 0asupar Ha BB3MOKHOCTUTE Ha W3KYCTBEHHUs HMHTENEKT. [lyOnmukyBaHuTe
CTaHIApPTH WU pa3nopendu, CBBbP3aHU C HM3KYCTBEHHS HMHTEIEKT M HEroBaTa CUTYPHOCT, BHACST
perynainuu 3a paboTata My U ca MPEANOCTaBKa, Y€ TE3U TEXHOJIOTHH C€ BHEAPSBAT aKTUBHO IPE3
MOCIIEAHUTE TOJUHU U Ta3U TEHACHIIUS e MPOIBIKU B ObJeIIe.

BaarogapHoctu

N3cnenBanusTa, pe3yJTaTUTe OT KOUTO €a MPEJACTABEHU B HACTOSIATA CTATHs, Ca IIPOBEICHU
110 HaydeH npoekT Ha TY-Bapna ,M3cnensane Ha mMonenu, METOAM U ITOPUTMHU OT MAIIMHHO
o0y4eHHe 3a pellaBaHe Ha 3aJadyd B COIMATHO3HAYMMHU cepu’, KOHTo ce ¢UHAHCHUpa OT
I'bp>KaBHUS OIOJIKET.
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ULTIMATE EXECUTION SPEED IN FPGA BASED EDGE
DETECTION: COMPARATIVE INVESTIGATION OF FOUR FPGA
SPECIFIC INTEGER MULTIPLIERS

Dimitre Kromichev

Abstract: For FPGA based gradient edge detection which employs Gaussian weighted average function as
the filtering stage, integer multiplication is critical to achieving the goal of ultimate execution speed.
Investigated in this paper are four FPGA specific integer multipliers and their implementation with respect to
maximum operating frequency and minimum number of clock cycles taken to execute: logic elements based
multiplier, multiplier implementing parallel additions, soft multiplier and hard multiplier. The focus is on
experimentally ascertaining the capability of each multiplier to satisfy the goal of achieving ultimate
execution speed in FPGA based gradient edge detection. Ten Intel (Altera) FPGA families are employed to
conduct the tests and draw the relevant conclusions in terms of the obtained results.

Keywords: FPGA, edge detection, ultimate execution speed, logic elements based multiplier, multiplier
implementing parallel additions, soft multiplier, hard multiplier, frequency, clock cycle

1. Introduction

Multiplication realized by DSP blocks is addressed by applying resource sharing and
multipumping techniques in DSP48E1 of Xilinx FPGAs, and the design’s frequency is below half
the maximum supported by the DSP blocks [3]. Analyses of DSP performance on the basis of
multiplication are presented in [4] and [19]. A softcore multiplier in Xilinx FPGAs with an array-
like architecture is proposed in [13]. Ten different adders are explored in FPGA on the basis of the
relation between maximum operating frequency and number of clock cycles in [7]. The maximum
operating frequency of parrallel addition in Altera FPGAs as a function of input data widths is
studied in [8]. A parallel integer multiplier generator for FPGAs is tested on Virtex-6, Virtex-5 and
Stratix Il in [1]. An approach to design power-of-two multipliers in modern FPGA devices with
increased number of operations per second by up to 4.3 times is proposed in [20]. Studies in LUT-
based multiple constant multiplications with reduced delay are presented in [14] and [17]. In [12]
analyzed are different multipliers with respect to speed: conventional multiplication, booth
multiplier, shift &add multiplier, array multiplier. A LUT design for memory based multiplier in
Virtex 7 is in [5]. Multipliers with various input widths are analyzed in [15] and [16]. In [21],
presented are two designs - a 16 x 16 multiplier using a pipelined architecture and a multiplier with
a reduced area in Virtex 6. In [6], ten multipliers are investigated on Intel (Altera) FPGA families.

The objective of this paper is to investigate comparatively the speed characteristics of four
FPGA specific integer multipliers for the purposes of achieving the goal of ultimate execution speed
in FPGA based gradient edge detection which uses Gaussian filtering. Experiments are based on ten
Intel (Altera) FPGA families due to their speed capabilities [2][10][11] - Cyclone through Cyclone
V and Stratix through Stratix V. The tools used in the investigation are: Scilab, VHDL, Quartus,
TimeQuest Timing Analyzer, ModelSim. The conducted analyses and conclusions arrived at are
relevant for gray scale images.

2. General tasks of the investigation

Integer multiplication in FPGA is realized by concrete algorithms. Because FPGA based
gradient edge detection requires square neighbourhood computations, the upper limit for the
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maximum operating frequency F . of the entire edge detection method is the maximum operating
frequency of embedded memory F,, (mem), Hence, the task to investigate F, focuses on:

e Computationaal mechanism of the algorithm

Number of clock cycles required to execute the algorithm

Input data widths calculated in FPGA based gradient edge detection

Ratio between F . of the algorithmand F _, (mem)

Functionality of the algorithm in terms of achieving the goal of ultimate execution speed in
FPGA based gradient edge detection.

F .ax Must be analyzed in terms of the minimum number of clock cycles nTclk,,, required by
each integer multiplication algorithm to produce a mathematically accurate result. Hence, the
following tasks must be accomplished:

e Assess the optimal ratio between F . and nTclk,;,

e Analyze the ratio between F_, and and nTclk,,, with respect to the position of

multiplication in the organization of computations and the optimal pipelining efficiency
e Define the value of nTclk,;, to be used in the experimental investigation of F,,, for the

input data widths available in FPGA based gradient edge detection.

X

In FPGA based gradient edge detection multiplication by a number which is not a power of 2
is used in: Gaussian filtering, gradient magnitude and gradient direction [6][9].
The specifics of FPGA hardware define four types of multipliers.

3. Computational mechanism of the multipliers: relation between F . and and nTclk,;,

The optimal value of ntcik , which guarantees the execution of a concrete algorithmat F___is

the most important aspect in terms of the goal of ultimate execution speed in FPGA based gradient
edge detection. Dependence of F__ on nTclk,,, is specific to each algorithm. It is defined by the

computational mechanism of a multiplier and its position in the organization of computations.
3.1. Multiplier implemented in logic elements

This type is realized in all of the ten targeted Intel (Altera) FPGA families. It is a modification
of radix-4 multiplier. Its maximum operating frequency r__ (LEmult) is based on the parallel

implementation of calculations in

P=(Md= mzf Md, (2°))*(Mr = le Mr, (Mr¥)) = Zl:(mi Md Mr, (2°%)) (1)

where

Md  is multiplicandMd € Z, Md >0, Md is m-bit,
Mr is multiplier e Z Mr, Mr>0, Mr is n-hit,

P is product P =Md*Mr is (m+n) bits.

Because the multiplication is by two binary bits instead of one, the result is:

nPp(parall)

nPp(rad —4) = l0g,,(nd)
2

for nPp(parall)=2u,ueN (2)
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nPp(parall+1

nPp(rad —4) = for nPp(parall)= 2u+1neN 3
p( ) iog,(nd) p(parall) Ine 3)
where
nPp(parall) is the number of partial products in the parallel implementation
nPp(rad-4) is the number of partial products in radix-4 multiplication
nd is the number of digits in the multiplier representation.

Partial products based stages define that the number of clock cycles is a variable. From (3) it
follows that an increase in clock frequency is achieved by inserting registers on the basis of

nTclk(LEmult(pipe)) = log,(nd) 4)
where
nTclk(LEmult(pipe)) is the optimal number of clock cycles for which logic elememts based
multiplier achieves its maximum clock frequency.

Therefore, for logic elememts based multiplier
F(LEmult)=—>_
Tclk (5)
for Tclk defined by the inequality
Tclk > T (CP(pipelog,(nd))) (6)
where
T (CP(pipelog,(nd))) is the propagation delay of the critical path defined for pipelined

multiplication of log,(n) number of clock cycles.

Values of nTclk(LEmult(pipe)) for various input data widths within the range of values
calculated in FPGA based gradient edge detection are presented below (Table 1):

Table 1. nTclk(LEmult ( pipe)) for various input data widths
Pipelining in logic elements based multiplier

Size of multiplicand and multiplier | Optimal number of clock cycles to achieve
in bits F e (LEMult)
3to4 2
5t08 3
9to 16 4
17 to 32 5

The data in Table defines a specific problem: according to the requirement in [6] the naximum
number of clock cycles taken to execute multiplication in gradient direction must be equal or less
than 2. Therefore, according to row #2 of Table 1 F . (LEmult) cannot be achieved because the

greatest gray scale image pixel value is 2°—1.
3.2. Multiplier based on parallel additions

This type implements low level paralellism. The concept of low level parallelism is:

A={Im pA(i)aopL, Im pA(i)aop2} i >2* (7)
where
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Im pA(i) is the number of parallel implementations of an operation within a single clock cycle,
aopl is arithmetic operation #1,

aop2 is arithmetic operation #2.

In each pair aopl,aop2 the output of aopl is the input of a comparison operation in aop2.
The output of an operation #2 cannot be the input of any other operation #1. Therefore, none of the
i Implementations of pairs aopl,aop2 can be executed sequentially.

Executing addition by using a multistaged two-input adder structure impacts Tclk according

to
L=P for k=2
L=P+1for 2° <k<2P*, PeN (8)
where
L is the number of consecutive levels of adders ,
k is the number of addends,

From (8) it follows that if for k =2 the period of the system clock is Tclk , then for k > 2 the
period of the system clock becomes L*Tclk. Therefore, in that case the use of registers between the
levels of adders is a must. On the basis of (8) a multiplication technique is developed. It is based on
the fact that for any Mr e N one of the following expressions holds true

Mr=2"+2"+2" 4. +2° (9)
where
k,m,n,s,..eN
and
k>m>n>..521;

Mr=2"+2"4+2"+2° 4+, +2° (10)
where
k,m,n,s,..e N
and
k>m>n>s>.>1

Because maximum image pixel value is 2°—1, the product P of multiplicand Md =2°-1 and
multiplier Mr is one of the following:
e according to (9)

P=(2"-1<<k)+(2°-1<<m)+(2° -1<<n)+(2° ~1<<8)+..+(2° -1<<1) (11)
e according to (10)

P=(2°-1<<k)+(2° ~1<<m)+(2° —~1<<n)+(2° ~1<<s) +..+(2° 1) (12)

Because the two addends must have equal number of bits and maximum image pixel value is
2°—1, according to (8) the greatest output data width of an adder at level #1 is 2°+m. Hence,

for expression (11) L =nShl
for expression (12) L =nShl+1 (13)
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where
nShl is the number of shift left operations.

Therefore, for this multiplier
Tclk > T (<< m) +Tadd (2% +m) (14)

where
T(<<m) is the propagation delay of shift left operation executed by m number of bits,

Tadd(2®+3) s the propagation delay of the adder with input data widths equal to 2°+m bits.

From (8) it follows that
nTclk(multParall(pipe)) = x (15)

where
nTclk(multParall( pipe)) is the optimal number of clock cycles for which the low level

parallelism based multiplier achieves its maximum clock frequency,
X is used to denote a variable.

From (15) it follows that

1
F o (multParall) = Tolk (16)
for Tclk defined by the inequality
Tclk >T (CP(shiftLeft)) + T (CP(add)) @an
where
T (CP(shiftLeft)) is the delay of the shift left operation,
T(CP(add)) is the critical path delay of a ripple carry adder,

From (17) it follows that the use of the multiplier in Gaussian filtering is defined by the
restrictions on the number of clock cycles imposed by the organization of computations.

3.3. Soft multiplier

It is realized in all targeted Intel (Altera) FPGA families. Embedded memory blocks are used
as LUTSs to implement multiplication. If p and c are inputs to the fully variable multiplier, then

:(p+C)2_(p—C)2 (18)

pre 2 2

There are two points of critical importance in (18): a) the values for

2 2
(20)" g (20

22

must be calculated before the start of multication operation in two separate embedded memory
+¢)° %

(p+c)’ 4 (=)

blocks; b) the precalculated values for 57 > must be stored in two separate

memory blocks.
Hence, for the soft multiplier to be tested on a comparative basis under equal test conditions
with the other multipliers, the total of binary values which must be stored in embedded memory is

(2° —1)* 2" = 33423360 (19)
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where
22-1 is the greatest gray scale image pixel value,
2" is the greatest positive value at the inputs of 18x18 hard multiplier.

As of today, none of the targeted Intel (Altera) FPGA families can store the number of binary
values from (19) in its memory. Therefore, soft multiplier cannot meet the objectives of this work.

3.4. Hard multiplier
Hard multiplier: dedicated circuitry in FPGA as embedded multiplier (Cyclone Il - IV) or as

an integral part of DSP blocks (Cyclone V, Stratix | - V). Hard multiplier’s schematic is purely
combinational. Hence, hard multiplier’s most important characteristic is:

1
F _(hard)=— 20
mafNard) = (20)
is defined under all test conditions for
nTclk(hard) =const=1 (21)
where
nTclk(hard) is the number of clock cycles required to execute multiplication.

4. Multiplication in FPGA based edge detection: the impact of input data widthon F

The task is to investigate F,, for the values calculated in FPGA based gradient edge

detection Test results represent restrictive F_ ., centered on positive slack of 10 ps. The
comparisons with F__ (mem) are conducted on the basis of the data for F . (mem) given in [6].

4.1 Multiplication executed by logic elements based multiplier: results and analysis

Investigation methodology:
e Lpm_mult megafunction is used to implement logic elements based multiplier
e Because tests must be performed under equal test conditions, the two symmetric inputs
selected for the multiplier are: 8x8 and 16x16.
e The number of clock cycles required to execute multiplication is limited to 2 according to
the requirements of maximum efficiency pipelining as presented in [6].

The achieved results are in Table 2 and Table 3.
The data in Table 2 and Table 3 shows that:
e The impact of multiplier size on F,, (LEmult)is defined by the optimal number of clock
cycles
e The limitation of two clock cycles is critical for F__, (LEmult)
e For Cyclone II-V and Stratix I-V F__ (LEmult) of 8x8 multiplier is lower than F _,(hard)
of 18x18 hard multiplier from 8.1% to 10.2%
e For Cyclone 1I-V and Stratix I-V F,_ (LEmult) of 16x16 multiplier is lower than

F .x(hard) of 18x18 hard multiplier from 22% to 25.2%.
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4.2. Multiplication executed by multiplier based on parallel additions: results and analysis
Table 2. F ., (LEmult) of ligic elements based multiplier of size 8x8

FPGA F .ox(LEMult) of ligic elements based | Number of clock cycles
family multiplier of size 8x8 (in MHz) required to execute
multiplication

Cyclone 179 2

Cyclone Il 221 2

Cyclone 111 301 2

Cyclone IV 305 2

Cyclone V 309 2

Stratix 242 2

Stratix |1 367 2

Stratix 111 418 2

Stratix IV 437 2

Stratix V 454 2

Table 3. F . (LEmult) of ligic elements based multiplier of size 16x16
FPGA F . (LEmult) of logic elements based | Number of clock cycles
family multiplier of size 16x16 (in MHz) required to execute

multiplication

Cyclone 132 2

Cyclone 11 192 2

Cyclone 111 212 2

Cyclone IV 214 2

Cyclone V 217 2

Stratix 192 2

Stratix |1 313 2

Stratix 111 371 2

Stratix 1V 378 2

Stratix V 383 2

Investigation methodology:
Because comparative investigation must be performed under equal test conditions, the
greatest value of multiplier Mr must be 17 bits.

e Because the greatest gray scale image pixel value is 2° -1, from (9), (10), (11) and (12) it
follows that F _, (multParall)is defined by the critical path of the multiplier implementing

low level parallelism which includes:
a) T (CP(leftShift)) of 2° —1<<k for k =17 according to (17);
b) T (CP(add)) of 25-bit adder for k =17 according to (17).

e From (8) it follows that
P =log,(k). (22)

Hence, from (8) and (22) it follows that
L=5 for k=17. (23)

Therefore, the optimal value of F __ (multParall) is achieved when multiplication is executed

within 5 clock cycles.
The achieved results are in Table 4.
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Table 4. F (multParall) of multiplier based on parallel additions for multiplicand Md =

8 bits and multiplier Mr = 17 bits
FPGA F .. (multParall) of multiplier based on Number of clock
family parallel additions for multiplicand = 8 cycles required to

bits and multiplier = 17 bits (in MHz) | €xecute multiplication

Cyclone 242 5

Cyclone Il 292 5

Cyclone 111 381 5

Cyclone IV 385 5

Cyclone V 388 5

Stratix 358 5

Stratix |1 516 5

Stratix 111 702 5

Stratix IV 712 5

Stratix V 727 5

The data in Table 4 shows that:
When multiplication implementing low level parallelism is executed within the optimal
number of clock cycles F (multParall) > F _ (hard) & F_, (multParall) > F __ (mem)

of the basic memory type
For Cyclone 1I-V and Stratix I-V F _ (multParall) is higher than F__ (hard) of 9x9

multiplier from 18.3% to 26.1%.
For Cyclone F ., (multParall) is higher than F_, (LEmult) of logic elements based

multiplier of size 8x8 by 17.2%.
For Cyclone I-V Stratix I-V F_, (multParall) is higher than F_,(mem) of the basic

memory type from 8.8% to 29.9%.
4.3. Multiplication executed by hard multiplier: results and analysis

Investigation methodology:
Lpm_mult megafunction is used to implement the hard multiplier in Cyclone I1-V and
Stratix I-V
Because there are no hard multipliers in Cyclone no tests are performed with this family. In
Cyclone multipliers are implemented with Lpm_mult megafunction using logic resources
only.
The hard multipliers (embedded and DSP based) with symmetric inputs are used
accordingto their availability in each particular FPGA family
All results are for the highest speed grade in a particular FPGA family
All tests are performed for the entire range of possible input values defined by the inputs of
each particular size of multiplier available in a particular FPGA family.

The achieved results are in Table 5. The data in Table 5 shows that:
Cyclone 11-V and Stratix 1-V have two indispensable multiplier sizes: 9x9 and 18x18
The impact of multiplier size on F _,(hard) is clearly defined for all FPGA families

F .,(hard) for all input values in the range of a particular multiplier size is a constant
For Cyclone 1I-1V, F ,(hard) of 9x9 multiplier exceeds F ., (mem) from 4.1% to 9.3%
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e For Cyclone V and Stratix I-V, F_,(hard) of 9x9 multiplier is higher than F__ (mem) of
the basic memory type from 3.7% to 4.6%

Table 5. F . (hard) of hard multiplier
F ..(hard) of hard multiplier (in MHz)
FPGA 9x9 18x18 27x27 3636 12x12
family multiplier | multiplier | multiplier | multiplier | multiplier
Cyclone -* i
Cyclone Il 259 248
Cyclone 11 331 291
Cyclone IV 334 292
Cyclone V 337 295 248
Stratix 313 278 163
Stratix |1 428 401 259
Stratix 111 534 503 317 475
Stratix IV 538 505 320 478
Stratix V 540 507 479 316

e For Cyclone II-V and Stratix I-V, F, (hard) of 18x18 multiplier is lower than F__, (mem)
of the basic memory type from 1.2% to 1.6%.

6. Conclusions

Experimentally investigated in this paper are four FPGA specific integer multipliers - logic
elements based multiplier, multiplier implementing parallel additions, soft multiplier and hard
multiplier. Their their computational mechanisms are sugjected to in-depth analysis. Studies is the
relation between the maximum operating frequency and the minimum number of clock cycles taken
to execute as well as the relation between the maximum operating frequency and the input data
widths. By applying two assessment criteria - the optimal functionality criterion focused on defining
tne smallest difference between the maximum operating frequency of the embedded memory in its
capacity of being the upper limit of clock frequency in FPGA based gradient edge detection and the
maximum frequency of the tested multiplier, and the comparative criterion regarding the studied ten
FPGA implemented multipliers in [6], it is experimentaly ascertained and proved on the basis of the
targeted Intel (Altera) FPGA families that of the total of fourteen different multipliers it is the
18x18 hard multiplier that is the most suitable for achieving the goal of ultimate execution speed in
FPGA based gradient edge detection which uses Gaussian filtering.
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COMPARATIVE INVESTIGATION OF INTEGER DIVISION AND
SQUARE ROOT ALGORITHMS IN THE CONTEXT OF
ULTIMATE EXECUTION SPEED IN FPGA BASED GRADIENT
EDGE DETECTION

Dimitre Kromichev

Abstract: This paper focuses on proving by a comparative investigation that two specifically designed for
FPGA implementation integer algorithms — division and square root, are suitable to be used in FPGA based
gradient edge detection targeting ultimate execution speed. The experiments conducted on the basis of ten
Intel (Altera) FPGA families and the analyses of the obtained results provide conclusive evidence with
respect to the two capital speed parameters: 1) both algorithms are executed at maximum operating
frequencies which exceed the maximum operating frequency of embedded memory; 2) both algorithms
guarantee mathematically accurate results within a single clock cycle under all test conditions. The
conclusion is: these two algorithms are the exact tools for achieving the goal of ultimate execution speed.
Keywords FPGA, edge detection, integer division, integer square root, ultimate execution speed, maximum
operating frequency, minimum number of clock cycles

1. Introduction

All integer division algorithms fall into two main categories according to the divisor being a
variable or a constant [5][6]. The speed characteristics of iterative division in FPGA are investigated
in [10]. It is mathematically and experimentally proved that a very specific problem to the speed of
iterative division in FPGA is the accurate rounding [11]. There are two basic approaches aimed at
improving integer division in hardware: division is substituted by multiplication with the reciprocal
of divisor [18][26], and a Look-up table based techique without using additions, subtractions and
multiplications is proposed in [12][15]. In [17], described is a multiply and shift algorithm as a
replacement of multiplying by the reciprocal of divisor. Two integer division algorithms specifically
desingned to be implemented in FPGA are experimentally investigated in [7] and [8].

The square root algorithm which most current FPGASs use is radix-2 digit recurrence square
root [13][14]. Digit recurrence methods rely on subtractions and iterations [19]. Hence, they have
limited performance in hardware [16]. In [25], three hardware implementation strategies for non-
restoring square root are presented. Maximum operating frequency and minimum number of clock
cycles are specified for none of them. Another approach is the functional iteration which is divided
into additive and multiplicative according to the operation used in each iterative step [3]. In terms of
speed, Newton—Raphson method has the disadvantage of using division [1]. A speed focused integer
square root algorithm for FPGA implementation is proposed in [9]. The modifications of the existing
algorithms include: improved nonrestoring square root using only subtraction [4][20][22][23][24];
square root based on linear approximation subsystem with Look-up tables [21]; square root based on
subtractors and multipliers - appropriate only for small numbers [27]; square root based on
successive subtraction of odd integers [2].

Presented in this paper are two specifically designed integer algorithms — division and square
root. They are inttended to be used as tools for achieving ultimate execution speed in FPGA based
gradient edge detection which uses Gaussian filtering. The task is: on the basis of their
computational mechanisms, comparatively investigate the maximum operating frequency of both
algorithms with respect to the maximum operating frequency of embeded memory and the
minimum number of clock cycles taken to secure mathematically accurate division and square root
results as a contribution to the optimal efficiency of pipelining in the FPGA based gradient edge
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detection. The investigation tools: are: Scilab, VHDL, Quartus, TimeQuest Timing Analyzer,
ModelSim. The FPGA platforms employed in the investigation are: Cyclone through Cyclone V
and Stratix through Stratix V. Only gray scale images are relevant for the conducted analyses and
the obtained experimental results.

2. Integer division algorithm: technology of accuracy and speed

2.1. Computational mechanism

Calculating the rounding value correctly is critical to the accuracy of integer division. The
value of remainder, for which the rounding is set to 1, is a reference point. A reference point is a
difference of 1 between two integer division results. For any integer divisor there are a number of
reference points with the distance between each two successive points being equal to the divisor’s
value. Every pair of reference points defines an interval. For one interval there is only one exact
ratio between dividend and divisor. Hence, the interval is the accurate integer division result.

The computational mechanism of the algorithm encompasses the following sequence of steps:
1) Compute the greatest possible value of the dividend.

2) Define the divisor’s value.

3) Calculate the number of intervals. The value from step 1) is divided by the value from step 2) and
the integer part of the result is the needed number. Hence, defining the number of intervals is
equivalent to defining the complete set of integer values which can be the result of integer division.
4) Define the number of reference points. The number of reference points is: [number of intervals
calculated in step 3)] + 1.

5) Define the greatest reference point value. A reference point is a fraction in which the numerator
can only be an odd number, and the denominator is always 2. The reference points define a
sequence of intervals. The numerators define a set of consecutive odd numbers (Figure 1):

1/2 3/2 5/2 712 9/2 11/2 13/2 15/2 17/2 19/2 21/2
1< |2<[3<[4<|5<[6<[7<|8<[9<[10< |

Fig. 1. The reference points limiting the intervals

The denominators of all reference points being the same, the largest reference point value is
computed by [(number of intervals*2) + 1]/2.
6) The dividend and divisor in the conventional division are represented as a fraction which is
multiplied by the reciprocal value of each of the reference points. The values calculated this way are
the modified reference points.
7) The comparison functions are simultaneously applied to all the numerators and denominators of
the modified reference points computed in step 5). Of all the modified reference points there is only
one pair of consecutive points which satisfies both of the following conditions:

denominator > numerator for the right hand modified reference point (¢D)]
denominator = numerator for the left hand modified reference point. (2)

The integer contained in the interval limited by this pair of modified reference points is the
accurate integer division result. If the conditions are not satisfied, the result is equal to 0.
This algorithm is focused on the Gaussian smoothing module. Its reliability and mathematical

accuracy are demonstrated on the basis of Gaussian filter L (Figure 2):
81
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112(3]2]1
2141642
316/9|6]3
21416142
1121321
Fig. 2. Filter 1

81

2.2. Proving the mathematical accuracy

There are two basic approaches to computing the Gaussian weighted average function:
e Computational variant # 1. 25 division operations are used here according to the expression

3 e (3)
i=1 Scoeff

where

N is the number of convolutions,

Re, is a convolution result,

S is the sum of filter’s coefficients.

coeff

The greatest value of the dividend is: 9*255 = 2295. Normalization factor is 81. The number
of intervals is 28 (2295/81 = 28.3333). The number of reference points is: 28+1=29. The greatest
reference point value is: [(28*2)+1]/2 = 57/2. The intervals and reference points are (Figure 3):

172 312 52 712 92 . .. 51/2  53/2 55/2 57/2
| 1<-|2<-|3<-|4<-]| , . 25 <-|26 <- |27 <- | 28 <- |

Fig. 3. The intervals and reference points for computational variant # 1
Accuracy check #1

Gaussian mask coefficient value: 9. Pixel value: 190. It must be calculated (9*190)/81.
The result of multiplying 1710/81 by the reciprocal value of each reference point is (Figure

4):
3420/81  3420/243 3420/405 3420/567 .. .. 3420 /4131 3420/4293  3420/4455 3420/4617
| 1<-] 2<-|3<-| , .25<-|26<-]| 27 <-| 28 <-|
Fig. 4. Modified reference point values for 1710/81

The comparison of values defines one pair of modified reference points: 3420/3483 and
3420/3321. Therefore, the result of 1710/81 is an integer smaller than 43/2 and greater than or equal
to 41/2, i.e. 21. Conventional division result: 1710/81 = 21. 11111111.

Accuracy check # 2
Gaussian mask coefficient value: 9. Pixel value: 45. It must be calculated 405/81.
Multiplying 405/81 by the reference point reciprocal values (Figure 5):

810 /81 810 /243 810 /405 810/567 810/729 .. . 810/4131 810/4293 810 /4455 810 /4617
|1<- | 2< | 3<-|4< | , .25<]26<-]| 27 < | 28<- |

Fig. 5. Modified reference point values for 405/81
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After comparison the needed pair is: 810/891 and 810/729. The result of 405/81 is an integer
smaller than 11/2 and greater than or equal to 9/2, i.e. 5. Conventional division result: 405/81 = 5.
e Computational variant # 2. There is only 1 division operation here according to

2R,

A @

coeff

Therefore, the number of intervals is a constant, and is equal to the maximum gray scale
image pixel value. The number of reference points is 256 (Figure 6):

1/2  3/2 5/2 712 9/2 11/2 .. . 505/2 507/2  509/2 511/2
| 1<-|2<-|3<-]|4<-] <-5]|. .. 252 <- | 253 <- | 254 <-|255 <- |
Fig. 6. The intervals and reference points for computational variant # 2

Accuracy check #1
The value of each of the 25 pixels is 255. It must be calculated 20655/81.
Multiplying 20655/81 by the reciprocal value of each of the reference points (Figure 7):

41310/81 41310/243 41310/405 41310/567 41310/729 .. .. 41310/40905 41310 /41067 41310/41229 41310/41391
| 1<- | 2<- |3<- |4<- |, .. 252<-| 253 <- |254 <- |255 <-|

Fig. 7. Modified reference point values for 20655/81

After applying the comparison: 41310/41391 and 41310/41229. The result of 20655/81 is an
integer smaller than 511/2 and greater than or equal to 509/2, i.e. 255. Conventional division result:
20655/81 = 255.

Accuracy check # 2
The total of modified coefficients multiplied by a pixels is 41. It must be calculated 41/81.
Multiplying 41/81 by the reciprocal value of each of the reference points (Figure 12):

82 /81 82 /243 82/405 82/567 82/729 .. . 82/40905 82/41067 82/41229  82/41391
| 1<- | 2<- |3<- |4<- |, . 252<-| 253 <- |254 <- |255 <-|

Fig. 8. Modified reference point values for 41/81
After applying the comparison: 82/81 and 82/243. The result of 41/81 is an integer smaller
than 3/2 and greater than or equal to 1/2, i.e. 1. Conventional division result: 41/81 =
0.5061728395061728.
Therefore, the algorithm guarantees mathematical accuracy.
2.3. FPGA implementation

The RTL design of the algorithm with dividend and result registers is presented in Figure 9.
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dividend[12..0]

avd_d[12.0][O——— o

o
S
]
o

1'hi cy  LessThan0

dividing

A[13..0]
e::: D’: ] E::ALK i 14'h3d9e B[13..0 OF| value[4..0]
CLR Div_result[0]~reg[4..0]
reset D I D
CLK. Q D Div_result[4..0]
LWIZLR
L
a)
Division_by_intervals:calculation
dvd_d[12..0
_d[12..0] .
Dividend[12..01[_> D clk Div_result[0]~reg[4..0]
clk_d D K Q dvd[12..0] resuli[4..0] D
Ena_d[ > ENA ena CLK Q —D Div_result[4..0]
CLR reset ENA
CLR
Reset_d|[ > 1

b)

Fig 9. RTL design of: (a) a single interval calculation; (b) the entire integer division algorithm

3. Integer square root algorithm: technology of accuracy and speed

3.1. Computational mechanism

The difference Dsqg between the squares of any two consecutive integers n—1 and n is a
constant represented by an odd number: Dsq=2(n-1)+1. The difference between any two
consecutive differences is a constant: Dsq—(Dsg—1) =2. Hence, the following sequence can be

defined: ((n+2)°~(n+1)*)—((n+1)°-n?))” _,. Therefore, every ne N is the accurate result of
executing integer square root over each of the consecutive integers within the interval
[n*~(n-1),n* +n] whose left- and rightmost values include rounding and guarantee the

mathematical accuracy. Hence, n=,/[n°~(n—1),n’+n]. In FPGA based gradient magnitude, the result

of square root is within [0,2°-1]. Thus, all radicals are distributed across 2°—1 intervals. Each
interval is associated with a single integer within [1,255]. The boundaries of all intervals are
checked simultaneously. Of all checks, only for a single interval the boolean result is true.

3.2. Proving the mathematical accuracy

Sample checks for proving accuracy by checking the interval boundary values are in Table 1.

Table 1. Sample results of checking the boundary values of intervals

Conventional square root result (before

Accurate integer

Intervals under rounding) square root result
test L eftmost value Rightmost value
[63253, 63756] 251501491 252.499504 252
[46441, 46872] 215501740 216.499422 216
[43057, 43472] 207.501807 208.499400 208
[32221, 32580] 179.502089 180.499307 180
[26083, 26406] 161502321 162.499230 162
[10921, 11130] 104.503588 105.498815 105
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[7657, 7832] 87.504285 88.498587 88
[4161, 4290] 64.505813 65.498091 65
[343, 380] 18.520259 19.493588 19
[91, 110] 9.539392 10.488088 10

Therefore, the algorithm guarantees mathematical accuracy.

3.3. FPGA implementation
The RTL design of the algorithm is presented in Figure 10.

square_root[0]~reg[7..0]

magnitude[6]

square_root[7..0]

;

10_BUF (TRI) 8'ho
magnitude[5]

;

10_BUF (TRI)
magnitude[7]

;

10_BUF (TRI)
magnitude[0]

;

10_BUF (TRI)
magnitude[1]

;

10_BUF (TRI)
magnitude[2]

1h1an  LessThanO

;

sum_out_16[16..0]

17hfd03 Af16.01 out value_255 10_BUF (TRI)
B[16.0] magnitude[3]
sum[16..0] > 1h1an  LessThan1
clk magn [ > Al 6..0]‘ out 10_BUF (TRI)
17ho

;

magn_ena [ —— 17'h1fc02 B[16.0] magnitude[4]

;

10_BUF (TRI)

reset_magn >

a)

Square_root:calculation

rad[16..0]

Result[0]~reg[7..0]

re_root_r[7.0

Radical[16..0] [_>—
Clk_s[ >—
Ena_s[ >—

Reset_s| >

Result[7..0]

b)
Fig. 10. RTL design of integer square root algorithm for: a) result=255 and radical =[64771,130050];
b) entire algorithm

4. Investigating comparatively the speed capabilities of both algorithms: results and analysis

The designed algorithms for division and square root can be used as tools for achieving
ultimate executuion speed in FPGA based gradient edge detection which uses Gaussian weighted
average function only if the following inequalities are satisfied

F o (divint) >F _ (mem)
nTclk,;,(divint) =const=1
F . .c(squareln) >F _ (mem)
nTclk,,,(squarelnf) =const=1 (5)

where
F .. (mem) is the maximum operating frequency of embedded memory,
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F o (divint) is the maximum operating frequency of the integer division algorithm,

nTclk ., (divint) is the minimum number of clock cycles taken by division to execute
F o(squarelnt) Is the maximum operating frequency of the integer square root algorithm
nTclk , (squarelnt) is the minimum number of clock cycles taken by square root to execute.

Investigation methodology:
e F, . (mem) of all embedded memory types available in the ten FPGA families using the
highest speed grade with 8-bit values is investigated.

e Division algorithm is implemented using all the values calculated for Gaussian filter 1 .
81

e Square root algorithm is implemented using all values in [0, (2°-1)?+(2°-1)?] -
The obtained experimental results are presented below (Table 2, Table 3 and Table 4).

Table 2. F__ (mem) of embedded memory types available in the ten Intel (Altera) FPGA families
FPGA F...(mem) of embedded memory types available in the targeted Intel (Altera)
family FPGA families (in MHz)

M4K MO9K | M1OK | M512 | M144K | M20K | MLAB | M-RAM

Cyclone 221

Cyclone I 252

Cyclone 111 300

Cyclone IV 307

Cyclone V 310 412

Stratix 283 310 280

Stratix Il 428 439 403

Stratix 111 539 505 577

Stratix IV 541 507 583

Stratix V 510 590

Table 3 F (divint) and nTclk ; (divint) of the proposed integer division algorithm

Technology of calculating the value of the filtered pixel
AP Approach NZRic iR
family = Scoert Approach &
coeff
F ax nTclk,;, F oo nTclk,;,
(in MH2) (in MH2)

Cyclone 255 1 195 1

Cyclone 11 374 1 286 1

Cyclone 111 418 1 320 1

Cyclone IV 421 1 322 1

Cyclone V 430 1 329 1

Stratix 377 1 289 1

Stratix Il 541 1 414 1

Stratix 111 703 1 538 1

Stratix IV 766 1 586 1

Stratix V 801 1 613 1

The obtained experimental results in the ten targeted Intel (Altera) FPGA families prove that:
o F . (divint) >F _ (mem) for both variants (3) and (4) under all test conditions

e nTclk(divint) =const=1
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e The values of F__ (divint) obtained for (3) are greater than the values obtained for (4)

because the maximum critical path delay for (3) is smaller than the delay for (4).
Therefore, it is proved that F__ (divint) and nTclk, (divint) are not impacted by filter’s size and

coefficients’ magnitudes.

min

Table 4. F . (squarelnt) and nTclk ;,(squarelnt) of the proposed integer square root

algorithm
FPGA F o (squarelnt) (in MHz) nTclk ;. (squarelny
family

Cyclone 195 1

Cyclone 11 286 1

Cyclone 111 320 1

Cyclone IV 322 1

Cyclone V 329 1

Stratix 289 1

Stratix I1 414 1

Stratix 111 538 1

Stratix IV 586 1

Stratix V 613 1

All existing integer division algorithms are based on two successive stages: 1) calculation of
quotient and remainde; 2) rounding operation. In the designed algorithm these two stages are
combined into a single operation executed as a number of parallel comparisons. Therefore,
F...(divint) depends on the propagation delay of ripple carry adder and sign check operation. Hence

F,..(divint) in approach (3) is greater than F__ (divint) in approach (4) for all Gaussian filter sizes

and coefficients’ magnitudes under equal test conditions due to the fact that the input data widths in
approach (3) are smaller than the input data widths in approach (4).

In the ten targeted FPGA families, F__ (divint) is evaluated by comparing it with: 1) the
obtained highest clock frequency of array dividerF__ (divArray); 2) the obtained highest clock
frequency of the algorithm which performs division by multiplying the dividend with the divisor’s
reciprocal F_ (MultByinvDiv). TO obtain both F__ (divArray) and F_ (MultByinvDiv) @ separate clock
cycle is used for the rounding operation.

The data obtained under equal test conditions in the ten FPGA families show that:

e For (3), F(divint) is higher than F__ (divArray) from 72.22% to 85.32%

e For (4), F _(divint) is higher than F__ (divArray) from 41.67% to 47.48%
e For (3), F,,(divint) is higher than F__ (MultByinvDiv) from 37.29% to 69.48%
e For (4), F_(divint) is higher than F__(MultByinvDiv) from 29.5% to 52.15%.
The filter’s size, coefficients” magnitudes and count of clock cycles are selected to be optimal
interms of F_ (divArray) and F_ (MultBylnvDiv) .

The experimental results prove the speed capabilities of the proposed integer square root
algorithm:
e F _.(squareint)>F __ (mem)for all values of the radical which can be calculated in FPGA
based gradient magnitude under all test conditions.
e nTclk,,,(squareln) =const=1.
All existing integer square root algorithms have two stages: 1) execution of operation square
root over a radical; 2) rounding operation. In the proposed integer square root algorithm these two
stahes are combined into a single operation executed as a number of parallel comparisons.
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Therefore, with respect to the technology of executing comparison in FPGA, F . (squarelnt)

depends on the propagation delay of ripple carry adder and sign check operation.
The proposed algorithm’s speed characteristics are assessed on a comparative basis using the
radix-2 iterative square root algorithm. The comparison between F . (squarelnt) and the highest

operating frequency of the radix-2 iterative square root F . (lterativeSquare) is conducted on the

basis of executing the iterative square root within two clock cycles - a separate clock cycle is used
for rounding. The comparison results show that F _,(squarelnt) is higher than

F o (IterativeSquare) from 82.9% to 87.1%.

5. Conclusions

None of the existing so far integer division and squarte root algorithms is capable of
providing accurate result within a single clock cycle at clock frequency exceeding the maximum
operationg frequency of embedded memory. Investigated in this paper are specifically designed
FPGA based integer division and integer square root algorithms. The mathematical accuracy of the
algorithms is analyzed and proved. Their speed capabilities are experimentally ascertained in ten
Intel (Altera) FPGA families in terms of maximum operating frequency and minimum number of
clock cycles. The obtained data with rrspect to the maximum operationg frequency of embedded
memory proves that both algorithms can be used as tools for the purpose of achieving ultimate
execution speed in FPGA based gradient edge detection which uses Gaussian filtering.
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THE EXPERIMENTAL BASIS OF INVESTIGATIONS IN FPGA
BASED GRADIENT EDGE DETECTION WITH RESPECT TO
ACCURATE CALCULATION OF GAUSSIAN AND SOBEL
FILTERS

Dimitre Kromichev

Abstract: Gradien based edge detection which employs Gaussian weighted average function is one
of the most widely implemented contour finding approachrs in FPGA. For the FPGA based gradient
edge detection realizations to be objectively analyzed and assessed it is required that a wide range
of Gaussian and Sobel filters with different coefficients should be tested in order to reach
conclusive results. This defines a very specific demand for Gaussian and Sobel filters of different
coefficients’ magnitudes which are accurately calculated with no resorting to any approximation
whatsoever as it has been the usual practice presented in the existing literature so far. To this end,
the current paper focuses on experimentally investigating the speed of FPGA based gradient edge
detection by using Gaussian and Sobel filters with a wide range of different accurately calculated
coefficients.

Keywords: FPGA, gradient based edge detection, Gaussian filter, Sobel filter, coefficients

1. Introduction

Most of the studies of software and FPGA hardware implemented gradient edge detection use
the smallest Gauusian filter size [5][9][8], and these studies prefer using Gauusian filter with the
smallest coefficients” magnitudes [14][15][17]. Over the last decade in a number of works it has
been pointed out that the analyses in gradient edge detection implementations, both in software and
FPGA hardware, need to be realized on the basis of using Gaussian filters of diferent sizes and
coefficients’ magnitudes [2][7][18][19]. In both groups of studies, the issue of the accuracy of
calcultating these filters and particularly the situation with the different coefficients’ magnitudes are
not addressed. Another problem to be found in the existing literure [3] is that the sigmas given for
the used filter sizes and the coefficients’ magnitudes do not correspond to the exact values. When
the cited sigmas are used in the accurate calculation of the filters the results show that the obtained
filters difffer from those presented in the published studies in terms of their coefficients [1]. This is
due to the fact that cited sigmas are generaly given as decimal fractions with a single digit place
after the decimal point which leads to deviations from accuracy when the resulting fractions are
rounded to integer coefficient values. There is a number of FPGA implementations of 5x5 eight
directional Sobel filters [12][20][21]. All employ different coefficients without mathematically
sustainable technique by which they are obtained in order for the obtained edge detection results ro
be convincing in terms of the technology of the Sobel computations and their speed characteristics.
There are studies in which it is admitted that approximation techniques are used for applying Sobel
filters [4][10][13][16].

The objective of this paper is to focus on the experimental basis of the unvestugation of the
speed capabilities of FPGA based gradient edge detection by using a wide wide range of accurately
calculating Gaussian and Sobel filters of various coeficients’ magnitudes. The used tools: are:
Scilab, VHDL, Quartus, TimeQuest Timing Analyzer, ModelSim. Ten Intel (Altera) FPGA families
are employed in the investigations. Only gray scale images are relevant for the conducted analyses
and the obtained experimental data.
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2. Calculating Gussian filters: accuracy and functionality

The coefficients’ magnitudes define the maximum operating frequency F_, of FPGA based

Gussian filtering. The size of the filter defines the minimum number of clock cycles nTclk,;, taken

by the Gussian filtering to execute on the basis of the used organization of computations, thus
directly impacting the pipelining efficiency in the entire FPGA based gradient edge detection
method. This is due to the fact that it is an integer arithmetic operation in Gaussian filtering that
produces the deepest logic in hardware based gradient edge detection.

There are two main technologies of calculating Gaussian filter size and coefficients.
1) Binominal expansion. This approach has serious limitations and and cannot produce the diversity
of filters needed for the comprehensive investigation in FPGA based gradient edge detection.
2) Calculate size and coefficients directly from

Clo,y) = g 5t
A(T,y) =53¢
211 a ’ (1)

where
G is the Gaussian mask weight with coordinates x and y,
o is the standard deviation of Gaussian distribution,

1
2102 is normalization constant

~W< X, y<W, W=ZT_1, w={L2,.}, 0<G(x,y)<1.

There are two approaches depending on the inputs.

Approach #1. O and z are given; looking for the integer representations of G(00) =3
To transform coefficients into natural numbers, two steps are required: a) select the posmve real

number V. representing G(w,w), w=2-1, w={12,}; b) select a natural number k such that
2

K* = N,N={12,..}. Hence,

G(w,w) __N

VMINF VMINF

k:

=V MAXN \ maxn €N (2)

To obtain all the integer coeffficients of Gaussian filter, each of the remaning z*z-4
floating point coefficients is multiplied by V ,,,y, @and rounded to an integer. The calculated integer
1
coefficients must be multiplied by 272 and rounded to obtain_the accurate integer coefficients.

Approach #2. C,n €N, C,,,={L2,.}, Cysx €N and z are given; lookimg for O. C,,is the

coefficient at G(w,w), w=2=1 , w={12.}. C,. is the coefficient at G(0,0). For
2
WZ
7= In(Cynn)
Cun=1 MAx7and for C, >1 . For each decimal value a different O'is

calculated. Therefore, every C,,,, for a particular ,—2=1 represents an interval of O’s:
2
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w? w?
In (Coax+0.4Y Cuax — 05
O(CMAX) = [ ln( Crain ) ’ ln( Cuin ) ] (3)

3. The magnitudes of Gaussian filter’s coefficients define the size of multiplier in FPGA

In FPGA, THE size of hard multiplier depends onC,,,,according to [082(Cuax) —1 Thus,
Cuax E12"2"" —1] for w={1,2,..,n}, nL e N, nH e N . From (5) it follows that all O’s are within

w2 r w2

‘ n nH _ 1) — nL = log ¢
[ Jln(zzfo"}) \[m((z HC1) 0.5) ] - _ 71 2( ; )
M-S MIN . 2™ is defined forw:T =1 and , C

€ N. Defining the maximum input data width according to the multiplier size is based on

%)
2" _1<2"°% " _1 where s denotes the required input width of the multiplier. This inequality is
satisfied for C,,,,<2°-1.

4. Calculating Sobel filters: accuracy and functionality

There are two main technologies of calculating Sobel filters:
1) Using directional derivative vectors defined as the quotient of dividing the density difference by
the distance to the neighbour. For 3x3 Sobel filter four directional gradients and a single distance to
the neighbour are defined. For 5x5 Sobel filter eleven directional gradients and four distances to the
neighbour are required. The calculations for the square neighbourhood in Figure 1 are

N1 N2 N3 N4 N5

N6 N7 N8 N9 | N10

N11 | N12 | N13 | N14 | N15

N16 | N17 | N18 | N19 | N20

N21 | N22 | N23 | N24 | N25

Fig 1. Neighbourhood for calculating 5x5 Sobel filter

vsg - (N9-N17) [11]  (N7-N19) [-1

U, (N8—N18)*[0,1] + (N14 — N12) *[1,0] +

D1 D1 D1 D1
(N4-N22)  [12] N (N2-N24),[-12] N (N5-N21) ,[2,2] N (N1-N25) . [-2,2] N
D2 D2 D2 D2 D3 D3 D3 D3
(N10-N16) , [2.1] N (N6-N20) , [-21]] N (N3-N23),[0,2] N (N15-N11) . [2,0] (@)
D2 D2 D2 D2 D4 D4 D4 D4

where
VSG denotes vector sum of the gradient
D1 denotes distance to the neighbour and D1= J2
D2 denotes distance to the neighbour and D2 = J5
D3 denotes distance to the neighbour and D3 = J8
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D4 denotes distance to the neighbour and D4 =2.

After replacing D1, D2, D3 and D4 with their values the denominators in (4) are 2, 4, 5
and 8. Needed is a number by which to multiply the numerators, thus obtaining integer coefficients.
By using different numbers to multiply various coefficients magnitudes can be obtained.

2) Direct calculation from the rows and columns of the neighbiurhood defined by the size of Sobel
filter. Using the positions of the rows i and the columns j the 5x5 filters for x-gradient Grad, and

y-gradient Grad, are calculated by: Grad,=

and Grad,=

2, 052 7

i+ i+

5. Experimental basis of FPGA based Gaussian filtering: investigating F ., and nTclk,;, .
Organization of computations

The tasks are:

1) Using accurate sigmas in accordance with Approach #1 ana Approach #2 from Section 2
calculate Gaussian filters of ten different sizes and for each filter size calculate a set of ten different
coefficients with the central coefficient value being in the range of 2*—1 to 2''—1.
2) Design an organization of computations in FPGA based Gaussian filtering in which:

e Image pixels are set at the Gaussian filter's input at a rate of a pixel per clock cycle

e Image is processed in a row-wise fashion

e Image pixels are set at Gaussian filter’sinput by columns, left to right.
3) Investigate the proposed organization of Gaussian filtering computations for F,, and nTclk;,, .

F .. is a function of input data width which depends on the order of arithmetic operations.

By using the distributive law the order is: multiplication -> division -> addition. This guarantees
that the maximum accumulator width in Figure 2 is 8 bits. The RTL design implementing this
concept is in Figure 3. The integer division algorithm from [6] is used. Multiplication produces the
deepest logic. Therefore, hard multiplier defines the optimal value of F_, in FPGA based

Gaussian filtering. Hard miltiplier’s F ., depends on its size. Therefore, the selection of multiplier
size is

max

8

Pixel
Register /. I
Coefficient N\ |
Register

18

Mult result
MULTIPLY —P> Register

- -~~~ —_—__—— |
26 |

I Accumulator

Fig. 2. Organization of computations implementing distributive law with input data widths
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Fig. 3. RTL design of Gaussian filtering implementing distributive law

critical and it is realized on the basis of two criteria: a) it must be a single multiplier supported by
all FPGA families; b) it must guarantee universality of Gaussian filtering computations for the
widest range of coefficients’ magnitudes. Of the two multiplier sizes supported by all FPGA
families - 9x9 and 18x18, the criteria are satisfied only by 18x18,hard multiplier.

FPGA based Gaussian filtering is based on parallel computations according to

Taop(AL A2,.., AF)(n—(n—m+1))+Taop(AL A2,.., AF)(n—(n—m)) < Tclk (5)

where

aop(AL A2,.., AF)((n—(n—m))...(N)) s a particular arithmetic operation from set

Al, A2, .., AF.

is the propagation delay of every arithmetic
operation in sets Al, A2,.., AF .

Taop(AL A2,.., AF)(n—(n—m))

Parallelism guarantees that for a Gaussian filter of size zxz the number of input image pixels
which are processed simultaneously is equal to z . This concept is presented in Figure 4.

The RTL design of the entire model of parallel Gaussian filtering computations for filter of
size 5x5 is presented below (Figure 5).

According to the investigation methodology, the organization of computations is tested for all
of the calculated filter sizes and coefficients’ magnitudes. The representative data for filter 5x5
regarding F,,, and nTclk ,, arein Table 1. Comparative results for nTclk , at F,,, arein Table 2.

The experimental data show that F . of the designed organization of computations is defined
by F ... Of the hard multiplier and cannot be impacted by the filter’s size and the coefficients’s
magnitudes.For Cyclone 11-V and Stratix I-V F ., using the division algorithm from [6] is from
84.3% to 86.3% higher than F, using array divider. For Cyclone, F_, is 85.7% higher. In
Cyclone 1I-V and Stratix I-V F
than F .,
higher than F_,, when using division by multiplication with the reciprocal of divisor.

The designed organization of computations is constantly executed for nTclk .. =z + 1, and it

is from 81.3 to 83.4% faster than the array divider and from 77% to 80% faster than the division by
multiplication with the reciprocal of divisor .

using division algorithm from [6] is from 5.6% to 51.7% higher
is 66%

max

using division by multiplication with the reciprocal of divisor.In Cyclone, F

X
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6. Experimental basis of FPGA based Sobel filtering: investigating F,,, and nTclk ;. .

Organization of computations

Implementatio Implementatio Implementatio
. ] n pALl(i) ] n pA2(i) ] n pAF(i)
PAL(IAL) = of an of an | of an
PA2(IA2) = .. = arithmetic arithmetic arithmetic
PAF(IAF) operation operation operation
I L) L SN I B 4
Pipeline
Stage #1 === =TTr-"-"-"--
| vy *_V____-____;
Identical Arithmetic Arithmetic Arithmetic
> operation operation operation
Al(nAl-(nAl- »| ALnAL-(nAL- | _| ] AL(NAL-(nAl-
> mA1l)) > mA1l)) > mALl))
A 4 A 4 \ 4
Implementatio Implementatio Implementatio
. . ] n pAL(i) ] n pA2(i) ] n pAF(i)
Single PAL(IAL) = of an ofan of an
clock PA2(IA2) = .. = arithmetic arithmetic arithmetic
cycle PAF(iAF) operation operation operation
| 3 L ____LL___*%
I v | 28 B I
Identical Arithmetic Arithmetic Arithmetic
#  operation #  operation #  operation
Pipeline A1(nAl-(nAl- A2(nA2-(NA2- | | ||  AF(nAF-
. mA1l . mA2 o  (NAF-mAF
Stage #2 > ) > ) p )
—
| Yy VvV v H_v__ '__l_V v
Identical Arithmetic Arithmetic Arithmetic
»|  operation »|  operation »|  operation
Al(n) A2(n) _ AF(n)
l A 4 \ 4
y I
A
: —
lock cycle #(z+1)

e

Fig. 4. The concept of parallel computations in FPGA based Gaussian filtering
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The tasks are:
1) Using the accurate calculations Section 4 calculate Sobel filters of sizes 3x3, 5x5, 7x7 and 9x9,
and for each filter size calg_gﬂ_l_rgte a set of 5 different coefficients.

=

Fig. 5. RTL design of the entire model of parallel Gaussian fiiltering for filter of size 5x5

Table 1 Speed of Gaussian filtering for 5x5 filter and using integer division algorithm from [6]
FPGA family F .., (in MHz) nTelk ;.
Cyclone 132 6
Cyclone 11 248 6
Cyclone 111 291 6
Cyclone IV 159 6
Cyclone V 295 6
Stratix 278 6
Stratix 11 401 6
Stratix Il 503 6
Stratix IV 505 6
Stratix V 507 6

2) Design an organization of computations in FPGA based Sobel filtering
3) Investigate the proposed organization of Sobel filtering computations for F,, and nTclk ;.

In the designed organization of computations all identical calculations for x-gradient and y-
gradient are executed in parallel and all pixels in the square neighbourhood must be accessible
within a single clock cycle by both x-gradient and y-gradient caculations. Only positive integers or
0 are used as inputs to arithmetic operations. Mathematical accuracy is guaranteed on the basis of
negative coefficients have fixed locations: the left column of x-gradient, and the upper row of y-
gradient. The negative sign is replaced with the position of negative coefficients (Table 3). All
arithmatic opertations in Stage | and Stage 11 are executed by using only positive coefficients. Stage
[11 is critical to defining F ., .In stage IV the division algorithm from [6] is used.
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Table 2. nTCIkmin of Gaussian filtering at F ., by using different approaches with Z =5
By using By using By using
Organization of computations in integer division array divider multiplication
Gaussian filtering algorithm from [6] with the reciprocal
of divisor
Sequential - 34 28
Separanility without applying - 36 30
distributive low by columns & rows
Separanility with applying - 32 26
distributive low by columns & rows
Symmetry with simultaneous - 34 28
multiplication
Symmetry with sequential - 36 30
multiplication
The designed organization 6 - -
of parallel computations

Table 3. Parallelism in Sobel for x- and y-gradients
x-gradient y-gradient
S | >2 <1 Add Sub | >0/ | Sign | >>2 <1 Add Sub | >0/ | Sign
t =0 =
a | Input | Input | Input | Input | Inp + Input | Input | Input | Input | Inp +
g | value | value | value | value | ut - value | value | value | value | ut -
€ |seN/ | seN/|seN/|SeEN/| c7 0 SEN SEN | SeN/ | seN €7 0
= = =0 =0 /=0 /=0 =0 /=0
I 2 2 2 2
I 2 2
1 3 3 1 3 3 1
1\ 1 1

Gradient_X:Sobel_X

X_next_minus_in[7..0]

X_next_plus in[7..0]

[
[
X 1 minus_in[7..0]
X 1 plus in[7..0] SignX[1..0] .
SignX[1..0]
MEM:Sobel_Memory X 2 minus_in[7..0] X[7..0] B X(7..0]
X X 2 plus in[7..0]
| X_next_minus[740] K
d
X_next_plus[7..0 T
= .puj 1 gradients_ena_in
X_1_minus([7..0]
reset
X 1 plus[7..0]
clk_fpga[ > ck o X 2 minus(7..0] Gradient_Y:Sobel Y
reset_fpga D -resetfo XﬁZipIus[.7..0] - -
Gaussianfﬂlteredfpixel[7..0]D smoothed in[7..0] Y next minus[7..0] Y_hext]_ minus_in[7..0]
Y_next _plus[7..0] next_plus in[7..0]
Y 1 minus[7..0] Y 1| minus_in[7..0]
Y_1 plus[7..0] Y1 plus in[7..0] _||SignY[1..0 Sign¥[1..0]
Y _2_minus[7..0] Y 2 minus_in[7..0] Y[7..0] D Y[7..0]
Y_2 plus[7..0] Y[2 plus_in[7..0]
clk
ena_fpga D gradients_ena_in
reset

Fig. 6. RTL design of the proposed organization of Sobel filtering computations

The RTL design of the organization of Sobel computations based on parallelism is in Figure
6. According to the investigation methodology, the organization of computations is tested for all of
thecalculated filter sizes and coefficients’ magnitudes. Because there is no available accurate
calculation of x- and y-gradients F ., and nTclk,,, of the proposed organization of Sobel filtering

computations cannot be tested on a comparative basis. The obtained results are shown in Table 4.

Kommorspuu Hayku v texnonornn 1 2023 Computer Science and Technologies 65



Table 4. F ., and nTcIkmin for the designed organization of Sobel filtering computations

FPGA i

family FmaX (In MHZ) n-I-Clkmin
Cyclone 232 4
Cyclone 11 319 4
Cyclone 111 367 4
Cyclone iV 370 4
Cyclone V 388 4
Stratix 331 4
Stratix 11 464 4
Stratix 111 589 4
Stratix IV 637 4
Stratix V 685 4

Analysis of the data for F__, of the proposed organizations of computations in Gaussian and
Sobel filtering proves that F ., in Gaussian filtering is higher than F . in Sobel filtering for all

calculated Sobel filter sizes and coefficients’ magnitudes under all test conditions. The key to this
achivement is the new way of handling the negative coefficients and using parallelism. nTclk;,
calculated Sobel filter sizes and coefficients’ magnitudes is a constant and is equal to 4.

7. Conclusions

Presented is an experimental investigation of the designed organization of computations in
Gaussian and Sobel filtering for the purposes of FPGA based gradient edge detection. The emphasis
is analyzing the speed capabilities of FPGA based Gaussian and Sobel filtering by implementing
different filters with respect to size and coefficients’ magnitudes which are accurately calculated.
The obtained experimental data show that the proposed designof Gaussian filtering using
parallelism and distributive law provides the highest F,, compared to the existing realizations.

nTclk,,, of Gaussian filtering is a constant and is equal to the side of Gaussian filter plus one and is

the fastest among the existing realizations..nTclk ,, of Sobel filtering is a constant under all test

conditions and is equal to four.
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BJOKYENH TEXHOJIOT'MMU, TPUJIOXKUMHU B TOT'UCTUKATA

Benenun [. ManemkoB

Pe3tome: biiokueiiH TEXHOIOTMUTE UMAT MOTEHIIMAJIA J1a TPOMEHSIT KOPEHHO JOTUCTUKATA U YIIPABICHUETO
Ha BepHrara 3a JOCTaBKH. V3MOI3Baiiku BB3MOKHOCTHTE Ha OJIOKYEHH TEXHOIOTUUTE, OM3HECHT MOXKE JIa
yBeNMYM €(DEKTHMBHOCTTA W Jla HaMalld Pa3XOJUTE CH, KaKTO W Jia MOJO00pH CUTypHOCTTa W JOBEPUETO B
omnepanunte. BrIpeku ToBa, BCce OIle MMa TPYAHOCTH 3a MPEOJOJIIBAaHE BHB BPBH3Ka C BBH3MPUEMAHETO U
M3ITBIHEHNETO. B Ta3u cratus ca pasriiejaHd pa3IndHuTe OJIOKYEHH TEXHOJIOTHH, TPHIIOKUME B cpepaTa Ha
JIOTUCTHKATA, TIPECTABEHH Ca MOJI3UTE M OTpaHWYCHUATA Ha OJOKUYEHH TEXHOJOTHHTE B TO3U aCIEKT W Ce
npeniara 0000meHa kiacudukaiys Ha ChIIECTBYBAIIUTE TEXHOJIOTHH, H3OJI3BaHU B JIOTUCTUYHUS CEKTOP.
KaiouoBu gymu: 6110K4eiiH, TOTUCTHKA, YIIPABICHUE HA BEpUTATa 32 JTOCTaBKU

BLOCKCHAIN TECHNOLOGIES USED IN THE LOGISTIC SECTOR
Venelin G. Maleshkov

Abstract: Blockchain technologies have the potential to fundamentally change logistics and supply chain
management. By leveraging the capabilities of blockchain technology, businesses can increase efficiency and
reduce costs, as well as improve security and trust in operations. However, there are still difficulties to
overcome in terms of adoption and implementation. This article examines the various blockchain
technologies used in the logistic sector, presents the benefits and limitations of blockchain technologies in
this aspect, and offers a summary classification of the existing technologies used in the logistics sector.
Keywords: blockchain technology, logistic, supply chain management

1. BbBenenue

JlorucTrkaTa u ynpaBJICHHETO Ha BEpUTaTa 3a IOCTAaBKH Ca Ba)KHA YaCT OT JHEITHUTE OM3HEC
omnepar. CriocoOHocTTa €pEeKTUBHO U e(hUKACHO J]a Ce TPAHCIOPTUPAT CTOKH M Ja C€ U3BBHPIIBAT
YCIyTH € KIJIIOUOBa, 3a Ja MOXE Jia C€ YAOBJIETBOPAT KEJIaHUSATa M HYXIUTE Ha KIUEHTHUTE,
MOAIBPKANKA KOHKYPEHTOCTIOCOOHOCT. BbIpekun TOBa, TPaJWIIMOHHUTE JIOTHCTUYHH CHCTEMHU
4yecTo ca HeedeKTHBHHU, HEMPO3payHU M HUMAT MpoOJeMu chc curypHoctTa [1]. B mocmemnute
TOJUHU OJIOKYEHH TEXHOJIOTUUTE C€ JOKa3BaT KaTo MOTEHIIMATHO PEllIeHre Ha Te3U TPYAHOCTH [2].
[IpenocraBsiiku cUTypHa W JCLEHTPAIU3MpaHa cpefa 3a MPOoCiesiBaHe Ha aKTUBH M TPaH3aKIIHH,
OJIOKYEHH TEXHOJOTUUTE MOraT Ja MOoJ00pSAT MpO3padyHOCTTa, MPOCIEASEMOCTTa U JIOBEPUETO B
JIOTUCTUYHUTE OTIEPALTHH.

2. bioKYelH TEeXHOJI0TMHUTE B CbBBPEMECHHUSA oM3HecC

CeiiHoCcTTa HAa OJIOKYCHH TEXHOJOTHUTE ce 0Oa3upa Ha KOHICHIHATA 3a Ch3JaBaHE Ha
ycToiiuMBr Ha ¢ammudpuimpane nuGpoBH CHUCTEMH C BpeMeBo Kkieiimo (tamper - proof
timestamping systems) [3], kaTo HadayioTo e moctaBeHo mpe3 1991 roauna ot Stuart Haber u W.
Scott Stornetta ¢ MeTO/I 3a MOCTaBSIHE HA BPEMEBH IeYaT BHPXY HU(GPOBU JOKYMEHTH, U3MOJI3BAMKH
kpunrorpadcka CTpyktypa, HapedeHa JvpBoTo Ha Mepken [4]. Ilpe3s 2008 romuna B [5] €
MpeJCTaBeHa Ha CBETa IIbpBaTa YCICIIHA MMIUIGMEHTAIUs Ha OJIOKUEHH TEXHOJIOTHS. BUTKOIH,
KpHUIITOBAITyTaTa, KOSATO € U3rpaJieHa Ha Ta3u OJOKYEHH TEXHOJIOTHS, I03BOJIsIBA CHTYPHU peer - to -
peer TpaHcakiuu 0e3 HyXkJ1a OT 0JJ0OpEeHHE OT TpeTa cTpaHa. M300peTsaBaHeTO HA OUTKOWH MOCTaBs
OCHOBUTE Ha HM3CIICJBAHETO Ha OJOKYEHWH TEXHOJIOTHSTA KAaTO JCHECHTPATU3UpaHa W HAIACKIHA
cucTema.

Kommorspuu Hayku v texnonornn 1 2023 ~ Computer Science and Technologies 68



Crnen mpencTaBsSHETO Ha BWTKOWH, MPUIOKEHHETO HAa OJIOKYEHH TEXHOJIOTHUTE 3aroyBa
ps3ko na ce pasmmpsisa [6],[7],[8],[9]. IIpe3 2013 romuna, Vitalik Buterin npeanara Erepuym kato
0JIOKUelH TuIaTdopMa, KOSATO MPECTaBs KOHIEIIIUITA HAa YMHHUTE JOTOBOpH (smart contract) [10].
Te mo3BoJiABAT W3MBJIHEHUETO HA MPOTrpaMUPYEMU CIOpPAa3yMEHHs, OTBApSIIM Bb3MOXKHOCT 3a
pa3paboTBaHeTO Ha AeleHTpain3upanu npuinoxenus (DApps) u HoBu miatdhopmu, 6asupaHu Ha
OmokyeitH TexHonorusTa. KbMm Hactosimus MomeHT uma Haj 37000 takuBa pazpaboTeHU
MPWIOXKEHUS B Pa3iMuHU o0nacTu - (QUHAHCH, 3apaBeora3BaHe, oOpa3oBaHHE, JIOTUCTHKA MU
yIpaBJCHUE Ha BepHUraTa 3a 10cTaBku U 1p. [11] Beuuku Te mpumarat GJIOKYCHH TEXHOIOTHHTE, 32
Ja MoAO0OpST CUTYPHOCTTA, MPO3PAavyHOCTTAa M e(puKacHOCTTa Ha ChOTBETHUA Ou3Hec mpoiec. OT
YIJIECHSIBAHETO Ha 3aJrPaHUYHU TPAHCAKIUU JI0 MMO3BOJISIBAHETO HA HEMPOMEHUMH 3allUCU OTHOCHO
MpoM3X0/ia UM, OJOKYEHH TEXHOJOTHMHTE C€ JIOKa3BaT KaTo He3aMeHMMa YacT OT MHOXECTBO
CEKTOpH.

Upes OIOKYCHH TEXHOJOTUUTE JOTUCTHUYHUTE KOMIIAHUM MOTAT Jla MOCTUTHAT ObP3 MOTOK Ha
CTOKHM TI0 Bepuratra Ha JOCTaBKH, KaTO T'M MpOCJIensBaT OT IMPOM3XO0Ja Ha CTOKaTa /0 HelHaTa
KpaiiHa JIECTUHAIIMS, HAJISKIHO U Ipo3payHo. M3moi3Baiku YMHH JOTOBOPH M TOKCHH, OJOKYCHH
TEXHOJIOTUUTE MOTaT J]a aBTOMATU3UPAaT rojiiMa 4acT OT PhbUHUTE MPOIECH, HYKHHU 3a JIOTUCTHKATA,
KaTo IJIAIIaHus, MUTHUYECKH OCBOOOXKIaBaHUs UK TTPOBEPKA 3a ChIJIacue.

3. Tpazmunonen nmpouec Ha JIOrHCTUKAa U BEpUra HA TOCTAaBKHA

| [ L [ |
L ]
3acTpaxorarenu u Muthnia va
Hsmocuren G 1 oG CIPAHATA H3HOCHTCI
]
Ilocpemmumu
P B A A A pnd
ACATATACA P S
AT B e a a ATATATATAS
I [prcTanmie Ha P [Tpucranuuic Ha
' chRHaTa H3HOCHTEN TMpesossay CIpanara BIoCHTe:
L] o
MuthuLa Ha 3aCTPAXOBATENH U
[ CTPAHATA RHOCHTET Ganrh Ha RROCHTEN Brociren

®@ur. 1 TpagurrioHHa JJOTUCTUYHA BEpUTa OT Kpait 10 Kpait

C’beeMCHHI/ITe JOTMCTUYHHU IIpoHeCH IIPCACTABIABAT CJIOXKHA II0CIACAO0BATCIHOCT OT
KOOpAWHHPAHU CTBIIKH, BCIKA OT KOUTO MOXKE J1a 6’13)16 OINITUMU3HPAHA 3a IMO—TOoJIsIMa e(l)I/IKaCHOCT n
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npo3payHocT. TpaauiinoHHATa JIOTUCTHYHA BEpUTa € TIPeICTaBeHa ¢ abCTpakTeH MOeN Ha (urypa
1, KaTo OTAENHUTE MOy UMAT CIeTHUTE (YHKITUH:

Hauvano Ha norucruynute npouecu (M3nocuren) - B HauanoTo Ha JOrMCTUYHATA BEpUTra
eKCIIOpTHpallaTa KOMIAHMs pellaBa Ja M3NpaTH IpaTka. ToBa pelieHue mMoxe jaa 0ble
MOBJIUSIHO OT Pa3iMyHU (PAaKTOPH KAaTO KJIMEHTCKH MOPBYKH, YIpPABIECHUE HAa MHBEHTapa U
ap. CeBpemennu uHcTpyMeHTH kKaTto ERP (Enterprise Resource Planning) [12] cuctemure
criomaraT 3a palMOHAJIM3UPAHETO HA TO3U eTal 4Ype3 aBTOMAaTHU3UPaHEe Ha yNPaBJIECHUETO Ha
NOPBUKHU U YJIECHSIBaHE Ha MPOCJIEIIBAaHETO HA MHBEHTApa B PEATHO BpEMeE.

®unancu u 3acrpaxoBaHe (bankm m 3acrpaxoBaresam) - Ilpenu npatkute na Obaat
U3IIpaTeHu, HY)XKHUTE (PUHAHCU TpsAOBa Ja ca HAJIMYHHU, KAaKTO U Ja ObAAT NperBUICHU
eBEHTyaJIHU pUCKOBe. M3HocuTenar Moxke Ja ce oObpHE KbM OaHKa 3a aKpeIuTHB WU
Apyru (PMHAHCOBHU yCIyrd. B ¢hIloTO Bpeme 3acTpaxoBaTEeIHUTE KOMIIAHUU CE BKIIIOYBAT B
Ipoleca, 3acTpaxoBalKU HM3HOCA Cpelly MOTEHLUAJIHU OMACHOCTU KaTo YBpEeXJIaHe WIN
3aryOBaHe Ha IIPaTKUTE 10 BpeMe Ha IPEBO3BAHETO.

MuTHnuyeckn nposepkn (MuTHHMDa Ha crpaHara u3Hocures) - I[lpeau crokara na
HaIlyCHE CTpaHaTa Ha IIPOU3XO0Jl, IbPBO TPsIOBa J1a ce 0CBOOOAM OT €KCIIOpPTHATAa MUTHHUIIA.
JlokyMeHTalnusaTa ce MpoBepsiBa 3a CHOTBETCTBHE C MECTHUTE W HHTEPHALMOHAIHUTE
3aKOHH.

IIpenacouBane Ha croku (Ilocpennuum) - CregUTOPCKUTE KOMIIAHUU (IIOCPETHUIIM)
OTroBapsAT 3a JCHCTBUTENHUS INPEBO3 Ha CTOKUTE. Te IIaHupar mbTSA, H30UpaT
npeBo3BaynTe U ompenensaT takcure. CemiectByBar cuctemu kato TMS (Transportation
Management Systems) [13], kouTo momarar Ha CHEAUTOPUTE Ja ONTUMU3UPAT TE3U
orepanuu.

ToBapene m Tpan3ut (Ilpucranuime u3HOCHTea M mpeBo3Bad) - CTokuTe cTUrar Ao
€KCIIOPTHOTO NPHUCTAHMIIE, KBJETO CE TOBAPAT HAa M30paHUs BHUJ TPAHCIOPT — CaMOJIETH,
KopaOu, KaMUOHHU U Jip. TEXHOJOIHH 3a MPOCieIIBaHE Ha MPATKUTE B PEalHO BPEME, KaToO
GPS wmu IoT yctpoiicTBa, nHGOpMUpAT 3aMHTEPECOBAHUTE CTPAHHM OTHOCHO CTaTyca U
MECTOIIOJIOKEHUETO Ha CTOKHUTE.

IIpucturane m pasrosapBane (IIpucranmme BHocuTesd) - Ciel NPUCTUTAHETO UM B
CTpaHaTa, IpPAaTKUTE CE€ pa3ToBapBaT B HUMIIOPTHOTO npucraHuiie. CbBpeMEHHUTE
MPUCTaHMIA MU3MOJI3BAT aBTOMATH3UPAHU TEXHOJIOTUH, KaTo poOOTU3MPAHU KPAHOBE WM
aBTOMAaTMYHO YIpaBisiBaHU TMpeBo3HU cpenactBa (AGVs) [14], 3a momoOpsiBaHe Ha
e(pHUKaCHOCTTa U pelyllipaHe Ha BPEMETO 3a pa3TOBapBaHe.

MurtHnyeckn mnpoBepkn (MutHHma Ha crpaHara BHocutea) - Kakto 1npu
eKCIIOPTUPAHETO, MPATKUTE TpsAOBa Ja NMpEeMUHAT IMpe3 MHUTHUIATa HAa MMIIOpTUpaliara
nbpxkaBa. CTOKUTE MPEMUHABAT IIPE3 MPOBEPKHU 332 CbOTBETCTBUS C JbPKABHUTE 3aKOHU U
ce HajaraT BCUUKH MPUJIOKUMH MUTA UM JAHBIH.

Pasninamane (banka m 3acrpaxoBares Ha BHocutea) - Cren Karo MpaTKUATE ca
MPUCTUTHAIA YCHEIIHO B UMIOpTUpallaTa cTpaHa, OaHKaTa Ha BHOCHUTENS H3BBPIIBA
ramaneTo. ToBa MoXke J1a BKJIIOYBA M3I'BJIHEHUE HAa aKpeIUTHB WK 00paboTKa Ha JIpyru
IIPEIBAPUTEIIHO IOTOBOPEHN METOU 32 pa3IlIaIIaHE.

JocTaBka Ha cToka (Buocuren/Knuent) -IlocnenHusT eram oT mpeBo3a € MoaydyaBaHETO
Ha CTOKHUTE OT BHOCUTEJIS/KJIUEHTA.

C BHeapsBaHETO HA OJOKYEHH TEXHOJIOTUUTE B JIOTUCTUKATA, TPATUITMOHHUTE TIPOIIECH MOTaT

Ja 6T)JIaT YICCHCHHU, CUTYPHU W OPHUCHTHPAHU KAKTO KBbM KIIMCHTA, TaKa U KbM IIPOHU3BOIUTECIIA.

Pasrnexxmaiiku mporieca Ha JOCTaBsSHE, TPAaHCIOPTHPAHE W CKJIaqUpaHe 0e3 H3MOJI3BaHETO Ha
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6HOK‘ICI>1H, Cce I/IILGHTI/I(I)I/II_II/IpaT HAKOHN HEAOCTAThIU U HpO6JIeMI/I, KOUTO MOratr aa BBb3HHUKHAT, a
HUMCHHO:

e Jluncara Ha MpO3payHOCT U KOHTPOJI HAJ CTOKUTE MPaBAT CUCTEMATa ysi3BUMa Ha KpaxxOu u
3JI0yTIOTPEOH.

e HenocTarp4HOTO MPO3pavYHO MPOCIEIIBaHE HAa IPATKUTE MOXKE /1a JIOBEE 10 3aryou.

e HenpaBuieH MOHUTOPUHT HAa CbXPaHEHHWE HA CTOKUTE MOJKE /1a JOBEJIE /10 TSIXHATa IIOBpEa.

e JlumutupaHoto HaOIIOAECHUWE BBPXY [BMW)KEHHETO HA CTOKMTE MOXE Ja JoBele 10
3aKbCHEHMsI Ha JIOCTaBKUTE.

e TpyaHocTu B MPOCIENSIBAHETO HA CIY)KUTEIUTE C IIeJ1 ONTUMHU3UpPAHE Ha TEXHHs pabOTeH
poriec.

e HenocrarpyHo mpocielsBaHe Ha JBUKEHUETO M CHCTOSHMETO Ha IPEBO3HUTE CPEICTBA
KaKTO B CKJIa/1a, TaKa U 110 BEpUraTa Ha JOCTAaBKH.

e HeoOxogumocT OT HO—OBP3M M CUTYPHH METOAM 3a TpaHCAaKIMM U 00paboTka Ha
JOKYMEHTH, 3a J1a c€ IPEJOTBPATAT €BEHTYaIHU U3MaMH UJIU 3JI0HAMEPEHU JIeHCTBHUSL.

e Jluncara Ha aHOHUMHOCT MOXK€ Ja JIOBEJe O M3THYaHE Ha LIeHHa WHpopManus 3a OH3HecC
NapTHBOPH, KIUEHTH, MpeaiaraHy npeepeHumuany HeHd, HHpopManuus 3a JOCTaBUHUIIM,
3aCTpaxoBaTely U MpeUIaraHuTe OT TAX NpeQepeHIMaIHN YCIOBUS U Jp.

e HenpaBunHo MHTErpupaHe Ha 3acTPaxOBATEIHUTE KOMIIAHWU B JIOTUCTUYHUTE IPOLIECU
BOAM J0 PUCK OT HENPaBWJIHO MOKPUBAaHE HAa 3acCTpaxOBKaTa M €BEHTYaJlHU HM3MaMM Ha
3aCTPaxoBaTEIIHUTE KOMIAHUH.

HNmniiemenTanusaTa Ha OJOKYEHH TEXHOJOTMUTE MOKE Jla TIOMOTHE 3a MPEO0JIIBAaHETO Ha
rojasiMa 4acT OT Te3W HEAOCTATBIM, OCUTYpSBAaKW IMO—100pa MPO3pavyHOCT, CUTYPHOCT U
IpocCIIesIBAHE HAa CTOKUTE Mpe3 BCUUKU JIOTMCTUYHHU Iporiecu. Moxe Jja MoBUIIN €(UKACHOCTTA Ha
JOCTaBKUTE, Ja TPENOTBPAaTH KpakOM W 310ymoTrpedu, 1a OCHUTypH OBp3M M TapaHTHPAHU
IUTALIaHUs U J1a 10J00pH YIpPaBJICHUETO Ha CKJIAgoBe, TpaHCHOpT U pecypcH. Ilo To3m Haumu
MIPUJIOKEHUETO Ha OJIOKYEIH TEXHOJIOIMUTE MOXKE J]a JOBEJE /10 MT000pEHUs B PA3IMYHU aClEeKTU
Ha Ou3Heca M Ja NMOMOTHE 3a pa3pellaBaHeTO Ha peAMlia NpPeAM3BUKATENICTBA B JIOTMCTUYHHUS
CEKTOp.

4. Jlorucruyen npouec 6a3upaH Ha 0JIOKYCH peleHns

biiok4ueliH TEXHONIOTUATAa OCUTYpsIBAa CUTYPEH M JELEHTPAJIM3UpaH HA4WH Jla CE€ 3alKCBaT U
NOTBBP)KAABAT TPAHCAKUUHU O€3 HyXJaTa OT TPeTH CTpaHM Karo OaHKM WM JIpyrd (pUHAHCOBU
MHCTUTYIMU. 3a JIOTUCTUYHMSI CEKTOp Ha ¢urypa 2 ca MNpeACTaBeHH XapaKTEpPUCTUKHUTE Ha
OJIOKUEH TeXHOJIOTUATA, KOUTO s IPABST aTPAKTUBHO U JKEJIAHO TEXHOJOTHYHO PELICHHE.

Ypes peer - 2 - peer Ypes nudpoB noamuce Ypes KOHCEHCYCHH
cucrema MeXaHU3MH

. @ @ -l I

V. AL aleshior
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Ypes xemupane Ypes HaTHIHueTo Henpomenumu nata u
Ha HHQOpManuaTa Ha YMHH JIOTOBOPH yac Ha ch3/laBaHe Ha OJ10K

Tiporpapyeva

@ur. 2 XapakTepuCTUKU Ha OJIOKYEHH TEXHOJIOTUUTE
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S. N3nos3BaHu 0/10KYelHH TEXHOJIOTMHU B JTJOTHCTHYHHSA CEKTOP

OCHOBHO TIPEAM3BUKATEICTBO 3a MO-UIMPOKOTO HAaBJIM3aHE Ha OJOKYeH Oa3upaHuTe
pelieHusi B KOMTO M Ja € ChBpPEMEHEH OHM3HEC € JHIicaTa Ha CTaHAapTH3anus B OJOKYCHH
uHAycTpusTa. Hanmuumero Ha myOJWYHYM U YaCTHH OJIOKYCHH TEXHOJIOTUH, PA3IMYHUTE MEXaHU3MU
Ha KOHCEHCYC, Pa3INYHUTE HAUMHU Ha U3rpaXkaHe HAa MpeKaTa OT IMUbPH U JOBEPUETO MEXKIY THX,
KakKTO W OrPOMHOTO pa3HooOpa3We Ha KPHUITOBAIYTH, C KOUTO ca OOBBP3aHU OJIOKYEHH
TEKHOJIOTUHUTE, IMO3BOJISBAIIM H3ITBIHCHUETO HA YMHHU JIOTOBOPH, 3aTPYAHSBA OpPraHU3alMHUTE B
n30MpaHeTo Ha MpaBWIIHATA TEXHONOTHS 3a TexHute mnenu. CwrimacHo [15] GmokueiH Oa3upanu
pereHust B 00J1acTTa Ha JIOTUCTHKATA U BEpUTaTa 3a IOCTaBKU ce 0a3upat KaKkTo Ha IyOJIMYHU, TaKa
Y Ha YaCTHH 1IaT()OPMH, MPEACTABEHH 10-10JTY.

Ethereum [10]

Ce3manena mnpe3 2013 roguHa kaTo mbhpBara Iiargopma, KOATO TIO3BOJSBA Ha
paspaboTuuliuTe Oa Ch3JaBaT JACLECHTpalu3upaHu npuinoxkenus (Dapps), ympaBisiBaHd OT yMHH
norosopu. ToBa ca caMOM3IIBJIHABAILM CE€ JOTOBOPH, KaTO YCIIOBHUATA 3a CIIOPAa3yMEHUE MEXAY
MpoJaBady M KylmyBad ca JAMPEKTHO 3amucaHd B kojaa. CaMHUsT KOJ U CIIOpPa3yMEHHUATa B HETO
CBIIECTBYBAT B JCIEHTpaIN3upaHa OJOKYECHH Mpeka W HE MoraT Ja ObJIaT yIpaBisSBaHU OT
caMmocTosiTeNieH cyOeKkT. biokoBara Bepura ce ChCTOM OT cepHsi OT OJIOKOBE, BCEKH OT KOHTO
ChIbpka TpaHcakiuu. CBbP3BAHETO UM C€ OCBIIECTBSIBA KaTO BCEKU OJIOK ChIbpKa pedepeHuus
KbM TMPEAMIIHUS BbB Bepurata. [1o TO3W HA4YHMH Cc€ Ch3/1aBa HEU3MECHHM PETHCTHP C TPAHCAKIIHH,
KOSITO HE MOXe Ja Objie MpOMEeHsIHA WK u3TpuBaHa. [IbpBoHauanHo EtepuyMm e moacurypeH upes
n3noi3BaneTo Ha Proof of Work (PoW) koHceHcyceH anropuThM. ToBa M3MCKBA OT MUHBOPHUTE Ja
pelIaBar CIOXKHU MaTeMAaTUYEeCKU 3aJjaud U MB3eNH, 3a J1a MoraT Jia BaJuAupaT TPAHCAKUIUU U Ja
Ch3/IaBaT HOBU 0JI0KOBE B OoKkueliHa. To3u mporiec obave u3pa3xojiBa 3HAYUTEITHA W3YHCIUTEITHA
MOIIIHOCT U eHeprus. 3aroBa paspaboruunure Ha ETepuyMm ce 3aabipKaBar Ja ce MPEMHHE KbM
Proof of Stake (PoS) koHCEHCYCeH anropuThM, Mmo3HaT omie kato Beacon Chain [16]. B To3u Mmoxen
MOTPEOUTENUTEe, KOUTO Ch3/IaBaT HOBU OJOKOBE BHB BEpHUTaTa, BaNUAMPAWKHU TpPaHCAKIUH, CE
n30upat Ha 6a3a TOBa C KOJKO KPUIITO TOKEHH pa3moJiaraT M ca TOTOBHU JIa ,,3aJI0%KaT"* M ChOTBETHO
Ja 3aryosT kato oOe3nedeHue. ToBa mpemuHaBaHe KbM POS KOHCEHCyceH anropuThM Mog00psiBa
ManadupyeMocTTa, eHepruiiHata e(eKTUBHOCT U curypHocrta Ha Etepuym mpexute. EnnHa ot
KIIIOUOBUTE pa3uKu Mexay ErepuyM u BUTKONH € Ha4MHBT, MO KOWUTO C€ M3IIBJIHSBAT
TpaHCAKIUUTE. BUTKOWH TpaHCAKIIMUTE ca JIMMUTHPAHH JI0 pa3MsSHATa Ha BaJIyTa, IOKaTo ETepuym
TpaHCAKIIMUTE MOraT Jla C€ MOJ3BAT 3a M3IBIHEHEUTO HAa YMHH JOroBOpH. ToBa MO3BOJIsSBA HA
ETepuym na ce u3nosnzBa 3a MHOXKECTBO 1I€JTH, @ HE caMO 3a OOMsHA Ha BajyTa. M3mon3Bailku Te3u
YMHH JIOTOBOPH, JIOTUCTUYHUTE KOMIIAHUU MOTaT Jia aBTOMATHU3UPAT TOJIsIMa YacT OT MPOLECUTE CH,
Ja HAMAJSIT pa3XOJUTe, KaKTO W Ja yBenudaT epukacHoctra. OCHOBHU HEIOCTATHIIM HA TE3H
pelieHus ca, 4e 3a BCAKO HM3MbJIHEHHEe Ha koaa ce nbmku gas (0.001 ot erepa) [17], kakTo u
M3IOJI3BaHETO Ha MyOIMYHA Mpeka ¢ HeM3BECTHH 3a KomMmnaHusTa nmubpu. Ethereum e B ocHOBara
Ha peauiia HOBU OJOKUYEHH OazupaHM pelieHus, MOAXOASIIN 3a pa3IUYHu OU3HECH, T.K. € IIbpBaTa
KpunToBaiyTa, npearama cranaaptuzanus ¢ ERC20 [18] u ERC721 [19].

Hyperledger Fabric [20]

Hyperledger Fabric e yactHa GiokueiiH ruiardopma ¢ OTBOpPEH KOJ C MO3BOJIEHUE, KOSATO €
pa3paboTeHa ¢ wuuesATa Ja ObJe M3MON3BaHa B TosieMd mnpeanpustus. He e oOBbp3aHa ¢
KpHUIITOBAJIyTa W MO3BOJIAIBA U3IIBJIHCHUC HAa YMHU OJOTOBOpPH. HNma MOAYJIHa apXUTCKTypa, BUCOKaA
MIPOU3BOIUTENHOCT M (DYHKIIMM 3a CUTYpHOCT, KaTo IpeJjiara HUCKO Bpeme Ha oOpaboTka Ha
TpaHCAKIMUTE U KpaTKo 3abaBsiHE Ha MOTBBpKAeHHETO. B churHoctTa cu Hyperledger Fabric e
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TEXHOJIOTHUS C PA3MPEEsIeH PEruCThp, KOSATO MO3BOJISIBA HA MHOXKECTBO MOTPEOUTENH Ja CIIOETSAT
0a3za OT JaHHM, 3alIUTEHA OT MOJNpaBsHe. 3a pasnuka ot Bitcoin u Ethereum, kouTo ca oTBopeHUN
3a Bceku, Hyperledger Fabric e TexHO0THS C TO3BOJIEHHE, KOETO O3HAYaBa, Y€ CaMO OTOPU3HPAHU
MOTPEOUTENM MOraT Jia y4acTBaT B Mpekara. ToBa s mpaBU MMOJIE3HA 3a W3IMOJI3BAHE OT TOJIEMHU
MPEeanpHusaTHs, KBAETO CUTYPHOCTTa M KOHOUACHIMATHOCTTA ca OT H3KIIOYUTENHA Ba)KHOCT.
[Moxxonsamia € 3a WHAYCTPUU, KOWTO HM3UCKBAT BUCOKA MPOIYCKATEIIHA CIHOCOOHOCT M HHUCKA
JATEHTHOCT KaTo (PMHAHCOBUTE yCIyTH, YIIPABICHUETO HA BEpUraTa 3a JOCTAaBKH WJIM JOTHUCTHKATA.
Hyperledger Fabric € BuCOKO TexHOJOTMYHA TUIATGOpMa, KOSATO M3WCKBA JIBIOOKO MO3HABAaHE Ha
pasmpenenaeHuTe cucteMu u kpunrorpadusta. Tosa e enHa oT Hall—MONyAIpHUTE TUIATHOPMHU Cpea
NpEeANpUITHATA, Thpceny O0ok4yeitH 6azupanu pemenus [21],[22],[23],[24],[25].[26],[27].

Hanmpumep, IBM Food Trust [28] e komepcuanHo OnokYelH Oa3upaHO MPUIOKCHHE,
usrpazneno Bepxy Hyperledger Fabric. To ce ouepraBa kaTo HOBaTOpPCKO pelICHHE B XpaHUTEIHATA
unayctpus. M3monBaiiku nmpeauMcTBaTa Ha OnokueiH TexHonrousra, IBM Food Trust mpomens
HauyWHa, MO0 KOWTO JeHcTBa XpaHuTenaHaTa Bepura 3a jgoctaBku. IBM Food Trust mommomara
HampeIbKa B U3CIICBAHUATA 32 OC30MACHOCT HA XPAHUTE, TTO3BOJIIBAMKY HA YICHHUTE JIa TIPOCIIEISAT
Y MOTBBPIAT MPOU3XO0Ja, KAUECTBOTO M 0€30MaCHOCTTa HA XPAHUTEITHUTE MPOAYKTH C HECpPaBHUMA
TOYHOCT. TOBa MHOBATUBHO MPHUJIOKEHHUE IMOBHINIABA CTAHAAPTUTE 3a MPO3PAYHOCT M JOBEpHE B
XpaHUTENHATa UHAYCTPHUS, KAKTO M OTBaps HOBU BH3MOXKHOCTH 32 MHOBAIlUU B MPECIIECIBAHETO Ha
mo—0e30macHa XpaHUTETHA EKOCUCTEMA.

Corda [29]

Corda e TexHOJIOTHS C pa3lpeesieH PEruCThP, KOSITO ChUIO € MOAXOAAIIA 3a JOTUCTUYHATA
cdepa u ynpasieHueTo Ha Bepurara 3a goctaBku [30],[31]. B noructuunara cepa Corda moxe na
ObJIe U3IOJI3BaH Ja pallMOHAM3UPA JIOTHCTUYHUTE IPOIIECH KAaTO OCUTYpSIBa CUTYPHA M TIPO3pavHa
wiardopma 3a npocneasiBaHe Ha npatku U ycayru. C Corda moske J1a ce ch3aBaT YMHH JOTOBOPH,
KOUTO JIa aBTOMAaTU3HUPAT IIPOBEpKaTa U M3IMBJIHEHUETO HA TPAHCAKIIMH, PEAYyLUPAiKi HYX1aTa OT
nocpeauuim. EqHa ot kimouoBuTe xapakrepuctuku Ha Corda e cmocoOHOCTTa 3a BOJEHE Ha
MHOTOCTPAaHHHU TIPETOBOPH, MOJIE3HA B JIOTUCTUYHATA MHAYCTPHS, KBIETO MHOXECTBO CTPaHH ca
BKJIFOUEHU B ISIOCTHATa Bepura Ha fgoctaBku [32]. [Totounust ¢peiimybpk Ha Corda mpegocTtaBs
MporpamMeH MOJIeN, KOUTO MO3BOJIsBa Ha Pa3pabOTUUIIMTE Ja U3MBJIHSABAT MIJIMOHU IBIATOTPAtHU
HUILIKH, KOUTO MOTaT Ja OLENesT JOPH Clel] pecTapTUpaHe Ha Bb3auUTe. ToBa MpaBH BB3MOXKHO
Ch3/IaBAHETO HA KOMIUIEKCHH DPAOOTHU TOTOLM, B KOUTO YYacTBAT MHOXKECTBO CTPaHU KaTo
JIOTUCTUYHU KOMIIAHUHM, MUTHUYECKH CIYyXOu u poctaBumnu. [Ipyro mpeaumctBo Ha Corda e
(OKYCHT BBPXY CHTYPHOCTTA. 3a pasiivuka OT TpaauiuoHHute cucremu, Corda He pazuurta Ha
rnobamHa KOMyHHKalus. BmecTo ToBa 1sjaTa KOMYHHKAIus € moja ¢opMara Ha Maiku
MOANPOTOKOJIN, HApUYaIIN ce MOTOoLU. ToBa 03Ha4YaBa, ye YyBCTBUTEIHA UH(OpMAIIHS MOXKE Ja ce
CHOJIENSI HAJISKTHO MEXKIY YUYaCTHUIIUTE, Oe3 1a ObJie BUIMMa OT Is1aTa Mpexa.

Sweetbridge [33]

Sweetbridge e GioK4YelH TEXHOJOTHs, KOSITO UMa 3a L€ Ja YJIECHH CBETOBHATa ThPrOBUS U
JOTHCTHKaTa, OOBBp3aHa ¢ Hes. KIirouoBMTE ¥ XapaKTEPUCTHKH BKIIOYBAT HHCKO PHUCKOBH
CIOpa3yMeHHMs, MPO3PAaYHO CUETOBOJACTBO M MOHMXKaBaHE Ha TakcuTe. To3um Mojen M3Moj3Ba JBa
TOKeHa - Sweetcoin u Bridgecoin, KouTo ciayXaT KaTo BajlyTa 3a pasIlialllaHe B IiaTdopmara.
WznomsBanero Ha Sweetbridge B JoTHCTHKaTa € BCEe MMO-aKTyallHO, HO M He € 0e3 CcBoWTE
HenocTaTbli. EAWH OT rmaBHUTE MpoOJieMH, KOWUTO Cpelia To3u OJIOKYelH, € JuIcara Ha
orepaTHBHA CHBMECTHMOCT C pa3iaudHuTe OnokueitH miardopmu. [locturanero Ha TakaBa Ou GOm0
CJIOKHO Y BPEMEEMKO. BhIpeku ToBa MOTEHIIMATHUTE TMOJ3U OT M3MoJ3BaHeTO Ha Sweetbridge B
chepara Ha JIOTHCTHKaTa W YIPABIEHHWETO Ha BepUraTta 3a JIOCTaBKM ca 3HaYyuTeNnHU. YUpes
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OCUTYpSIBAHETO Ha MPO3pAayHM U CUTYPHHU TPAHCAKIMM C HHUCKAa I[€eHAa MOXeE Jla Ce IOBUIIN
e(UKaCHOCTTa Ha CHCTEMAaTa, J1a o00pU BUAMMOCTTA [0 BEpUTaTa U Ja HaMajlH pPa3XoJIUTe.

IOTA [34]

IOTA e npyra OJOKYEHH TEXHOJIOTHMS C PaslpelesicH PErucThp, KOATO € pa3padoTeHa aa
OCHTYPH CHTYPHH M OCOBOOOJICHM OT TaKca TPaHCAaKI[MM MEXIy MAIlMHH B EKOCHCTEMara Ha
unteprer Ha oOektute (IoT). 3a pasmmka ot moBeueTo OnokueiiH TexHonoruu, IOTA u3monsBa
CTPYKTypa ¢ HacoueHa anukianyHa rpaduka (DAG), napeuena TANGLE, upe3 kosATO ChbXpaHsIBa U
oOpaboTBa TpaHcakiuu. ToBa M mo3BOJsIBA Aa ObJae MO—Jieka M MamadupyeMa TEeXHOJIOTHS,
npaBerku s mojaxonsima 3a MukporpaHcakiuu mexnay loT ycrpoiictBa. Upes TANGLE Bcsika
TpaHCaKIMs 0J100psBa JIBE MPEAXOHHU, Ch3JaBalKU MpEXa OT B3aMMOCBBP3aHH TPAHCAKIIUH, KOSTO
pacte ¢ Bpemero. Ta3u cTpyKTypa mHogoOpsiBa MPOITyCKaTeIHATA CIIOCOOHOCT W EIUMHUHUPA
HYXJaTa OT MUHBOPH, KOUTO JIa BAIMAUPAT TpaHCAKIMUTE. ToBa 03HayaBa ChII0, Y€ HIMA TAKCH 3a
tpancakuuute, npaBeiiku IOTA wupeanHa 3a MUKpOIUIAIIaHUs. 3a MOJ00psBaHE Ha CHT'YPHOCTTA
IOTA wu3non3Ba KBaHTOBO YCTOWYMBH CXEMH 3a IU(GPOB MOJMUC KAaTO 3alllMTa Cpernry ObAeIl
Hanpeabk B kpuntorpadusara. OcBen ToBa IOTA pasunmta Ha YCTPOMCTBO 3a (hMHAIM3MpPAHE HA
TpaHcakiuuTe, HapeueHo Coordinator, koero ce moaabpxka ot ponmanus IOTA. Benpeku ToBa
OMIOKYeHHBT MMa cBouTe HepoctaTbiu. OcHoBHUTE Tpodiemu ¢ IOTA ca nmmcara Ha yMHU
JIOTOBOPH, KOETO 3a0aBsi epekTHBHOCTTA Ha OsokueitHa [35]. KbM MOMEHTa MO3HATH pEIICHHS,
6asupanu Ha IOTA, ca [36], [37], [38].

VeChain [39]

VeChain mma Gorata UCTOpHS, KOSITO T'O OTKPOSBa OT JAPYTd NPHIOXKCHHUS, WU3IMOJ3BAHU B
yIOPaBJICHUETO Ha Bepurara 3a naoctaBku. Cw3maneH npe3 2015 roamna ot Sunny Lu kato
nomommHMK Ha Bitse, VeChain nbppBoHauanHo omepupa Bbpxy Erepeym. Ilo—kbcHO, mpe3 2018
roguHa, VeChain ycrnemHo npeMuHaBa BbpPXY CBOSI COOCTBEH OJIOKYEITH, MO3BOJISIBAKM My MO—
100Bp KOHTPOJ U IEPCOHANMU3UPAHE Ha TeXHoJorusATa. Upes cBosi OJIOKYEHH NMPUIIOKEHUETO YCIIsBa
Jla TpOCJeNr NaHHUTE HA Pa3IUYHU THPTYBAaHU U TPAHCHIOPTHUPAHU MPOJIYKTH, HAPUMEP XpaHH,
OCHUTYpPSIBAWKH TPO3PAYHOCT M KOHTPOJ HA KAYECTBOTO IO IsjlaTa BEpUra Ha JIOCTaBKH. ToBa €
BB3MOXKHO OnarojapeHue Ha W3MOJI3BaHETO Ha XapakTepHara 3a VeChain cuctema 3a nurutainHa
UICHTHYHOCT, KOSTO TPHCBOSBA pa3iMdHa WICHTUIHOCT HA BCEKH IPOJYKT, TO3BOJISIBAUKH
npociensBane u Bepudukanus B peaqHo Bpeme. JKemanuero Ha pazpaboruuiute Ha VeChain na
pa3BUBAT MPUJIOKEHUETO, TPEBPHIIAWKH IO B MHOBATUBHO CPEJICTBO 3a pellaBaHe Ha CeUPUIHI
MpEeIM3BUKATENICTBA B HMHIYCTPHUATA, BOJAT JO CH3JAaBAHETO HA CIOMAaraTellHd MPOIYKTH KaTo
VeChain Toolchain [40]. To3u codTyep Ciyxku KaTo OCHOBA 3a CHCTEMara 3a MpOCieasBaHE Ha
VeChain, ocurypsaiiku miaaTdopma 3a OU3Heca, Upe3 KOSTO Ja MHTErpupa U M3IMO0J3Ba OJOKUYEHH
texHosorusTa. VeChain usrpaxaa CUIHA BPb3KU C peaula TEXHOJIOTMYHU TMTaHTH B o0jacTTa Ha
yIpaBJIeHUETO Ha Bepurata 3a noctaBku karo Walmart China u China Unicorn. ToBa My mo3BosisiBa
Ja UMIUIEMEHTHpa CBOsITAa TEXHOJOTHsS B ToyisiM Mamad, moaoOpsBaiiku e(UKacHOCTTa W
MPO3payHOCTTa B JIOTHCTUYHHUTE omeparui. B momenta VeChain e Ha mbpBO MSCTO MO Ma3apHa
KanuTanu3aius cropen [15].

TradeLens [41]

TradelLens e Omokueiin Oasupana tuiargopma, pa3pabOTeHa KaTo CHBMECTHO HAUYWHAHHE
mexnay IBM u Maersk u craptupana mpe3 2018 rommHa ¢ OCHOBHaTa IeN Jia MpeojoJiee
Hee(DEeKTHBHOCTTA U TPEIU3BUKATENICTBATA, CBBP3aHU C TPAJAMIIMOHHATA CHCTEMa, KOSTO YECTO €
MpUyYrHa 3a 3a0aBsiHe, YOBEIIKM Tpemiku U u3Mamu. Tradelens ocurypsiBa curypHa u edukacHa
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oOMstHa Ha MH(OPMAIIUS U THPTOBCKA IOKYMEHTAIUS, IO3BOJIIBAKHA BUAMMOCT OT HAYajo J0 Kpau
U JWTHTAIU3alKs Ha pPaOOTHUTE NPOIECH II0 Bepurara. ToBa mojarnoMara e(puKacHOCTTa H
MO3BOJIsSIBA HA KOMITAHUUTE JIa TPEHACOYAT YCHIIMATA CH KbM JI00aBSHE Ha ICMHOCTH, YBEIHMYABAIIIH
CTOMHOCTTA M.

6. Kuaacudukanus Ha 010KYeiiH TEXHOJIOTHUTe B c(pepaTa HA JOTHCTHKATA

Knacudukanuara Ha 6J0KYEHH TEXHOJIOTHHUTE CriomMara 3a pa3paboTBaHETO HA YCTOMYMBU U
WHOBATHBHHU PEICHUs, KOUTO Ja OTrOBApSAT HA KOHKPETHU OW3HEC HYXIH, CTPEMEHKH CcE€ KbM
ONTUMHU3AIMS HA MPOIIECUTE U MOBHUIIABAHE HA CUTYPHOCTTA U Mpo3payHocTTa. Kinacuduxanusara
MO3BOJIsSIBA Ie(OUHUPAHETO U aHATM3UPAHETO HA PA3TUYHUTE BHJIOBE OJIOKYCHH TEXHOJOTHH, KATO
10 TO3HM HaYUH CHoco0CTBa 3a Ch3/1aBAHETO HA MO—aallTUBHUA U MHOTO(YHKIIMOHATHH JIOTUCTUYHU
CUCTEMHU.

B [42] Gyok4eliH TEXHOJOTUUTE ca KIacu(UIIMPAHU Ype3 pa3/IeNTHETO Ha TEXHUTE OCHOBHH
KOMITOHCHTH Ha TIOJKOMIIOHEHTH. BCEku enuH OT TIX uMa pasiudHu OGOPMIICHHS, KOUTO ca
CpaBHEHU MNoMexAy cu. OCHOBHHUTE KOMIIOHEHTH ca KakTo cienBa: KOHCEHCyCeH MeXaHU3bM,
Bb3moxkHocTH Ha TpaHcakuuurte, TokeHusaiwusi, Pasmmpsemoct, CUTypHOCT M MOBEPUTEITHOCT,
Konupane, Ynpasinenue Ha ueHTHuHOCTTa, CHCTEMa 3a TAKCYBaHE U HArpak/JaBaHe.

B [43] aBTOpuTe KIacupuIMpaT NPUIOKEHHUITA HAa OJIOKYEHH TEXHOJIOTUUTE, PAa3ACIIIUKU TH
Ha IIECT OCHOBHM oO0OjacTu Ha npuiokeHue: (OHUHAHCOBU TpPAaHCAKIMHM, YMHH JOTOBOPH,
Vmupasnenue Ha nanHu, Cwxpanenne Ha aanHu, Komynukamus m Knacupane. Beska ot Tsx e
paszfeneHa Ha mofo0IacTy ¢ el Ho—MoApOOHO KiIacupUIupaHe.

B [44] ce nmpeanara moaen, 6a3upaH Ha HIKOJKO OCHOBHH XapaKTEPUCTUKHU: AHOHUMHOCT,
Paznpenenenoct, PasHooOpasme Ha panuu, JlocroBepHoct, CroitHOocT, BpemeBo Kkieiimo,
Curypuoct, Emunoaymuoct, Heusmenumoct u Ilporpamupyemoct (Upe3 HaJIMYUETO HAa YMHHU
noroBopH). Te3u XapakTepUCTUKH Ha OJOKYEHHUTE CHIO MOTAT Ja Ce MOJ3BAaT KaTO KPUTEPUU 32
KJIacU(UKAIIHS.

3a nenuTe Ha MPUIIOKEHUETO Ha OJIOKYEHH TEXHOJIOTHMHUTE B JIOTUCTUYHHS OU3HEC U BepuraTa
Ha JIOCTAaBKUTE C€ Hajlara Jla c€ MpemIoXH Kiacudukanus, Ha 4usaTo 0a3a /na ce m3bupa Haii-
NnoAXoAsAIIaTa TEXHOJIOTUS 33 KOHKPETHOTO MIPHUIIOKEHHE.

Ha 6a3a na HampaBeHOTO MPOyYBaHE U MPEJACTABEHUS aHAIM3 Ha CHIIECTBYBAIIUTE OJIOKYCHH
pelieHrs B o0yiacTTa Ha JIOTUCTHKATa, Hall—3HAYMMUTE XapakTEPUCTUKHU 3a ONTHMHU3HUpaHE Ha
JIOTUCTUYHHUTE TIPOIIECH Ca:

e JlocTbm HAa Y4YACTHHLIMTE B MpeKaTra — 4Ype3 Ta3u XapaKTepUCTHKA OJOKYeHH
TEXHOJIOTUUTE MoraTr na ObaarT pasieneHd Ha aBa Buga — Yactau u [lyonuunum [45].
YactHuTe OIIOKYEHH TEXHOJIOTUH Ca 3aTBOPEHU CUCTEMHU, B KOUTO JOCTHIIBT € OTPaHHuEH 32
ompeneneHa rpyna oT ydyacTHUIU. [[o TO3M HauMH ce MO3BOJIsIBA HAa KOMIIAHUUTE [1a
KOHTPOJMPAT U YIPaBIsBAT CBOUTE JOTUCTHYHU MpoliecH e(PEeKTHUBHO, KATO CHIIEBPEMEHHO
MOAIBPKAT BHUCOKAa CTEMEH Ha CUTYPHOCT H  KOH(QUICHIIMATHOCT Ha JIaHHUTE.
[IpenuMcTBaTa Ha YacTHUTE OJIOKYEHHHM BKIIIOUBAT MO-OBP3U TPAHCAKIIMU MU TO-HUCKU
TaKCH, MOPaad OTpaHUYCHHs] OpOI ydacTHUIM, KOETO MOXe Ja ObJe 0COOEHO TMOJIE3HO B
o0jacTTa Ha JIOTUCTHKATAa, KbJETO BpemeTo € kputuueH Qaxrtop. [lydnuuaute OGnokdeitn
CHUCTEMH Ca OTBOPEHU 3a BCHYKH YYACTHHIM, KOETO IIO3BOJISIBA TO-TOJISIMA CTEMEH Ha
MPO3PAaYHOCT W HEMPOMEHMMOCT Ha JaHHUTE. 1€ Ch3IaBaT yCTOMYMBA M CHUTypHA
matdopma 3a 0OMeH Ha HHPOpMAIUS MEXKIY PA3TUIHUTE CTPAHU B JIOTHCTHYHHUSI TIPOIIEC,
YJIECHSIBAKM aBTOMATH3AIUATA U JIOBEPUETO MEXKAY YYACTHHUIIUTE B Mpekara. Bwmpexu
TOBA, MI0-0aBHUTE TPAHCAKIIMH W TIO-BUCOKUTE TAKCH, B CPABHEHHE C YACTHUTE OJIOKYEIHHH,
ca TJIaBHUTE HEIOCTATHIN Ha MyOJTMYHUTE CUCTEMH.
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o KoHceHCyceH MeXaHU3bM - Ta3H XapaKTEPUCTUKA UTpAc BaKHA POJIS 32 OCUTYPSIBAHETO HA
CBIVIACYBAHOCT W CUTYPHOCT Ha cHcTeMaTa. T03M MEXaHH3bM IPEICTABIsABA CIOCO0, 1O
KOHTO y4YacCTHUIIUTE B MpekaTa JOCTHraT ,,KOHCEHCYC OTHOCHO BaJMTHOCTTa Ha
TpaHCAKIUUTE ¥ WH(POpPMAIUATA, 3anucaHa B 010koBeTe. ChIIECTBYBAT HAKOJIKO Pa3IHYHH
BUJIa KOHCCHCYCHU MEXaHHU3MH, BCEKH ChC CBOUTE MTPEIUMCTBA U HEJJOCTAThHIIN:

o Proof of Work (POW) — u3uckBa OT yYacTHHIIMTE B MpeXara Ja H3BbPIIBAT
CIIO)KHU M E€HEPrO€MKH MaTEeMAaTHYeCKH M3YUCIICHUS, 33 Ja BAIUIUPAT U JA00aBST
HOB OJIOK BBB Bepurara. Belpeku ue mpeiara BUCOKa CTEIEeH Ha cUurypHocT, PoW e
KPUTUKYBaH 3a JIMIICTAaTa HA €HEProeeKTUBHOCT.

o Proof of Stake (P0S) — npu T031 alropuThM y4acTHHIIUTE C€ U30Mpa Ja BaHIUpaT
uHpopManuaATa, 3anucana B 0J0KoBeTe, Ha 0aza Oposi Ha TEXHUTE TOKEHHU, KOUTO ca
roTOBM naa ,3anmoxkar”. PoS e mo—eneproedpekruBer or PoW wu mommgbpxa
CUT'ypHOCTTa Ha CHCTeMara 4pe3 GUHAHCOB CTUMYII.

o Delegated Proof of Stake (DP0S) — mpu TO3u MexaHH3bM H30paHU OT BCHYKH
YYaCTHHIIU ,,JIeJIeTaTH* ca OTrOBOPHH 32 BAIMAMPAHETO HA TPAHCAKIUHUTE U
n00aBsiHETO Ha OJIOKOBETE BBHB BEpHUraTa. BbBIpekn MO—BHCOKaTa CKOPOCT Ha
TpaHCAKIMU B CEeKyHJAa, ce cMmsATa ye DPoS moreHnuaiHo MoXe aa J10BeAe [0
LEHTpadu3alus, ThHd KaTO MpekaTa 3aBUCUM OT Mallbk Opoil neneratu. pyr
HE/IOCTAaThK € BB3MOXKHOCTTA TPUTESKATEITUTE Ha TojisiM Opoi TOKEHW Ja OKa3Bar
CBIIECTBEHO BIIHMSHHUE BHPXY H300pa, BOJCHKH /0 HEKOPEKTHA CUCTEMA.

o Practical Byzantine Fault Tolerance (PBFT) — mnpencraBisBa KOHCEHCYCEH
AITOPUTHM, TIPU KOHTO KIMEHT M3IIpallia 3asBKa 10 OCHOBHUS Bb3EJ, KOUTO OT CBOS
CTpaHa pasmpaiia Ta3d 3asBKa KbM PE3CPBHU BB3JIH (HAPCUCHHUE OIIE PEILTUKH).
MpesxaTta paboTH ¢ MPEANOI0KEHHETO, e Cpea N Bb3aM, Hall — MHOro N - 1 / 3
Bb3€Ja Morar jJa ObJaT BH3aHTUHCKU (HEW3NPABHU WIIM 3JIOHAMEPEHH). Bceuuku
BB3JIM HU3IIBJIHSABAT IOJIyueHATa 3asBKa W M3MpaIlaT OTrOBOP OOpaTHO KbM
OCHOBHUSI. 3asBKara ce CYMTa 3a yCIENIHa, KOraTO OCHOBHUS Bb3eJ MOIydHd noHe 2f
+ 1 (xpmero f e MakcUMaTHUAT OpoN BU3AHTUHCKH BB3IIM) CHOOIIEHUS OT
PE3EPBHUTE BB3JIH.

e CHrypHOCT — OCBEH 4pe3 KOHCEHCYCHH MEXaHW3MH, 3allUTara Ha JaHHUTE MOXE Ja ce
OCBIIECTBM W 4Ype3 Xem (YHKIMH, KOMTO Ca HEW3MEHHa 4YacT OT BCsKa OJIOKYEHH
TEXHOJOTusl. B chImHOCTTa cH OJIOKYEHH € HEM3MEHUM pPETHCThD — BEAHBK 3amrcaHa
uHOpMaIHS HE TIOAJICKHN Ha MpoMsiHa. Xell (pyHKIMUTE IMOoAroMaraT Ta3u HeM3MEHHMOCT,
NPEeBPBINANKM BCEKH OJIOK BBB BEpHrara HEIBYCMHCICHO CBBP3aH C HETOBHS
NPEANIECTBEHUK Ype3 YHHKAJICH Xell KoJ. T03M MEeXaHHW3bM OCHUTYpsBAa BHCOKO HUBO Ha
3aImuTa Ha HHPOPMAIHITa IIPOTHB HEOTOPU3UPAHU MPOMEHHU M JOCTHI. OCBEH OCHTypsIBaHE
3allMTa Ha TPAaHCAKIMWTE, Xenl (YHKIUHUTE YJIEeCHSIBAT W Ch3JaBaHETO Ha JBPBOTO Ha
Mepxken (Merkle tree). To mpeacraBnsiBa CTpyKTypa OT JaHHHU, KOSATO ChOMpPa MHOXKECTBO
XEIIOBEe Ha TPAHCAKIUHM B €IMH, KOETO TO3BOJIsIBA OBP30 M €(PUKACHO MOTBBPXKACHUE Ha
roJisiM 00eM OT JJaHHH, ONITUMHU3UPANKHU MPOU3BOIUTEIIHOCTTA HAa OJIOKUYCHH CHCTEMHUTE.

e VYMHHM /I0TOBOPH — YMHHUTE JIOTOBOPU MPEACTABIISBAT CAMOU3ITBIIHSIBAIIM CE IPOTPaMH,
KOMTO paloTAT BBpXy OyiokueitH Mpexa. [IpeaHazHaueHu ca ja yJaecHSBAT, MPOBEPAT W
HaJIOXKAT YCJOBUATA MPH M3IIBIHEHUETO Ha JIOTOBOP MEXAY JIBE WM IMOBEYE CTpaHH, Oe3
HYXXJIaTa OT IMOCPEIHUIN. B ChITHOCTTA CH yMHHTE JIOTOBOPU Ca KOMIIOTHPHHU MPOTPaMH,
ChbXpaHsIBaHU Ha OJIOKYCHHHWTE W W3MBJIHSABAIIM C€ aBTOMATHYHO, NPH OIPEICITHU
00CTOSITENCTBA.
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B [46] ce pasriexaar moia3uTe OT U3MOJ3BAaHETO HA YMHU JOTOBOPH B JIOTHCTUYHATA cepa.
Crnopen aBTOpUTE TE€3M JOTOBOPU MOTAT J1a HOJOOPAT JOBEPHETO B JIOTUCTUYHHUTE MPOIECH,
4ype3 OCUTYPSIBAHETO HAa MEXAaHM3bM, KOWTO J1a MOTBbpXkAaBa TpaHcakuuure. CpIIo Taka
YMHHTE JOTOBOPH MOTaT Jla aBTOMAaTU3UPAT HSAKOM JIOTMCTUYHM MPOLIECH KaTo IUIALAHE U
MOTBBP)KACHNWE 3a JOCTaBKa, KaTO IO TO3M HAYMH C€ YyBeIWYaBa E(PHUKACHOCTTa Ha
CHUCTEMAaTa U Ce HaMaJsBaT pPa3XOAUTe.

e MamadupyemMocT — B JIOTUCTHKAaTa 3a0aBsiHETO Ha MHoOpManusATa MOXKE Ja JOBele 0
3HaYUTENIHa HEee(EKTUBHOCT — OT YBEJIMYaBaHE HA Pa3XOIUTE 10 KOMIPOMETHpAHE Ha
curypHocTTa. CieioBaTesaHo, yBeIMYaBaHETO Ha MalladupyeMOCTTa Ha OJIOKYEHH MpEeXUTE
€ HE CaMO JKelaTelHO, HO M OT ChIIECTBEHO 3HadeHue. [1omoOpsaBaiiku s, JIOTUCTHYHHTE
KOMIIAaHUHU MOTaT J1a U3I0JI3BaT aHaJIM3K Ha JaHHU B PEAJIHO BpEME WIH Ja palliOHAIN3UpaAT
ollepaluTHe, KOETO MOXE Ja JOBEAE 10 ONTHUMMU3UPAHU MAapUIPYTH, €IMMUHUPAHE Ha
3aKbCHEHUATA M TOJO0OpEeHO mpenoctaBsiHe Ha yciayrd. Crnopen [47] Hall—TonemMusiT
npoOJeM Ha AUTHTATHUTE TPAHCAKIIUN B KOHTEKCTAa Ha MallaOUPyeMOCTTa € OrpaHHYCHHST
pa3Mep Ha OJIOKOBETE U KOHCEHCYCHUTE MEXaHU3MU, IIPU KOUTO BCEKU YYACTHHUK B MpeKaTa
TpsiOBa ma onoOpu TpaHCAKIUATA, Ipeau aa Obae mobaBeHa KbM BepHrata. 1o3u mpobdiem
Ce yCWJBa C YBEIMYaBAaHETO Ha OpoOsi TPaHCAKIMW, M3UCKBANKU ITOBEYE YYACTHUIHU J1a
MOAIBPKAT MPEXKATa, KAKTO U YBEJIMYABAHETO HA OpOsl CTHIKU, HYXKHH 3a ITIOCTUTAHETO Ha
II'bJIEH KOHCEHCYC. TO3M HEIOCTaThK € OCHOBHA MPEYKa, KOSITO CIIMPa MacOBOTO U3I0JI3BAaHE
Ha OJIOKYEIH TEXHOJIOTHHUTE B PEaTHUS CBST.

e IlpocaeasiemocT — B MHIYCTPUM KaToO JIOTUCTHKATa WM YNpaBICHUETO Ha Bepurara 3a
JIOCTaBKH, MPOCIEASEMOCTTa € €IHa OT HaW—IEHHUTE XapakTEepUCTKU Ha OJIOKYelH
CUCTEMUTE, PEBOIOLMOHU3UPANKH JJOTUCTUUHUTE onepauuu. [Ipogykrure moraTt na 6bpaat
IIPOCJIE/IEHN IIpe3 BCEKU €Tall Ha TeXHUSA MbT OT Touka A 10 Touka b mnm ot cypoBus
MaTepuai 10 KpaiiHus norpeduresn. ToBa HUBO Ha AeTalan3alus € U3KIIOYUTEIHO BaKHO 32
ABTEHTUYHOCTTA HA MPOAYKTHTE, TApAaHTHPAHETO HAa KA4eCTBOTO M OopOaTa C QaimmBuTe
ctoku. Cnoopexn [48] mosiBaTa Ha BUCOKO aBTOMAaTH3MpaHM MPOU3BOJICTBA B
npou3BojicTBeHUTe cuctemu B Uumyctpust 4.0 [49] mpaBu npociieisiBaHETO HA MPOAYKITUS B
pa3IMYHUTE €Talu Ha JIOTUCTUYHHUTE MpOIeCH akTyalHU. ToBa ce oTpa3sBa HE caMO Ha
KOMIIAHWHU, KOUTO PEryJiipHO M3BBPIIBAT CBOMTE JOIMCTUYHHU ONEpAIMH, HO U HAa MHOTO
Ipyru. B nokiaga chlio ce cnoMeHaBa, 4e MoJlyyaBaHeTO Ha MHpOpMalKs B PEalHO BpeMe
TEeHEpUpPaHa CHUCTEMAaTUYHO 4Ype3 TEXHOJIOTMH 3a IMPOCIEASIEMOCT, € €AUH OT KIIOYOBUTE
(bakTopu 3a TUTUTATH3AIUATA HA UHIYCTPHSITA.

Ha 0a3a nHa u3bpanute kpuTepuu 3a Kiacu@ukanus B Tabnuua 1 e npeacraBeHo 06001IeHre
Ha ChILIECTBYBAIUTE OJOKUYEHH TEXHOJOIMH, MPUIOKHUMHU B 00JIACTTA Ha JIOTMCTHKATa, O0a3upaHu
Ha OnokueitHu. OT HampaBeHOTO O00OOIIEHHME Ha ChHINECTBYBAIIUTE pEIIeHUs B o0jacTra Ha
JOTHCTUKAaTa C€ CTUra JO HU3BOJA, Y€ 3a IMO-TojisiMa CUTYPHOCT M KOH(UACHLUAIHOCT Ce
MPEINOYNTAT YaCTHUTE OJOKUYCHHM, OKATO 3a MPHIIOKEHHS CBBP3aHU C IUIANIaHe, M3MCKBAIIU
OBp30 U JIeCHO 0JJ00peHue, ce n30upaT MyoauUHUTE OJIOKYEHHHU C HAIMYME HAa YMHHU JOTOBOPH.

[Topann yTBBpACHATA CH TIO3MIUS Ha CBETOBHHUSI a3ap, BCHUKH MPEACTaBEHH TYK OJOKUYEHH
TEXHOJIOTUH ITOCTUTAT MAIIaOUPYEMOCT M M3MOJI3BAT PA3JIMYHN TEXHUKH 32 MPOCIIEIBaHe HAa CTOKU
U TpaHcakiuu. Hali-mMHOTO MMIUIEeMEHTHpaHu perieHust ca 6asupanu Ha Ethereum, HyperLedger
Fabric u IOTA, nopaau crienuduyuHaTa pois Ha OJI0K4YeiHa B KOHKPETHOTO PEIIeHuE.

N360pbT Ha ONOKYEHH TuiaTdopmara B TOJISIMA CTENEH 3aBHCH OT HYXIWTE Ha OHM3Heca —
CKOpOCT, TIOBEPUTEIHOCT, NPOTPaMUPYEMOCT MM eQpeKTUBHOCT. ViMa M apyru OioK4eiH
TEXHOJIOTUH, TMOAXOJSAIIN 32 Pa3IMYHU acleKTH Ha JIOTUCTUYHH TPOIECH, HO T€ BCE OIIe He
npe/ularaT KOMEpPCHaJIHM WJIM TNHJIOTHH pelIeHHs, a ca Ha eTan JabopaTOpHH MPOTOTHIIH.
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HenpexbcHATOTO pa3BUTHE U YCHBBPIICHCTBaHE Ha OJIOKYEIH TEXHOJIOTMHUTE o0ellaBa Ha Ou3Heca
BCE TMO-ThbBKaBM W AJANTUPYyEMH PEIICHHs, MOJO0OPSABAIM HEJOCTATHIMTE HAa TPAAUIMOHHHUTE

pereHust 6e3 MPUIIOKEHNE Ha OJIOKYEHH TEXHOJIOTHUH.

Tabauna 1. boK4eiH TeKHOJIOTHH, IPHIIOKUMH B JIOTUCTUIHH IIPOIIECH

Hanmenonafme Ha e Hyperle_dger Corda Svyeet IOTA VeChainT
0JI0KYeiTH Fabric bridge hor
JocTbn Ha

YYacTHHULHMTE B [Ty6miuen Yacren Yacren = [Iy6mmaen [Ty6nuaen
MpesKaTa
KomHcencvee PBFT, Dual
[ i PoW / PoS Kafka, Tlo us6op | token DAG POA
MEXaHU3bBM
Raft model
SHA - 256,
CurypHoct Ethash P - 256, SHA-256 | SHA- Troika SHA - 256,
RSA 256 ECDSA
YMHH 10r0BOpH Ha Ha Ha He He Ja
Sweetc
oin
KpunroBanyra Ether He He Bridgec IOTA VET
oin
Mamadupyemoct Ha Ja Ja Ha Ha Ja
IIpocaensiemoct Ha Ha Ha Ha Ha Ja
ChplecTBYBaLIH . IBM CordaTrac LEULEEE;
Viant, loTangle
pelieHns — FoodTrust, K, Sweetb - .
Modum, . S . Logistics, VeChain

TeCTOBH, MHJIOTHH, ChainTrack, AgriChain, ridge ;

Provenance . : SmartChain

HMILIEeMEHTHPAHU PharmaChain | LiquorLens lota

brokuyeiin TtexHonorusita ce Bb3npueMa or 80% OT CBETOBHUTE MyOIu4YHHM KommaHuu. Ha
pa3IMyYHU €Taly Ha BHEJPSBAHE KaTO U3CIIEOBATEICKU MIPOEKTH, MUJIOTHU PELIEHUS U IPOTOTUIIH,
pa3paboTKa U MPOU3BOACTBO, KOMIIAHUHUTE ITOCTABAT OCHOBUTE Ha HOBHU MOJIXOJM B OM3HEca ¢ Tazu
npombdTsaBama TexHomorusa. [Ipe3 2023 r. moede oT 30 CBETOBHM KOMIIAHMHM HWMAT HAIThJIHO
(YHKIIMOHATHU MPOIYKTH, U3rpaZieHu Ha OnokueiiH. 3a pyHKIMU KaTo aHaIu3 Ha JaHHU B PEaJHO
BpeMe M IpPOCIEIUMOCT OJIOKYEHHBT Ch3/aBa OIPOMHO BB3JIEHCTBHE, KOraTro ce KOMOMHHpa ¢
aHaJIM3 Ha TOJIEMH JJaHHU U LIe ce M0JI3Ba U B ObelIe.

7. 3akaouyeHue

brokueilH TexXHOIOTMUTE WMAT TOJsAM MOTEHIHMAI Ja NMPOMEHST HadyhHa, MO0 KOWTO ce
YIIPaBJISIBAT JIOTUCTUYHM Tpouecu. Te MoraT 1a OCUTypAT MO-TOJsIMa MPO3PAYHOCT, CUTYPHOCT U
€(DEeKTUBHOCT B TAX, KaTO CBIIECBPEMEHHO HaMajsiBaT Pa3XOJUTE M BPEMETO 3a M3ITbIHCHHE Ha
JIOCTaBKUTE. BBIPEKH TOBa BBHBEKIAHETO Ha OJOKYECHH TEXHOJOTUM B JIOTUCTHUKATa Cpella H
MPEAN3BUKATEIICTBA, KAaTO HEOOXOJMMOCTTa OT CTaHAAPTHU3AIMs W CHTPYJAHHYECTBO MEXIY
pa3NMYHUTE YYaCTHHIIM BBHB Bepurata. Bb3MOXKHOCTHTE 3a KOMOWHHpaHe Ha OJOKYEHH
TEXHOJIOTUUTE C JPYrd WHOBATUBHU TEXHOJOTMM KATO M3KYCTBEH HHTEJEKT WJIM HUHTEPHET Ha
obekture (IoT), naBaT moTeHIMaNa 32 MOCTUTAHE HA MO-TONIsIMa €()EKTHUBHOCT U ONTUMU3AIINS Ha
JIOTUCTUYHHUTE MPOLIECH.
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DATA MINING SOFTWARE TOOLS

Svetlin M. Marinov, Dimitar S. Dimitrov

Abstract: The purpose of this article is to analyze the different types of software tools and describe their
importance. At the end of the last century, with the rapid development of computers, human society entered
the era of information technology. How to efficiently obtain a valuable information resource from huge
amounts of data becomes particularly important. Data mining is a method that examines and analyzes large
amounts of unstructured data to obtain potentially useful information and modeling. This document explains
the definition, model, stage of development, classification, and commercial activity in the application of
machining and highlights its role in data mining. Applying the various machining techniques helps select the
right method for a particular application. Therefore, this article summarizes and analyzes the different types
of big data processing software and discusses their advantages and disadvantages.

Keywords: Mining, data, Sowftware tools

1. Introduction

The era of big data has begun. Scientists, computer scientists, physicists, economists,
mathematicians, political scientists, sociologists, and many others are clamoring for access to the
vast amounts of information produced by and about humans that contain data and interactions
between them. Different groups argue about the potential benefits and costs of analyzing
information from Twitter, Google, Verizon, 23andMe, Facebook, Wikipedia, and any space where
large groups of people leave digital traces and deposit data.

In addition, big data is important because it refers to an analytical phenomenon that is
developing in academia and industry. Instead of proposing a new term, we use Big Data here
because of its great popularity and because we want to draw attention to the phenomenon
surrounding Big Data. This is the kind of data that encourages the practice of apophenia: seeing
patterns where they don't actually exist, simply because vast amounts of data can suggest
connections that radiate in all directions. It is therefore crucial to start asking questions about the
analytical assumptions, methodological frameworks, and fundamental biases embedded in the Big
Data phenomenon. While databases have been aggregating data for more than a century, big data is
no longer the domain of academics alone. New technologies have enabled a wide range of people —
including educators in the humanities and social sciences, marketers, government organizations,
educational institutions, and motivated individuals — to produce, share, interact, and organize data
are summarized and made available. Data is increasingly digital air: the oxygen we breathe and the
carbon dioxide we exhale. They can be a source of both sustenance and abuse. [2]

2. Exhibition
2.1.  Overview of similar developments

The work was reviewed by Chen Xiaojun, Graham Williams, and Hu Hiafei of the School of
Computer Science and Technology at the Harbin Institute of Technology in Harbin, China, and
Michael Goebel of Oakland University and Le Grunwald of the University of Oklahoma School of
Computer Science. The first development explores open-source data mining systems. The article
presents a survey of 12 popular open-source data mining systems available on the Internet. Their
general characteristics, their sources, their functionality and usability are compared and shown in
tables and diagrams. Important features of data mining systems are described, and the software is
evaluated. [3]
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The subject of the second article coincides with the subject of the first. The article contains
information about data mining, possible problems related to the database, and information about
software that is not included in the document. Other similar projects and studies have been
reviewed. Data discovery tools were compared. Their general characteristics, their sources, and
their functionality are described. The paper contains information on system qualification and future
research. [4]

Data, and data mining in particular, is evolving at a very fast pace, and information needs to
be updated frequently. Only necessary data is used in the document, and real user ratings are
presented. The article is informative and of good quality; it can be read by people in the industry,
but they can also share it with other non-data processing people. The types of data stores and the
different types of storage are described. The data is synthesized, and the most current software at
the time of the study is presented.

2.2. ThebV

Data scientists almost always describe "big data" as having at least three distinct dimensions:
volume, velocity, and variety. Some then go on to add more items to the list to include volatility and
value. Here's how the five vs. big data are defined and their impact on consumer care.

e Volume
Big data must first and foremost be “big”, and size in this case is measured as volume. From
clinical data related to lab tests and doctor visits to administrative data around payments and payers,
this source of information is already expanding. When these data are combined with the wider use
of precision medicine, there will be a major explosion of data in healthcare, especially as genomic
and environmental data become more prevalent.

e Velocity
Velocity in the context of big data refers to two related concepts familiar to everyone in
healthcare: the rapidly increasing speed at which new data is created by technological advances and
the corresponding need to ingest and analyze that data in near real time. For example, as more and
more medical devices are designed to monitor patients and collect data, there is a high demand to be
able to analyze this data and then transmit it back to clinicians and others. This healthcare "Internet
of Things" will only increase the speed of big data in healthcare.

e Variety

With increasing volume and speed comes increasing variety. That third "V" describes exactly
what you'd think: the vast variety of data types healthcare organizations see every day. Again,
consider electronic health records and these medical devices: each may collect a different kind of
data, which in turn may be interpreted differently by different doctors—or provided to a specialist
but not to a provider. primary medical care. What is the challenge for health systems when it comes
to data diversity? Standardize and disseminate all this information so that everyone involved is on
the same page. With the growing adoption of population health and big data analytics, we are seeing
a greater variety of data by combining traditional clinical and administrative data with unstructured
notes, socioeconomic data, and even social media data.

e Variability
How care is delivered to each patient depends on all sorts of factors, and how care is delivered
and, more importantly, how data is captured can vary from time to time or from place to place. For
example, what the clinician reads in the medical literature, where they trained, or the professional
opinion of a colleague down the hall, or how the patient expresses himself during his initial
examination can all play a role in what happens next. Such variability means that data can only be
meaningfully interpreted when the care setting and delivery process are taken into context. For
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example, the diagnosis “CP” may mean chest pain when entered by a cardiologist or primary care
physician, but may mean “cerebral palsy” when entered by a neurologist or pediatrician. Because
true interoperability is still somewhat elusive in healthcare data,

e Value

Last but not least, big data must have value. That is, if you're going to invest in the
infrastructure needed to collect and interpret data at a system-wide scale, it's important to ensure
that the insights generated are based on accurate data and lead to measurable improvements at the
end of the day.

Every clinician and health system is different, and so there is no "cookie-cutter" way to
deliver high-quality patient care. The same is true of how we handle big data: organizations may
use the same tools and technologies to collect and analyze the data available, but how they then put
that data to work is ultimately up to them. [6]

2.3.  Humanity seeks to digitize the world

This digitization process is often referred to as digital transformation and is profoundly
changing the shape of business today, impacting companies in every industry and consumers around
the world. Digital transformation is not about the evolution of devices; it is about the integration of
intelligent data into everything we do. A data-driven world will always be on, always tracked,
always followed, always listened to, and always watched. What we perceive as randomness will be
constrained into patterns of normality by complex artificial intelligence algorithms that will deliver
the future in new and personalized ways. Artificial intelligence will lead to even more automation in
businesses and processes that will deliver new levels of efficiency that are tailored to business
outcomes and individual customer preferences. Traditional paradigms will be redefined (such as
vehicle ownership or white goods), and ethical, moral, and societal norms will be challenged, such
as genomics, advanced DNA profiling, and the influence of health care directives, insurance
premiums, and mate selection. Entertainment will literally transform before our eyes as virtual
reality technologies transport us into new digital realities, and augmented reality will dramatically
change the service industry as we know it today.

The use of data today is changing the way we live, work, and play. Businesses in industries
around the world are using transformational data to become more agile, improve the customer
experience, introduce new business models, and develop new sources of competitive advantage.
Consumers live in an increasingly digital world, connected by online and mobile channels to friends
and family, access to goods and services, and almost every aspect of their lives, even while they
sleep. Much of today's economy relies on data, and that reliance will only increase in the future as
companies’ capture, catalogue, and monetize data at every step of their supply chain. Enterprises
are collecting massive amounts of customer data to deliver higher levels of personalisation and
consumer integration of social media, entertainment, cloud storage, and real-time personalised
services into their life flows. A consequence of this growing reliance on data will be an endless
expansion in the size of the global data sphere. It is predicted to be 33 ZB in 2018. IDC predicts the
global data realm will grow to 175 ZB by 2025. [7]

2.4. Databases vs. Hadoop vs. Cloud Storage

Good data handling has become especially important for the future, a future in which artificial
intelligence (Al) augments business analytics and permeates operations. To work successfully, Al
must have good-quality data for training, testing, and use. Furthermore, this data should cover all
types, not just the typical static tables and reports generated by Microsoft Excel. Dynamic data from
call centre records, chat logs, streaming sensor data, and other sources plays a major role in
supporting Al initiatives and business needs.
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Using Al and data involves looking beyond what business reports exist now, why they exist,
and how different types of data, including semi-structured and unstructured data, can improve
results. Companies take this next step by evaluating how their data architecture and technical
programmes handle data usage. Moving data into the right environments for better manipulation
requires understanding different technical solutions and how to fit the right ones into the data
architecture of the enterprise.

McKnight recommends making three important decisions when considering a data
architecture platform:

e Types of data storage:

Businesses choose between two data storage options: databases and using a file-based
computer system. Basic data, specific data, and links with organized data. Relational database
architecture accounts for over 90% of business data solution purchases. File-based systems such as
Hadoop better store big data, which includes unstructured and semi-structured data.

e Placing it in the data warehouse:

Once a company has chosen its data storage platform, it must find a place to put it. Options
include on-premises or in the cloud, where third-party providers host company information in their
data centers. In the past, most enterprise data was typically on-premises. But as amounts of data
continue to grow exponentially, the cloud—especially the public cloud—can scale business data
better off-site with less cost.

e Workload architecture:

Data requests vary. Businesses need real-time data for business operations and short, frequent
transactions such as sales and inventory. Companies also require post-operational data to analyse
opportunities, forecast, and guide executive decision-making. Analytical workloads often result in
longer and more complex queries, requiring a very different kind of data architecture than
operational tasks. [5]

3. Software tools

Data mining is a world of its own, so it can easily become very confusing. There are an
incredible number of data mining tools on the market. However, while some may be better suited
for Big Data data mining work, others stand out for their data visualisation features. As explained in
this article, data mining is all about discovering patterns in data and predicting trends and behavior.
Simply put, it is the process of converting huge data sets into relevant information. There's not
much use in having massive amounts of data if we don't know what it means.

Data mining is a process that involves statistics, artificial intelligence, and machine learning.
By using intelligent methods, this process extracts information from the data, making it
comprehensive and interpretable. The process of data mining makes it possible to discover patterns
and relationships in data sets, as well as to predict trends and behavior. Technological advances
have made automated data analysis faster and easier. The larger and more complex the data sets, the
greater the chances of finding relevant insights. By identifying and understanding meaningful data,
organisations can make good use of valuable information to make decisions and achieve proposed
goals.

SPSS, SAS, Oracle Data Mining, and R are data mining tools with a predominant focus on the
statistical side rather than the more general approach to data mining that Python (for example)
follows. However, unlike other statistical programmes, R is not a commercially integrated solution.
Instead, it's open source.
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e IBM SPSS

SPSS is one of the most popular statistical software platforms. SPSS was an acronym for
Statistical Package for the Social Sciences, indicating its original market (the fields of sociology,
psychology, geography, economics, etc.). However, IBM acquired the software in 2009, and later in
2015, SPSS came to stand for Statistical Product and Service Solutions. The software's advanced
capabilities provide a wide library of machine learning algorithms, statistical analyses (descriptive,
regression, clustering, etc.), text analysis, big data integration, and more. In addition, SPPS allows
the user to enhance their SPSS syntax with Python and R by using specialised extensions.

e 2R

R is a programming language and environment for statistical computing and graphics. It is
compatible with UNIX platforms, FreeBSD, Linux, macOS, and Windows operating systems. This
free software can perform a variety of statistical analyses, such as time series analysis, clustering,
and linear and nonlinear modeling. Additionally, it is also defined as a statistical computing
environment, as it is designed to provide a consistent system providing excellent data mining
packages. Overall, R is a great and very complete tool that additionally offers graphical data
analysis facilities and an extensive collection of intermediate tools. It is an open-source solution for
statistical software such as SAS and IBM SPSS.

e SAS

SAS stands for Statistical Analysis System. This tool is an excellent option for text mining,
optimisation, and data mining. It offers multiple methods and techniques to perform several
analytical capabilities that assess the needs and goals of the organization. It includes descriptive
modelling (useful for categorising and profiling customers), predictive modelling (useful for
predicting unknown outcomes), and prescriptive modelling (useful for analysing, filtering, and
transforming unstructured data, such as emails, comment fields, books, etc.). Additionally, its
distributed memory processing architecture also makes it highly scalable.

e Oracle Data Mining
Oracle Data Mining (ODB) is part of Oracle Advanced Analytics. This data mining tool
provides exceptional data prediction algorithms for classification, regression, clustering,
association, attribute importance, and other specialised analyses. These qualities enable ODB to
extract valuable data and ac.

Open-source data mining tools:

e KNIME
KNIME stands for Konstanz Information Miner. The software follows an open-source
philosophy and was first released in 2006. In recent years, it has often been considered the leading
data science software and machine learning platforms used in many industries, such as banking, life
sciences, publishing, and consulting firms. Additionally, it offers both on-premises and cloud
connectors, making it easy to move data between environments. Although KNIME is implemented
in Java, the software also provides nodes so that users can run it in Ruby, Python, and R.

e RapidMiner

Rapid Miner is an open-source data mining tool with seamless integration with both R and
Python. It provides advanced analytics by offering multiple products to create new data mining
processes. It also has one of the best predictive analytics systems. This open-source code is written
in Java and can be integrated with WEKA and R-tool. Some of the most valuable features include:
remote analytics processing; creation and validation of predictive models; multiple data
management methods available; built-in templates and repetitive workflows; filtering, merging, and
joining data.
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e Orange
Orange is an open-source Python-based data mining software. It's a great tool for those new to
data mining, but also for experts. In addition to its data mining features, Orange also supports
machine learning algorithms for data modelling, regression, clustering, preprocessing, etc. Orange
also provides a visual programming environment and the ability to drag and drop widgets and links.

e Data mining tools for big data
Big data refers to a huge amount of data that can be structured, unstructured, or semi-
structured. It covers the five V-characteristics: volume, variety, speed, credibility, and value. Big
data typically includes several terabytes or petabytes of data. Because of its complexity, it can be
difficult (not to say impossible) to process data on a single computer. Thus, the right software and
data storage can be extremely useful for spotting patterns and predicting trends. In terms of data
mining solutions for big data, these are our top picks:

e Apache Spark
Apache Spark stands out for its ease of use when working with big data, as it is one of the
most popular tools. It has multiple interfaces available in Java, Python (PySpark), R (SparkR), SQL,
and Scala and offers over eighty high-level operators, making it possible to write code faster. In
addition, this tool is complemented by several libraries, such as SQL and DataFrames, Spark
Streaming, GrpahX, and MLIib. Apache Spark also draws attention for its admirable performance,
providing a fast platform for data processing and streaming.

e Hadoop MapReduce

Hadoop is a collection of open-source tools that process large amounts of data and other
computational problems. Although Hadoop is written in Java, any programming language can be
used with Hadoop Streaming. MapReduce is a Hadoop implementation and programming model. It
is a widespread solution for performing complex data mining on big data. Simply put, it allows
users to map and reduce functions that are commonly used in functional programming. This tool
can perform large join operations on huge datasets. Additionally, Hadoop offers various
applications such as user activity analysis, unstructured data processing, log analysis, text mining,
and more.

e Qlik
Qlik is a platform that deals with analytics and data mining through a scalable and flexible
approach. It has an easy-to-use drag-and-drop interface and responds instantly to modifications and
interactions. In addition, Qlik supports multiple data sources and seamless integrations with various
application formats through connectors and extensions, a built-in application, or API sets. It is also
a great tool for sharing relevant analysis using a centralised hub.

Small-scale data mining solutions

e Scikit-learn
Scikit-learn is a free Python machine learning software tool providing exceptional data
mining and data analysis capabilities. It offers a huge number of features, such as classification,
regression, clustering, preprocessing, model selection, and dimensionality reduction.

e Rattle (R)

Rattle is developed in the R programming language and is compatible with macOS, Windows,
and Linux operating systems. It is mainly used for commercial enterprises and businesses, as well
as for scientific purposes (especially in the United States and Australia). The computing power of R
enables this software to provide functions such as clustering, data visualisation, modelling, and
other statistical analysis.
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e Pandas (Python)
Data mining in Python Pandas is also a widely known open-source tool. It is a library that
excels at working with data analysis and managing data structures.

e H30
H30 is an open-source data mining software mainly used by organisations to analyse data
stored in cloud infrastructure. This tool is written in the R language but is also compatible with
Python for model building. One of the biggest advantages is that H3O enables fast and easy
production deployment thanks to Java language support.

e Cloud solutions for data mining
Cloud solutions are becoming increasingly necessary for data mining. Implementing data
mining techniques in the cloud allows users to extract important information from virtually
integrated data warehouses, reducing storage and infrastructure costs.

e Amazon EMR
Amazon EMR is a cloud-based solution for processing large amounts of data. Users use this
tool not only for data mining but also to perform other data science responsibilities such as web
indexing, log file analysis, financial analysis, machine learning, etc. This platform uses various
open-source solutions (e.g., Apache Spark and Apache Flink) and facilitates scalability in big data
environments by automating tasks (e.g., setting up clusters).

e Azure ML
Azure ML is a cloud environment built for building, training, and deploying machine learning
models. For data mining, Azure ML can perform predictive analytics and allow users to compute
and manipulate volumes of data from the cloud platform.

e Google Al mnardopma
Like Amazon EMR and Azure ML, the Google Al platform is also cloud-based. This platform
provides one of the largest machine learning stacks. The Google Al Platform includes several
databases, machine learning libraries, and other tools that users can use in the cloud to perform data
mining and other data science functions.

e Data mining tools for neural networks
Neural networks consist of assimilating data the way the human brain processes information.
In other words, our brain has millions of cells (neurons) that process external information and then
produce an output. Neural networks follow the same principle and can be used for data mining by
turning raw data into relevant information.

e PyTorch

Pytorch is a Python package and deep learning framework based on the Torch library. It was
originally developed by Facebook's Al Research Lab (FAIR) and is a very well-known tool in Data
Science due to its Deep Neural Networks feature. It allows users to perform the data mining steps
for programming an entire neural network: data loading, data preprocessing, model definition,
training, and evaluation. Additionally, with strong GPU acceleration, Torch enables fast array
computation. Recently, in September 2020, this library became R. The torch for R ecosystem
includes torch, torchvision, torchaudio, and other extensions.

e TensorFlow
Like PyTorch, TensorFlow is also an open-source Python library for machine learning that the
Google Brain Team originally developed. It can be used to build deep learning models and has a
high focus on deep neural networks. In addition to a flexible ecosystem of tools, TensorFlow also
provides other libraries and has a widely popular community where developers can ask questions

Kommorspuu Hayku v texnonornn 1 2023  Computer Science and Technologies 88



and share. Although it is a Python library, in 2017, TensorFlow also introduced an R interface from
RStudio to the TensorFlow API.

e Data mining tools for data visualization
A data visualization is a graphical representation of the information extracted from the data

mining process. These tools allow users to have a visual understanding of data (trends, patterns, and
deviations) through graphs, charts, maps, and other visuals.

e Matplotlib
Matplotlib is an excellent data visualisation tool in Python. This library allows the use of

interactive figures and the creation of quality graphics (e.g., histograms, scatterplots, 3D graphics,
and image graphics) that can later be customised (styles, axis properties, font, etc.).
e ggplot2
ggplot2 is a data visualisation tool and one of the most popular R packages. This tool allows
users to modify components within a plot with a high level of abstraction. It also allows users to
build almost any type of graphics and improve graphics quality as well as aesthetics. [1] In addition,
Oracle Data Mining includes APIs for SQL, PL/SQL, R, and Java.

4. Analysis of software tools based on various characteristics

To compare the best data mining tools, we will present different data for tools such as
RapidMiner, WEKA, Orange, KNIME, and SAS. Users have been shown to use multiple programs
because data extraction tools have different strengths that can be combined with each other. Data
extraction tools are often compatible with each other. But even with just one good all-in-one tool,
you can do a lot as a beginner. [11]

With so many tools available, one of the most difficult tasks in the entire data mining process
is simply choosing the right tool for the user. Open-source tools are a good place to start, as they are
constantly updated. Data mining tools share many characteristics, but there are a few key
differences. Here are a few tabulated things to keep in mind when choosing the best data mining

tools. [12]
Table 1. Characteristics of 12 different software tools. [8] [9][10]

[9)] o 43 (3 = = ©
(C"_)g ® .E @ = §m§@ 3 . E-ZEE '% =
- » B 2 = 2| & | gl sl nws5s| 385 & o B
Characteristic S| @ S| Al S| <SE|BFE| 8| S| 8
=S o =) 2} < 5} NES| S5 = = e
24 o O L o )
Data mining x x v x v x x v v v v x
_ Data viilv] v |v]x]| x| « v v | vi|v|v
visualization
Fraud detection x x 4 x x x 4 v v v | v | x
Ma_nagement of x v v x x x x v v v v x
linked data
Machine learning | v v v v | v x x v v v | v |V
Predlct_lve v v v % x % v v v v | v | Vv
modeling
Semantic search x x x x 4 x x 4 x v | v x
Statistical v v v v | x x v v v vV v |V
analysis
Text mining x v v x x x x v v v v x
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Table 2. Average rating of 10 different software tools by at least 5 users, on a scale of 1 to 5. [8] [9][10]
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Ease of Use 40 |42 | 4.2 3.5 3.8 4.0 4.7 4.2 4.1 4.0
Data visualization 41 | 38| 45 3.2 4.8 4.1 4.3 4.7 4.5 5.0
Customer Service 45 |1 43| 45 3.8 4.4 4.2 4.6 4.9 4.4 4.4
Characteristics 41 143 | 40 3.4 4.5 4.1 4.9 4.5 4.2 4.8
Table 3. Compatibility of software tools with different operating systems. [8] [9][10]
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Windows
Desktop — Linux v x x v v x x x v x x x
Desktop —
x x x x v x x x x x x x
Chromebook
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Windows
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Linux
Mobile — Android x x x v x x x x x v x x
Mobile — iPhone x x x v x x x x x v x x
Mobile — iPad x x x v x x x x x v x x
Table 4. Different ways to connect to manufacturers software tools. [8] [9][10]
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Email/Help Desk v x | vV | vV |V x x x v v v |V
FAQs/Forum x x v v x x x x x x v v
Knowledge Base x x v v v x x x v x v v
Phone Support v x v x x x x x v v x v
24/7 (Live Rep) v x x x x x x x x v | v x
Chat x v v v v x x x v v v x
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Table 5. Different training methods for each application. [8] [9][10]
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In person x v x x v x x v v x v v
Live Online x v v v v x x v x v v v
Webinars x x v v x x x v v v v x
Documentation x x v 4 v x x v v v v v
Videos x x v v x x x x x v v x

5. Conclusion

In fact, in the beginning, the data was not so much, and there was no need for a database to
collect it. More and more data will be generated over time. In other words, in practical applications,
the growing amount of data is a problem to deal with. This article first briefly presents the state of
data mining research and then provides a detailed description of data warehousing and data mining
technology, including definitions, characteristics, and architecture. Second, this paper introduces the
design of an economic intelligent system, including the design environment and the specific
implementation process of the system. There are many methods of data mining, and this article
looks at various data mining software. In future work, one can imagine how to further optimise and
perform the software based on real work and apply the improved algorithms to the systems.

This article provides a detailed understanding of data mining, including its types and life
cycle. The need for data-mining tools is understood. You have also explored the most popular and
robust data mining tools. At the end of this article, some of the main advantages of data mining
tools are presented. Data mining uses complex data from a diverse set of data sources such as
databases, CRM, project management tools, streaming services, and marketing platforms. This can
be quite challenging. Before making the final decision on which data mining tool to use, the user
should delve into the business requirements. It should be well thought out only after finding
appropriate answers to all business inquiries and making a decision.
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APPLICATION OF MACHINE LEARNING METHODS FOR
SENTIMENT ANALYSIS ON EQUAL NUMBER NEGATIVE AND
POSITIVE USER COMMENTS IN BULGARIAN

Daniela Iv. Petrova

Abstract: In the author's prior research, two datasets containing Bulgarian comments were created,
comprising 18% negative and 82% positive user reviews. Various machine learning methods were
employed for sentiment analysis, including the introduction of a novel ensemble method named
att SVM+biLSTM+lex_RF, which demonstrated superior performance compared to other tested
methods. Despite the successes, discrepancies in final accuracy and a higher percentage of errors in
predicting negative comments were observed in the experiments on the two datasets. This prompted
the current paper, aiming to evaluate the outcomes of applying methods on datasets with an equal
distribution of negative and positive comments.

Keywords: opinion mining, sentiment analysis, text mining, text classification, Bulgarian language

1. Introduction

In the contemporary digital era, where daily life is intricately linked with technology and the
Internet, the abundance of web documents has grown significantly. Consequently, there is an
imperative need for techniques and methodologies to render these web documents comprehensible
to computers. Addressing this challenge are Natural Language Processing (NLP), and Sentiment
analysis, a component of NLP, which focuses on categorizing user reviews and comments into
positive or negative sentiments by discerning the opinions expressed in each sentence. [2]
Numerous tools, methodologies, and applications have been developed to extract sentiment from
texts in the English language. However, for less commonly used languages like Bulgarian, the
landscape is distinct. There are only a few readily available tools for preprocessing, minimal
datasets, and the research in this domain is still nascent, leaving ample room for improvement.[3][4]

The aforementioned factors motivated the author to initiate research in the realm of sentiment
analysis specifically focused on the Bulgarian language. In the initial phase, they created two
extensive datasets, each containing approximately 100,000 user comments in Bulgarian.
Additionally, they formulated a customized stop words list for the preprocessing purposes.

After the preprocessing of the data, the two datasets have been equalized in order to be able
correctly to compare and analyze the results. Table | shows the total count of the reviews in each
datasets as well as the count of the positive and negative user comments. As it also can be seen from
the figure, the negative comments are a lot less than the positive.[5]
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Fig. 1 Distribution of reviews per sentiment for Dataset 1 and 2
Table 1 Number of reviews in Dataset 1 and Dataset 2

User reviews Dataset 1 Dataset 2 \
Positive 63 714 63 714
Negative 14 357 14 357

Total 78 071 78 071

Subsequently, the author conducted experiments using prevalent machine learning algorithms
to determine the most effective approach for sentiment analysis in Bulgarian texts. These methods
included the Naive Bayes approach, Logistic regression, Support Vector Machines, Random Forest,
and Recurrent Neural Network methods. While the outcomes were satisfactory, they also prompted
further inquiries due to a notable accuracy discrepancy of approximately 5% in favor of Dataset 2
(refer to Table 2).

Building upon this quest for an optimal algorithm, they introduced an enhanced ensemble
algorithm, named att SVM+biLSTM+lex_RF. This approach combines two machine learning
techniques, Support Vector Machines (SVM) and Recurrent Neural Network (RNN), through a
stacking ensemble method, with Random Forest (RF) serving as the meta-classifier. To further
enhance predictive accuracy, an attention mechanism— a technique focusing on specific parts of
the input data—is implemented before applying SVM, and a lexicon-based approach is incorporated
within the RF classifier.[6]

Table 2 Summary of the previous results of the author

Classification method Dataset 1 Dataset 2
Tf-IDF without - . without - .
Bi-grams stemming eMMING | stemming emming

Naive Bayes 0,841 0,836 0,864 0,858
Logistic regression 0.899 0.901 0.940 0.940
Logistic regression 0,898 0,901 0,037 0,941
+attention mechanism

Support Vector Machine 0.894 0,898 0,933 0,937
SVM+ attention 0,899 0,901 0,939 0,940
mechanism

Random forest 0,861 0,872 0,900 0,908
LSTM 0,909 0,912 0,943 0,944
SVM + RF 0,904 0,903 0,943 0,942
SVM+LSTM 0,897 0,900 0,949 0,940
SVM+LSTM-+ attention 0,905 0,907 0,942 0,943
att SVM+biLSTM+lex RF 0.905 0.913 0.944 0,948
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The 4% difference observed in the two datasets prompted the authors to investigate the
variation in results within the datasets, focusing on the datasets rather than the employed
algorithms. This led to the implementation of complexity analysis using the Gunning Fog index
formula, adapted for the Bulgarian language. Initially, the number of words, sentences, and complex
words in each user review was counted. Subsequently, the Fog index (F) was computed for each
comment, and finally, an average index was calculated for each dataset. [1] Although the disparity
in results may not be substantial, following Boehm's classification, the outcomes fall into distinct
segments. Dataset 1, characterized by F values under 12, aligns with typical business document
readability. On the other hand, Dataset 2, exhibiting F values above 12, corresponds to a readability
level often associated with software documentation.[7]

Table 3 Number of complex words and sentences in the comments

Dataset 1 Dataset 2

Number of sentences above 20 22 0
Number of sentences between 10 - 20 732 51
Number of 1 sentences 43789 43 986
Number of complex words above 40 24 0
Number of complex words between 20 - 40 397 4
0 complex words 14 219 11720

In Table 3, it is evident that Dataset 1 contains comments with a higher number of sentences
compared to Dataset 2. Specifically, Dataset 1 comprises 754 user reviews with more than 10
sentences in each review, whereas Dataset 2 has only 51. In terms of complex words, Dataset 1
again takes the lead, featuring 421 comments with more than 20 complex words, while Dataset 2
has only 4.

Another distinction in the word composition of the two datasets is the length of comments
(refer to Table 3). In Dataset 2, the comments with the highest word count contain 84 words, while
in Dataset 1, there are 1065 comments exceeding 84 words, with some extending up to 370 words
in a user review.[7]

The bag of words in the two datasets varies significantly. Dataset 1 contains a notably higher
number of complex words compared to Dataset 2, and it also includes more extended comments.
This discrepancy could potentially explain why Dataset 1 yields a lower final accuracy when
various sentiment analysis methods are applied. Although the presence of numerous reviews with
just one sentence and zero complex words, along with the averaging of results, might not manifest a
significant difference in the Fog index between the two datasets, a more thorough examination of
their respective bags of words reveals the true distinction between them.

The inspiration behind this paper stems from the idea of merging the two datasets into one to
increase the volume of negative comments, achieve a balance between positive and negative
comments, and assess how this change will influence the accuracy of the above methods.

2. Application on various machine learning algorithms for sentiment analysis on equal
positive and negative comments in Bulgarian

For the objectives of this paper, we merged the two datasets and selected an equal number of
negative and positive comments. Consequently, a novel dataset (hereafter referred to as dataset 3)
was generated, comprising a total of 57 386 comments, evenly divided between 28 693 positive and
28 693 negative user reviews. The distribution of positive and negative comments is illustrated in
the figure 2.
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Fig. 2 Distribution of positive and negative comments

Figure 3 displays the prevalent words in dataset 3 after excluding stop words. This includes
individual words as well as word combinations such as 'very satisfied," ‘good," 'less," ‘good services,’
'very good,' 'super,’ 'hotel," and others. Figure 4 shows the most informative words according to the
applied attention mechanism. The word 'No' has the highest weight, followed by the words
‘recommend,’ 'hotel," and 'satisfied." Most of the words exhibiting the highest significance are also
among the most frequently used.

MHOT O 10BOJIHA
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“HAvamaue 10 P%

‘r':; ~asrs MANKQ | pecHT%p‘?»!!Ure.
nocTa, x0Tevna %W"L
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Fig. 3 Most common words in the dataset

He: 0.0021
npenopbuBam: 0.0015
xorena: 0.0013
nosoiana: 0.0012
ctpaxotHo: 0.0012
6naroaaps: 0.0010
xoren: 0.0010

He nososiHa: 0.0010
BKycHo: 0.0009
ctpaxotHa: 0.0009

Fig. 4 Most informative words after attention mechanism and their weights

To assess potential differences in the outcomes between the initial two datasets (as detailed
earlier) and the newly formed dataset 3 featuring an equal distribution of positive and negative
comments, the following tables depict the confusion matrices for all three datasets. Additionally, the
accuracy obtained from the evaluated methods is provided. The initial presentation focuses on
outcomes from commonly used methods, such as SVM and Logistic Regression, which can be seen
in Table 4.
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Table 4. Confusion matrix and Final accuracy with Tf-idf bigrams and stemmed data
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SVM and Logistic Regression yield comparable accuracy results across the three datasets. As
mentioned earlier, there is a 4% discrepancy in accuracy between dataset 1 and dataset 2, with
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dataset 1 achieving an accuracy of 90.37% and dataset 2 achieving 94.24%. The accuracy achieved
on dataset 3 is close to that of dataset 2 but slightly lower at 93.63%.

Examining the confusion matrices for the three datasets reveals notable distinctions. Dataset 1
exhibits a higher error rate of over 6% in incorrectly predicting negative comments as positive,
whereas for dataset 2, this rate is only 3.85%. Additionally, there is a contrast in wrongfully
predicting positive reviews as negative, with rates of 3.60% for dataset 1 and 2.14% for dataset 2.
These discrepancies contribute to the 4% difference in accuracy between the two datasets. Dataset
3, formed by merging datasets 1 and 2 with an equal distribution of positive and negative
comments, exhibits outcomes more akin to dataset 2. Notably, it records the lowest rate of
incorrectly predicted negative reviews as positive, standing at 3.08%. These findings reinforce the
notion underlying this evaluation: maintaining an equal balance between positive and negative
reviews, particularly by increasing the volume of negative reviews, leads to enhanced accuracy and
reduced percentages of misclassified comments.

As the subsequent phase of this project, the author's newly proposed sentiment analysis
method, named att SVM+biLSTM+lex_RF, was applied. This algorithm constitutes an ensemble
method amalgamating SVM and LSTM, incorporating the attention mechanism within the SVM
model, and employing a Random Forest meta-classifier. Additionally, it integrates a partial lexicon
method. To facilitate a comprehensive evaluation, the confusion matrixes for the three datasets are
provided once again.

Table 5 Application of att_SVM+biLSTM+lex_RF with Tf-idf bi-grams, stemmed data

Dataset 1 Dataset 2 Dataset 3

0.9092 0.9474 0.9445

Confusion Matrix (Random Forest) with Percentage of Mistakes Confusion Matrix (Random Forest) with Percentage of Mistakes Confusion Matrix (Random Forest) with Percentage of Mistakes

Table 5 reveals that the ultimate accuracy achieved across the three datasets using the
proposed att SVM+biLSTM+lex RF method surpasses the performance of the author's previously
examined methods. The enhancements, while modest in percentage, are notable. Additionally, it is
noteworthy that the misclassification rate of negative comments as positive is consistent between
dataset 2 and 3, and significantly lower than that observed in dataset 1. Similar patterns are
observed in the misclassification rate of positive reviews as negative.
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Fig. 5 Deviation of final accuracy with number of training comments

Figure 5 illustrates the variation in final accuracy concerning the number of training
examples. It is evident that beyond 25,000 reviews, the accuracy remains constant. All experiments
were conducted with a 70%-30% split between training and testing data, resulting in 40,170
instances in the training set and 17,217 instances in the testing set. This configuration provides
ample comments for both training and testing in the thus-created dataset 3.

The aforementioned experiments provide evidence supporting the assertion that supplying
machine learning methods with sufficiently large datasets containing equal proportions of positive
and negative comments enhances accuracy and reduces prediction errors.

3. Conclusion

This study merged two previously created datasets to form a balanced dataset 3, resulting in
improved accuracy in sentiment analysis. The att SVM+biLSTM+lex_RF method proposed by the
author outperformed previous approaches, demonstrating modest yet noteworthy enhancements.
Importantly, maintaining an equal balance between positive and negative reviews contributed to
superior accuracy and reduced misclassifications. These findings emphasize the significance of
providing machine learning models with large, balanced datasets for optimal performance.
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OLHEHKA HA PUCKA C ITPOT'HO3UPAHE HA
METEOPOJIOI'MYECKHU ITAPAMETPH

Toxop H. Tonoposn

Pe3tome: Crarusra npezacrassa codryepHa cuctema o npoekt ILIAD 3a TN (AspxaBHO mpentipusitre
[Mpucrannmiaa WHOPACTPYKTYpa), KOATO TOANOMAra JHMCICUYEPUTE OTHOCHO pEIleHHs 3a JIONMyCKaHe Ha
KOpaOuTe B MPUCTAHMITHUTE TepMUHAIH. J[aHHUTE ca OT Mpeka MeTeopoiorudecku cranmuu Ha JIIN ¢
nH(pOopMaIUs 32 CKOPOCT U TIOCOKA Ha BATHPA, TEMIIEpaTypa, HajsAraHe, BIaKHOCT, BUANMOCT. ChCTOH CE OT
CBhpPBBp 32 JaHHUTEC M KIHCHTCKa Tporpama 3a JucredepuTe Ha mnpuctanumiero. OIEHKAaTa Ha pHUCKA
MpENCTaBIsiBa MPOTHO3a Jalld Ie OBbJaT CHa3eHH METCOPOJIOTMYCCKUTE TNpaBuia Ha TPUCTAHUIIHUS
tepmuHan. [IpeacraBsr ce qBa MeTona 3a MPOrHO3MpPAHE HA METEOPOJIOTHUECKUTE MapaMeTPH: perpecuoHeH
aHam3 (aBTOpPETpecuy) M METO]T Ha CHHTYJISIPHUS CcTieKTpasieH aHaimu3 (SSA).

KirouoBu aAymMu: MporHo3upane, METEOPOJIOTHUECKH CTAHIIMK, CKOPOCT ¥ TMIOCOKa Ha BATHPA, TeMIIeparypa,
HaJIsIraHe, BIAYKHOCT, BUIMMOCT, BPEMEBH CEPHH, aBTOPETPECUU, CHHTYJISIPSH CIICKTPAJICH aHAJIU3,

Risk Assessment with Forecasting Meteorological Parameters
Todor N. Todorov

Abstract: The paper presents a software system developed under the project “Iliad” for BPI Co. (Bulgarian
Ports Infrastructure Company), which assists the dispatchers in making decisions on whether to admit ships
to the port terminals. It works with data from a network of meteorological stations of BPI with information
on: wind speed and direction, temperature, pressure, humidity, visibility. It consists of: a data server and a
client program for the port dispatchers. The risk assessment is a forecast of whether the rules of the port
terminal will be met. Two methods for forecasting the meteorological parameters are presented: regression
analysis (autoregressions) and singular spectral analysis (SSA).

Keywords: forecasting, meteorological stations, wind speed and direction, temperature, pressure, humidity,
visibility, time series, autoregressions, singular spectral analysis

1. YBox

[IpucranumHaTa JOTHCTHKA BKIIOYBA JEHHOCTH, CBBP3aHU C MPEBO3a, CKIAJAUPAHETO U
pasnpeeeHUeTo Ha CTOKM M TOBapu. ENHa OT OCHOBHMTE U 3aJjadyMl € J1a OCUTypu O€30macHO U
edeKTUBHO aKOCTHpaHe W OTIJIaBaHE HAa KopaOuTe B MpUCTaHUINETO. ToBa M3HCKBAa B3eMaHE Ha
pelieHus OT CTpaHa Ha AUCIIEYepUTe, KOUTO TPAOBA J1a OLICHAT PUCKA OT Bb3HUKBAHE HA MHITUACHTH
WM aBapuH, CBHP3aHU C METEOPOJOTUYHHUTE YCIOBHS, TEXHUYECKOTO CHCTOSHHUE Ha KOpaOuTe U
MpUCTaHUIITHATa UHPPACTPYKTypa. Pemenusra Ha AucniedepruTe UMaT 3HAYUTEITHO BIUSHHUE BBPXY
0e30MmacHOCTTa, €PEKTUBHOCTTA U PEHTAOMIHOCTTA HA MPUCTAHUIIIHATA JIOTUCTHKA.

3a moamomaraHe Ha paboTara Ha JUCIIEYEPUTE € HEOOXOAUM HEMPEKbCHAT aHAJIU3 B PEaTHO
BpEME Ha JaHHUTE, CBBP3aHU C METEOPOJIOTHYHUTE YCIOBHUSA, KOpPaOHUTE XapaKTEPUCTUKU U
MPUCTAHUIITHUTE TmpaBmwia. HeoOxomumu ca HAASKIHM TPOTHO3W 3a PA3BUTHETO HA
MeTeopoJioThdeckaTa OOCTaHOBKAa B CIICJBAIIMTE YacoOBE, 3a J1a MOXKE Jla C€ OILIGHH PHCKa OT
BB3HUKBAHE HA HEOIArOMPHUSTHU YCIOBHS. 3a IIeJITa C€ M3IMOJI3BAT METOAM C MAIIMHHOTO O0yYeHHE
3a aHaJIU3 ¥ MPOTHO3UPAHE.

[Ipe3 mocnegHUTE TOAWHU C€ HajlaraT CJICIHHUTE TPYNMH METOJU 3a MAlIUHHO OOYyYEeHHE TPH
MIPOTHO3UPAHETO HA BpEMEBH cepur: Upe3 aBToperpecuu, ype3 CIeKTPaJIeH aHalu3 Ha CUTHAJIUTE U
ype3 HEBPOHHU Mpexu. B mpuinoxkeHnata nauTeparypa ca IMOCOYCHH HW3CIICABAHUS, CBBP3aHU C
yrmotrpebaTta Ha Te3W METOAM, KaKTO M HsAKoW TexHu BapuaHtu [16]. C pasButHero Ha
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MIPOM3BOJIUTEIIHOCTTa HA KOMIIOThPHATA TEXHHUKA BCE MOBEYE CE HajaraT METOJU C M3IOJI3BaHE Ha
HEBPOHHU Mpexu [12].

B HacrosimaTta cratus € npenacraBeHa copryepra cucrema (¢dur. 1), pazpaboreHa mo mpoexT
ILIAD [1] 3a AN [3], koATO M3MOJ3Ba MAIIMHHO OOYYEHHE 3a YIpaBIICHHE HA PUCKA NpPU
aKOCTHpaHe U OTIUIaBaHE Ha Kopabute B Ppucranumie - Bapua. Cuctemara ce 6a3upa Ha JaHHU OT
Mpexka meteopoaorudecku cranuuu Ha 1M, kouTo ce u3noi3sar 3a NporHo3MpaHe Ha CUjlaTa Ha
BaATHpa. [Iporuosara ce cpaBHsiBa ¢ mpaBujiaTa Ha MPUCTAHUILETO, KOUTO OMPENEST JOMYCTUMUTE
IpaHUIM HAa METEOPOJOTHUECKUTE YCIOBHA 3a Oe3omacHM KopaOHU MaHeBpH. JIOKOJIKOTO
cucremara padOTH B pealiHO BpeMe, M3IMOI3BAaHUTE METOAM 3a MPOTHO3UPAHE Ca ONTHUMH3UPAHU
OTKBM MPOU3BOIUTEIHOCT U HAJECHKTHOCT.
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@ur. 1. [Ipunoxkenue 3a oreHKa Ha prcka 3a nucrniedepure Ha JITTTNA

2. N310xenue

2.1. CTtpykTypa Ha JaHHHUTE, HCOOXOAUMH 32 OLICHKA HA PHUCKA

IIpaBunara Ha npucrtanumero ce onpenenar or PASIIOPEXIAHE Ne 1 - USMCKBAHUA
3A OCHUI'YPSIBAHE BE3OITACHOCTTA HA KOPABOIUVIABAHETO B PAMOHA HA
OTIOBOPHOCT HA AUPEKLIUA ,MOPCKA AIMUHUCTPALINA — BAPHA” [2]. Te 3acsrar
MHOTO AacCleKTH Ha KOpaOHUTE XapaKTEpPUCTUKH, KOUTO IOJUIeKAaT Ha JUPEKTEH KOHTPOJ OT
CIIy’)KUTENTM Ha MOpcka aiAMHUHHUCTparus. KirouoB MOMEHT € oOleHKara 3a 0e30MacHOCT Ha
MaHEBpUTE OT JACKYpHHUs aucnedep Ha ,llumorcka crannums - Bapmra“ (Yact II., Touka 10.2),
CIIPSIMO TEKYIlaTa METEOPOJIOrHuecka 0OCTaHOBKA M MO-CIIEIUAIIHO - choOpa3sBaHe ¢ [Ipunoxenue
Nel xbM T1.30: ,,XuapOMETEOPOTOTUYHN OTPAHUYEHUS [TPU U3BBPIIBAHE HA MAHEBPH B IIPUCTAHUIIE
Bapna“.
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B TO3u cMHCBHI OIleHKara Ha PHCKa IMPEICTaBIIsABa OIEHKA OKOJKO METEOPOIOTHYECKHUTE
yCIIOBUsI (CKOPOCT Ha BATHpPa) B HACTOSIIUS MOMEHT M 3a BPEMETO, HEOOXOAMMO Ha Kopab ma
aKOCTHPa/OTIUIaBa B IPUCTAHUIIHKS TePMUHAT (10 2-3 Yaca), OTTOBapAT HAa U3MCKBAHMSITA.

§ Zones/Areas/Stations/Rules

OXd -2
#Dock:Areal

HDock:Areall |
#Dock:Areal2

HDock:Areald

: Name: Areall

| Dock v Area v 03-

| Zone: p@ a
[N:43°11.745' E:27°46.074N:43°11.439" E:27°45.700"N
:43°11.422 E:27°46.184"N:43°11.630' E:27°46.3501]

| Description  Stations Rules

T | vessel meteo

| X | -al- WindSpeed < 15
not Loaded WindSpeed < 12
LOA > 200 or Beam > 30 or Draft > 11 WindSpeed < 10

15: Post 3 .
Vessel criteria Meteo Conditions Wind: 4.50m/s, max: 4.50m/s
LOA > 200 or WindSpeed < 10 WindDirection: 336

Beam > 30 or Visibility: 20000m

Draft > 11 AirTemperature: -4.6°C
AirHumidity: 67%

AirPressure: 1023hPa

N:43°11.467', E:27°45.488"

®ur. 2. HaCTpOfIKa Ha rpaBuiaTa 3a IPUCTAHUIIHU TCPMUHAIN

Ha ¢urypa 2 ca noka3anu BbBeeHuTe npasuia 3a repmuHan TEL] E3eposo:

- 3a kopadbu c: LOA (=length overall — o6ma nbmxuna) Hax 200 merpa (LOA > 200) win
Beam (maii-ronmsima mmmpuna) Haa 30 metpa (Beam > 30) wnu Draft/Taszene nax 11 merpa
(Draft > 11) makcuManHO JONMyCTHMaTa CKOPOCT Ha BAThbpa 3a MaHeBpu € moj 10m/c
(WindSpeed < 10)

-3a KopaOu, KOMTO HE€ WH3IIBJIHABAT TOPHOTO YcJoBHE, HO ca 0e3 ToBap (c Oamacr),
MaKCHUMAJIHO JOIyCTHMaTa CKOPOCT Ha BsAThpa 3a MaHeBpH e noja 12m/c (WindSpeed <
12)

- 32 OCTaHAJIUTE KOpaOu (HaTOBApEeHU U MO/ apaMeTpUTe OT I'bPBOTO YCIOBUE), MAKCUMAIHO
J0MyCTUMAaTa CKOPOCT Ha BAThpa 3a ManeBpH ¢ moxa 15m/c (WindSpeed < 15)

[Ipu BBBe)kmaHe Ha uacHTH(UKanMoHeH Homep Ha kopa® IMO (International Maritime
Organization) wmu MMSI (Maritime Mobile Service Identity), To mpe3 AIS (Automatic
Identification System), mocremua mpe3 VTS(Vessel Traffic Services), ce momyuaBat
XapakTepuCTUKUTE My. Te ce aHamu3upaT CHOpsAMO 3aJaJeHUTE MpaBHUia Ha MPUCTAHUIIHUA
TEPMHUHAI ¥ TIPOTHO3UTE 32 METEOPOIOTHYecka 00CTaHOBKA.

2.2. BXxoaHu 1aHHHU OT METECOPOJIOTHYECCKHU CTAHIUM

3a BXOJIHA CHUTHAJIM C€ M3MOJI3BAT JaHHHU OT Mpeka MeTreoposiornuecku craniuu Ha JIITIH,
KOUTO TPEHUpAT MOJie], Ha 0a3ara Ha KOHTO ce MPOrHO3HPAT CUTHAIHNTE B CIEABAIINTE YacOBE U Ce
OIICHSIBA CHOTBETCTBMETO WM C TIpaBWjaTa Ha TMPUCTAHUIIHUS TepMHHAIL. Mpexara
METEOPOJIOTUYECKU CTAHIIMU TpenaBa MH(OpMAIUS 32 CKOPOCT Ha BATHpPA, MOCOKA Ha BATHpA
(amemMoMeTpHYHA — T.€. MMOCOKA, OT KOATO JyXa), TeMIIeparypa, HaJAraHe, BIaXXHOCT, BHIMMOCT.
Besika cranums npenaBa mpe3 okono 20 cexkynau. Ilocokara Ha BSATbpa € BaXKeH CHUTHAJ, HO
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JIOKOJIKOTO € BIJIOBa CTOMHOCT (B Cllydas — B TpaaycH), T uMa IukiIndHocT 360° = 0° u ryom
CBOSITa MHEPTHOCT OKOJIO T€3U CTOWHOCTH. ToBa € mokazaHo Ha durypa 3.

1!_!_'_1:RK‘U’arna, WindDirection - 6,1.2024 r. 17:00:00 - 6.1.2024 r. 18:00:00 (171) — O X E
from:[17.00:00 12| | | Station: 1: RK Vama ~ | U Fitered/interval b time )
to: 18:00:00 ||| | Signal: WindDirection ~ [o0100 2] | Quev 6.12024r. 173350 &1
—— — £1.2024r 17:34:11 351
[]  roemsow2023  [T-] mexewepu2023 [ ]-]  swyapn202¢  []-] oespyapn2024  [] gyop0ar 172232 0
. 61.2024r 17:34:53 340
WA 1 2 3 4 5 123 1.2 3 45 7 T2 3 4 | ey o00ar 173514 3
E 7 2 910112 45 & 7 8 910 8[9]10MN121314 & E 7 8 9 10 11 6124 173535 337
13 14 15 16 17 18 19 11 12 13 14 15 16 17 15 16 17 18 19 20 21 12 13 14 165 16 1718 00, "0 0 oo
0212223242526 1319202122324 228BMBXHB 190N 2R8M8 0 o
27 28 29 30 2502 27 2 02930 3 29 30 3 BT 2 3 o .
61.2024r 173638 333
~ None = - < 61.2024r 173659 327
20 “4 6.1.2024r. 173720 331
280 612024r 173741 332
. 612024r 173802 346
- 61.2024r.17:38:23 7
] £12024r 17:38:44 341
61.2024r.17:39:05 356
L 6.1.2024r. 17:39:26 11
| Bl 612024, 17:39:47 309
| 4D” 612024r 174008 49
ST T F § § & § ¥ ¥ §ome s
o= ™~ ™~ ™~ r~ r~ ™~ r~ r~ ™~ fux] R . L
LT — — — - - — - - - T o1 nnas 474144 qE

@ur. 3. [IpumMep 32 HEMHEPTHOCT Ha TAHHUTE 33 IOCOKA Ha BATHpa oKoJo cToiHoct 0°,360°

3aTroBa mocokara Ha BATbpPAa U CKOPOCTTA HaA BATbpa MOrar Jaa 6’LI[3.T 3aMCCTCHU C BEKTOPHH
CTOMHOCTH - CCBCPHA u HN3TOYHA KOMIIOHCHTH Ha CKOpOCTTa Ha BATHpA.

WindNorth=>WindSpeed*cos(WindDirection), WindEast=> WindSpeed*sin(WindDirection)
2.3. Meroam 3a NpOrHo3upaHe Ha MeTEOPOJIOTHYCCKUTE YCJIOBHS:

3a na Obae M3roTBEHA MPOTHO3a 32 METEOPOJIOIMYECKUTE MapaMeTpu B CIIEIBAIUTE YacOBE
(3a eBeHTyaJlHa MaHEBpa Ha Kopaba), ce M3MOJI3BAaT METOJM 3a MalMHHO oOydeHnune. Ha Ga3ara Ha
CBhIIECTBYBAILIUTE HATPYIAHH METEOPOJIOTHUECKH JAHHU C€ U3TOTBS MOJIEN, KOMTO ce mpujara KbM
TEKyIIMsT BpeMEBH MOMEHT U ce u3roTBi mnporHosa (Timeseries Forecasting). M3non3Banute
METOH/MOJIEIIH 32 MPOTHO3UPAHE Ca YTBBPICHUAT PETPECUOHEH aHATTN3 (aBTOPErPECHH) M METOIBT
Ha CHHTYJISIpHUS crieKTpasieH aHaiu3 (SSA).

2.4. PerpecMOHHO NNPOTrHO3MPaHe

PerpecnoHHOTO mpoOrHo3upaHe wu3ciaeaBa BPB3KUTE MEKJIY HACTOSALIUTE U HU3MUHAINATE
CTOMHOCTH Ha CUTHAJIA, KOWTO C€ MPOTHO3UPA, KAKTO M MEXIY HErO U IPYTH CBhP3aHU CUTHAIH. 3a
Jla ce OTpa3h CE30HHOCTTA, T.C. 3aBUCHUMOCTTA HAa METEOPOJIOTMYECKUTE CUTHAIM OT BPEMETO B
JICHOHOIIIMETO M CE30HUTE, ce J100aBSIT BpPEMEBH CEPUU — CHHYCOMIM 3a BPEMETO Ha JACHS U
roJMHaTa.

durypa 4 WIOCTpUpa NPUIOKEHUETO 3a aHAIU3 HA BXOJHUTE ITAHHH, KOETO HWHTErpupa
nakerute Microsoft ML.Net, TensorFlow, Keras. To ocurypsiBa MeTonu 3a aHanu3, GuUiITpupaHe,
HOpMasu3alus, WHTEPHOJIAlMs U JPYTH ONepalMyd BbPXYy BXOAHWUTE cepud. M3mon3Ba ce 3a
TE€CTBaHE, BAIMAALMs U OLICHIBAHE HA MOJICIIUTE, KAKTO U 3a ONTUMU3AalMs HA TEXHUTE NTapaMEeTpH.
JlaBa BB3MOXKHOCT 3a T'bBKABO M3ITBJIHCHHE HA TECTOBH CIIEHAPHUH C Pa3HOOOPa3HU XapaKTEPUCTUKH
Ha TPEHHPOBBUHUTE cepuu. [IpHIIOKEeHHETO U3IMOoN3Ba AUPEKTHU COPTYepHHU METOJIU, KOUTO
OCHUTYpSIBAT BUCOKA MPOU3BOIUTEITHOCT MPHU CH3]aBAHETO/TPEHUPAHETO HA MOJICIIH.
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o ML Modeling - O X
Predict/Forecast/Label/Score Data Prediction

1: RK Varna WindSpeed

01.01.202400:00 [5i[or:00 |5

| Training Period <
% time TWind... 1.Wind.. 1Wind.. 1Wind.. 1Wind.. 1Wind. 1Wi RSquared
18 2024-01-0100:25 1.186 1.186 1.186 1.186 1.186 0.829 0 Bias 0132440
v Series type .. 19 2024-01-0100:30 118 118 118 1185 118 1186 o || 2 \Weights Singlef] Arra
B [ Windspeed | 12 1120 2008-01-01 0035 1,126 1.186 1.186 1,186 1.186 1186 1 MeanAbsoluteError 0.1
B L windtast 2 2 2024-01-010040 1786 1186 1186 1186 1186 1186 1 fieanianar= oy
Hinctes 2 202401010045 1486 1186 1186 1186 1136 1186 1 RootheanSquaredt
8 | 1. WindNorth | 12 23 2024-01-0100:50 1,186 1,186 1.186 1,186 1.186 1186 1 LossFunction
B |5.WindEast 12 24 2024-01-0100:55 1,186 1,186 1.186 1,186 1.186 1186 1| || MeanSquaredError
25 2024-01-01 01:00 1.186 1.186 1.186 1.186 1.186 1.186 1 Gets the squared loss of the model, defined as
Settings ModelOls L1 = 1/m * SUM{i = T.m}{{Yi - ¥'i)"2),
—_ m is the number of instances in the test set, ...
RSquared
| RSquaredAdjusted Series 1.6
| Bias 0.132440 [ 10.WindNorth-11 | 14
i » Weights Single[] Array [ 10.WindNorth-12 1.2
i » StandardErrors Double[] Array (] DaySin 1 |
I » TValues Double[] Array I;I DayCos 08| Time: 1.1.2024
[|> Puelues Double]] Array (@] vearcos | i Label: 1.1
| RSquaredCalculated B Label 04 Score: 1,161
| MeanAbsoluteError B Score D.2 :
! MeanSquaredError B Real || = = = =1 = = = o
i MeanSquaredtr 0.6 = Z B 3 g z g = g
i RootMeanSquaredEr 0.6 & <] & & § = = =4 =
| [ RSquaredCalculated & & s s = 5 5 S S

Gets the R-squared value of the model, which is
also known as the coefficient of determination.
| R-Squared closer to 1 indicates a better fitted ...

lf”v Jfe Train a Model

302 series * 105408 rows filtered and prepared in 2379ms.

Converted to ML IDataView in 374ms.

Model Microsoft.ML.Data.RegressionPredictionTransformer 1 [Microsoft. ML Trainers. OlsModelParameters] created in 374ms.
Model Microsoft.ML.Data.RearessionPredictionTransformer 1IMicrosoft. ML Trainers. OlsModelParameters] transforms trainino data in Oms. |

®@ur. 4. OLS perpecnoHeH Mojien + mpecKa3Bane ¢ TaHHH 3a 1 ronnHa

durypa 4 1eMOHCTpHpa reHepupaHeTo Ha perpecuonen mozen (tun Ordinary least-squares),
0asupan Ha nanau ot 302 cepuu no 105409 croitHocTH (32 1 roauHa, pe3 5 MuHyTH). MoIebT ce
TpeHupa (U3YHCISBAT CE PErpPECHOHHHUTE KOePHIMEHTH) 3a 374 MWIMCEKYHIU Ha CTaHIapTHA
KOMITIOTBhPHA cHcTeMa. ToBa OCHUTYpsiBa Bb3MOXKHOCT 32 TPEHUPAHE Ha MOJICITUTE B PEaTHO BPEME.

2.5. [Iporuo3upane 4pe3 CMHIYJIIPpeH ClleKTpaJieH aHaau3 (SSA)

CuHrynspHusar cnektpajieH aHanu3 (SSA) ce C¢bCTOM OT JBE€ CTBIKHM: IBPBO, H3BIMYA
NepruoIMYHaTa KOMIIOHEHTa Ha BpeMeBus pell upe3 bep3o npeobpazyBanue Ha Oypue (FFT — Fast
Fourier Transformation) u wu3umcnsBa cnekTpannus octaTbk (Spectral Residual - SR), koiito
0Tpa3siBa aHOMAJIMUTE; BTOPO, M3MOJI3Ba OCTaThYHATa KOMIIOHEHTA 3a MPOrHO3UpaHe Ha ObJEIINUTE
CTOMHOCTH Ha BPEMEBHS pel M 3a HM3UYHMCIIBAHE HAa BEPOATHOCTTA 3a aHOMAJMs. 3aToBa HE ce
M3HCKBA IPEBApUTENIHO 3aJ]aBaHe Ha MOJIEJN 3a TPEHAa WM NePUOJIUYHOCTTA Ha BXOHATA CEpHsl.

[Tpumep 3a SSA mojen 3a mpeacka3BaHe Ha CKOPOCT Ha BATHpa € MoKa3aH Ha (urypa S.
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[£¢ WindSpeed 44065 records

[l Horizon b time WindS... Predict.. predict:275pt.(22:50:00) in 7440 ms.
- last stDev:2.601 -> predicted
IsAdaptive False 43782 23-12-3000:30:00 5900 tDewi 1436
DiscountFac 1 43783 23-12-3000:35:00 5400 RSquared=-2.0826
RankSelectit Exact 43784 23-12-30 00:40:00 5.700 LossFunction=2.0622

MeanAbsoluteError=1,1043

7 _12- :45:
Rank 43785 23-12-30 00:45:00 5.600 MeanSquaredError=2.0622

MaxRank 43786 23-12-300050:00 4300 RootMeanSquaredError=1.4360
ShouldStabi True 43787 23-12-300055:00  5.400 train:43790pt.(152.01:10:00) ->
ShouldMzin False 43788 23-12-30 01:00:00 6.000 predict:275pt.(22:50:00) in 7508 ms.
MaxGrowth none 43789 23-12-3001:05:00 5500 Li;‘;:gi‘;é‘ﬁm = i
| Confidencel 0.95 RSquared=-2.0826
VariableHori False 43791 23-12-3000:1500 5900 5620 LossFunction=2.0622
43702 23-12-3001:20:00 5400 5228 e et LRI
Serieslength a7 239230012500 5000 sama | eersquaredEror=20622

The length of seres thats keptin || yres 231230013000 sdg0  ass | | oo eonoaueredtror=14360
buffer for modeling (parameter N).

43795 23-12-30 01:35:00 4300 4574

32 000|
28.000(
24.000|
20.000(
16.000|
12.000(

8.000]
0.000]

®@ur. 5. [Tpumep 3a SSA Mojen 3a peJicKka3BaHe Ha CKOPOCT Ha BAThPa

3. EkciepyMeHTH M pe3yaTaTH

Ta6auna 1. ExcnepumenTanuu pesynratu 3a uscieasanure meroau - OLS, SCDA u L-BFGS

OLS SCDA L-BFGS
gen./ms 374 318 367
RSqr/CD 0.9099 0.8866 0.7464
Bias 0.1324 0.1626 0.4701

Mopen
MAE 0.4642 0.5016 0.6999
MSE 0.4365 0.5491 1.2283
RMSE 0.6607 0.741 1.1083
RSqr/CD 0.2533 0.4098 -44.5578
[Ipencka3Bane -

Bias 0.1324 0.2549 0.4701

Wscnensanu ca 3 Buma perpecun: Ordinary least-squares (OLS) regression, Stochastic Dual
Coordinate Ascent (SDCA) regression — (IBO#CTBEH MOAXOJ M CTOXACTHYHA ONTHMH3ALIHS),
Limited Memory Broyden-Fletcher-Goldfarb-Shanno (L-BFGS) Poisson regression ¢ eaHakBu
JAHHU 3a CKOpPOCT Ha BATHpa 3a | roxmHa (2023r) m mporHosupaHe Ha mbpBHs Yac oT 2024.
(®Purypa 4 nmokasBa MPHUIOKEHUETO. )

B Tabnuma. 1 e mokasano, ye Root Mean Square Error (RMSE) e ¢ Haii-masika CTOWHOCT MpH
OLS perpecusita. OLS mMonenbT aBa U Hall-HaJEKIHU U KOHCUCTEHTHH PE3YJITAaTH 32 Pa3indHUTe
CUTHAJIU, JIOKAIIUU U BPEMEBH WHTEPBAIIH.

4, 3akroueHue
MeToabT 3a MPOTHO3MPAHE HAa BPEMEBU CHTHAIH Ype3 PErpPEeCHOHEH aHaN3/aBTOPErpecuu €

MOAXOJ41II OT IJICAHA TOYKA Ha U3IOJ3BAHCTO HAa 3aBUCUMOCTHUTC MCXKIAY PA3JIMYHUTE CCPUUN JaHHU.
Or Apyra CTpaHa YBCIMYAaBAHCTO Ha CTCIICHTA HAa aBTOPCTPCCUBHOCT (I/I3HOH3BaHe Ha JaHHU IIO0-
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Ha3aJ BbB BPEMETO), yBelH4YaBa HEOOXOIMMHUTE HM3YHCIUTEIHU pecypch. SSA (CHHTYISPHHAT
CIIEKTpaJIeH aHajJM3) OT CBOS CTpaHa BOJAW J0 MOEI, MHOTO HO-ITBJIHO OTpa3siBal] UCTOPHSTA Ha
JVMHAMUKaTa Ha JAaHHUTE (aHaJIU3 Ha CIEKThbpa Ha curHainure). HeroBoro orpaHuueHue e, de
paboTu BBpXY elHa BpeMeBa cepus (eIMH CUTHal).

W3non3BaHuTe METOIU BOJAT 0 TOJIsIMAa CKOPOCT Ha F€HEpUpaHe Ha MPOrHO3HU pe3yJTaTu.
ToBa e HeoOxoauMo npu paboTta B peanHo Bpeme. Ho B oTaenHu ciyuan Morar Ja AoBenar 10
HETOYHM MPOTHO3U. 3aroBa cClleABalllaTa CThIKA € Ja Ce U3I0J3Ba HEBPOHHA Mpexa 3a
IIPOrHO3MpaHe, KOATO J1a KOMOMHHMpa aHajau3a Ha MHOTO B3aMMO3aBUCHUMM BXOJHM JAaHHU U Ja
Ch3/1aJie O-II'bJIEH MO/IEN Ha IaHHUTE, 0a3upaH Ha TAXHATa AUHAMUKA.
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ABTOMATU3ALIMA HA ITPOINECA HA OCHETOBOIABAHE HA
BAHKOBUTE OHIEPALIMM B ITPEAIIPUATUATA

Wsan JI. UrseB

Pe3ome: B cratusTa ce mpejcTaBs MeTO]] 32 aBTOMAaTH3MpaHe Ha Mpolleca Ha OCUETOBOJIIBAHE HA BCHUYKU
0aHKOBM IUIANIaHUs, OTPA3CHU B CIPABKHUTE, MPEAOCTABIHM OT OaHKUTE. METOOBT € pa3lIUpeHue u
JOMBbITHCHHE Ha (DYKIMOHATHOCTTa HA METOJ[ 32 aBTOMATH3als Ha IUTANIAHUSATA Ha JIOCTABYHMIIH,
npeactaBeH B mpeaxomna cratus [1]. IlpeacraBermsaT MeTon oOXBamia BCHYKA W3BECTHH OaHKOBH
IUIalaHus, KaTo JISCHO MOXKe Ja C€ ajanThpa KbM HOBH BHJIOBE, HEW3IOJ3BaHU Jocera. MeTtoasT e
MPWIOKUM KbM BCEKH CUETOBOACH COPTyep, KOWTO MMa (YHKIIMOHAIHOCT 3a MMIIOPTUpaHe Ha ¢ailr ¢
naHHW, QopMaTHpaHM TO OmpejeNieH cTaHiapT. [Ipeamara ce amroputhM 3a paborta mpu codryepHara
peanu3ius Ha METOJa, KOWTO MUHHMH3HMpA H3IO0J3BAaHETO Ha YOBCIIKA PECYpCH MpH OTpa3sBaHE Ha
0aHKOBHTE TUIAIIAHUS B CYCTOBOJHUTE CUCTCMHU Ha MPEATPHUATHATA.

KirouoBu nymMu:aBToMaTH3alys, Miamanus, copTyep

AUTOMATION OF THE BANKING PAYMENT PROCESS IN COMPANIES
Ivan L. Ignev

Abstract: The article presents a method for automating the accounting process of all bank payments
reflected in the statements provided by the banks. The method is an extension and addition to the
functionality of a method for automating supplier payments presented in a previous article [1]. The presented
method covers all known bank payments and can easily be adapted to new types not used before. The
method is applicable to any accounting software that has the functionality to import a data file formatted
according to a certain standard. An algorithm for work in the software implementation of the method is
proposed, which minimizes the use of human resources when reflecting bank payments in the accounting
systems of enterprises.

Keywords: automation, payments, software

1. BLBenenue

WNHpopMalMOHHUTE TEXHOJOIMM YCHEIIHO C€ M3IMOJI3BAT B CUETOBOJHATA OTYETHOCT KaTo
OCUTYpSIBAaT CKOPOCT M KauecTBO Ha HHpopmanusTa, HeoOXoauma 3a YIpaBICHHETO Ha
OpeanpusATHATa. BBIpeKku HalMyueTo Ha ToJIsIMO pa3HooOpa3ue oOT CO(TYyepHHM pEeLIeHHUS,
npeoOiasaBaiiaTa 4acT OT (UPMHTE, NMPU CUETOBOJHOTO OTpa3siBaHE Ha OaHKOBM IIIAIlAHMS,
U3I0JI3BAT PHhYHO BHBEXJAHE Ha JaHHU OT KBaJIM(UIMpPAH CUeTOBOAMTEN. BbBexkIaHaTa mo To3u
HaYMH HHQOpMAIMA 3a MapUYHUTE NOTOLUU € OaBeH M TPYJO0eMbK MpOLEeC, KOMNTO 3aBUCH OT
KBaJIM(HUKAIMATA U UHAUBUIYATHUTE CIIOCOOHOCTH Ha CYETOBOIUTEIIS.

Ot apyra crpaHa uHpOpMaIMATa 32 MAPUUYHUTE MOTOLM € HeoOXOaUMO /1a 0b/ie BH3MOKHO
Hail-Obp30 M KOPEKTHO BBBEXKIAHA U aKTyalM3HMpaHa, 3a Aa ObJie CBOEBPEMEHHO H3IOJI3BaHA MpPU
B3€MAHETO Ha YIPABIECHCKH PEIICHUS.

B mpenxonnara cratus [1], kosro e (okycupaHa BBpXY aBTOMATH3AlMATa Ha OAHKOBHTE
IUTALaHUs Ha JIOCTaBYMIIM, € HalpaBeH 0030p M CPaBHHUTEJICH aHAIW3 Ha (DYHKIIMOHAIHOCTHUTE 3a
aBTOMATH3MpaHe Ha IJAIllaHuATa, MpeUlaraHd OT MOMyJspHU codTyepHH mpoayktu. Ilak Tam e
MIPEJCTaBEH METOA U copTyep 3a aBTOMATH3ALMs Ha Mpolleca Ha IJIalllaHe Ha TIOCTaBYMIIM, C KOUTO
ce pellaBa MHUPOK HA0Op OT 3a]aui, BKJIIFOYMTEIHO U OCYETOBOSBAHETO HA OAHKOBUTE ONEpAlLUH.
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B nacrosimara cratus Ha GOKyC € U3JI0KEHHETO BbpPXY MPOOJIeMUTe, CBbP3aHU C aBTOMATHU3ALUA
Ha OCYETOBO/SIBAHETO HA BCUYKU OAHKOBH OIEpAIHH.

AHanu3 Ha mpoiieca Ha CUETOBOJHO OTpa3sBaHe Ha OAHKOBUTE OINEpalUMU U MPOOIeMUTe Mpu
aBTOMAaTH3MpPAHETO My € mpejacTaBeH B Tabnuma 1. AHamu3upaHu ca mpeularaHuTe Ha masapa
copTyepHHU pelieHus 3a aBTOMAaTU3HpaHe Ha MJIallaHusTa.

Ta6mmua 1. CpaBHuTenHa Tabmnia Ha (QYHKIHOHATHOCTUTE 3a HMMIIOPT Ha OAaHKOBH W3BIICYCHHSA,
Mpenjiaraly OT MOMYJISIPHA CO(PTyepHU MPOIYKTH (M3BaIKa)

CrolHOCT Ha
DYHKIIMOHAHOCT 32 aBTOMATH3allMs Ha IJIallaHusTa WHBECTULIMATA B
€BPO
= = §
S a =
= o o T
: 22 | 22| 5 | §| g S| g | 2
g E ad| 2 g = E X g
: 52 | g8 & | @ T £ &
% 0&:) é ) = % = é 5 E E ) 15) § =
3 = | gl 2E | SE| 25| S & = | £ | g
& < = S| 3 = SO | =7 < ) 2 8 = i
Q g == 0 E ¥ o, = = < o
% E ; = = B El 2% 2 0 > S o) © g S
< = T Q. m <3 <
O S S| 5| 2Bzl 25| SE| 2| 8| & | E| 3
= §| ox&g| 58| = S B 3 g =4 T
= = m 28 o o = e < s 5 ) o
< 2 o &gl ©E = 5 = © = = = =
= = oo S s o < ~ = s g
5 = S < == 2 3 T T @) T = =
2 S =IAc) 0 = g 0 < = 5 3 g
g 52 S35 35| g2| % S z | &
= O = = ) = = <
g 8¢ | £2| § B | 2 z = | =
3 O & o5 = 2 = = S s
= S E & o = 5
Codryep 3a
. aBTOMAaTH-
Controlis
21 Y| supamena | HE |HE| HE | HE | HE | IA | A | JA 468
CYETOBOIHA
Ta IEWHOCT
CueToBo-
McMaster [3] IIeH JA | JA HE JA JA | JA | JA | HE | 300 | 100
codryep
CueToBO-
byimapOduc
Y [i)] ¢ JIeH JA | HE HE HE JA | HE | A | HE 230
codryep
ITnroc munyc ERP
y HE | HE HE A HE | JA | A | HE 120
[5] cucrema

Camo vetupu coTyepHHU MPOaYyKTa OT pasrienanute [1] mpeanarar Bb3MOKHOCT 3a UMIIOPT
Ha O6aHkoBu m3BnedeHus. Ot 1ax camo Controlisy e copryep, KoiTo mpezyiara (pyHKIMOHATHOCT
HE3aBHCHMO OT MHCTAJIMpaHUs Bede CUETOBOJAEH codTyep. Beska eqHa oT oCcTaHAIUTE MO3UIMU B
CIHCHKA TMPEJICTAaBIIABA CUETOBOJIEH COPTyep, KOHTO OCUTypsiBa (DYHKIIMOHAIHOCT CaMO Ha Te3H,
KOHUTO €a I'0 3aKyIIIN U TO U3I0JI3BaT KaTO OCHOBEH CUETOBOJIEH codTyep.

B nacrosimata cratusi € NMpeACTaBeH METOJl 3a aBTOMATHU3MPAHO BBBEXJaHE Ha OAHKOBU
orepaly B CYeTOBOJAHA 0a3za OT JaHHM C MHUHHMAJHO YOBEIIKO ydyacThe. MeToIbT € MPUIIOKUM
KBM BCEKU CUETOBOJIEH copTyep, KOMTO MMa (PyHKIIMOHATHOCT 32 UMIIOPTHpaHe Ha (aiiil ¢ JaHHH,
dbopMaTupaHu Mo ompeneneH crangapT. HacrosimoTo u3cienBaHe MpeacTaBisiBa JOMBIHEHHE U
paslMpeHre Ha pa3paboTKHWTEe, ONKMCaHK B mpeaxomHa crarus [l], B ciegHus cMmuchI -
OCBIIECTBSIBA aBTOMAaTH3allMs Ha CYETOBOJHOTO OTpa3siBaHE Ha BCUYKH OAHKOBU OIEpaliH,
OTpa3eHH B OAHKOBUTE U3BIICUEHUS.
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2. OcyeToBOAsSIBaAHE HA OAHKOBH ONePaAlUH
2.1.AHa/113 Ha poleca HA 0CYETOBOASIBAHEe HA 0AHKOBH ONepanuu.

[TnarexxHUTE OMEpanuu, U3BBPIIBAHK MTOCPEIACTBOM OaHKH, Ca €XKEIHEBHE U HEOOXOIUMOCT.
B kpas Ha Bceku Mecel] OaHKHTE MPEIOCTABIT HA CBOUTE KIMEHTH W3BIICUCHHE 3a IUIATEHUTE U
MOJIYYEHUTE CYMHU TIpe3 Mecella MO BCsSKa eHa 0aHKOBa CMETKA, KOUTO 3a KPaTKOCT TO-I0Jy B
TEeKCTa IIe Hapuuyame OaHKOBHM onepauud. l3BinedeHuero mpeacraBisiBa Omuc Ha OaHKOBHUTE
oTiepaIi ChC CICAHMS MUHUMYM JaHHH 32 BCSKa OTACIHA Omepalus: naTta (BaJbop), OMHCAHUE,
BaJyTa, MOJy4YyeHa cyMa WM MpEeBeAeHa Cyma, JaHHU 3a KOHTpareHrta, APyrd AaHHU IO MpeleHKa
Ha OaHKara.

B macoBus ciyuail u3BI€YEHHETO Ce MpeocTaBs OT oOciyXBaliara OaHKa Ha TUTYJspa Ha
CMETKaTra Mo eIWH CIEJHUTE HAa4MHU: (a) KaTo pasledyaTaH XapTHEH NOKyMeHT; (0) xaro ¢aiin B
nonyssipeH gopmar (pdf, txt, xIs, doc), uznpareHn mo enekTpoHHa mouia; (B) Kato (aitsl, reHepupaH
W W3TETJICH OT CalT 3a eNEeKTpOHHO OaHkwpaHe. VI B TpuTe ciaydas pe3yaTaThT € €IuH U ChI —
CUETOBOJICTBOTO Ha MPEANPHUATHETO MOJydyaBa paslieyaTaHW Ha XapTUs ONHCH Ha OaHKOBUTE
oleparii, OCBIIECTBEHH Ipe3 Mecella I0 BCsKa OaHKOBAa CMETKAa Ha MPEANPHUSTHETO.
[TonydyaBaHeTo Ha M3BJICUEHHETO € HAYaJOTO Ha MpoIleca Ha OCYETOBOSBAHE Ha OaHKOBUTE
orieparuu.

OT rneaHa TOYKa HA MOCOKAaTa Ha MAapHYHUS MOTOK OAaHKOBUTE OIEpally ca BXOAAIM (B
CMETKaTa BJIM3AaT CYMH, NMPUXOJ Ha Tapu) M H3XOASAIMHU (OT CMETKaTa M3JIM3aT CYMH, pa3xoj Ha
napu). Beska onepaiusi oT U3BIEUEHUETO, B 3aBUCUMOCT OT HEHMHOTO ChIbpXkKaHHE, TPsAOBa Ja ce
BBBEJIC OT CUCTOBOJMTEN B CUETOBOJHATA 0aza OT JaHHH Ha MPEANpPUATHETO. B exHo padorerio
npeanpusaTie 0aHKOBUTE OMNEpalldy 3a €IMH Mecell Mo eqHa O0aHKOBa CMEeTKa moraT jga Obaar B
nuarna3ona ot 10 mo 100 u moBede. B Or0DKETHUTE IPEIPHUSITHS TUTAIAHUATA B OpOid ca CBEJCHU
710 MUHUMYM, ChOTBETHO Mpeo0IaiaBaliara yacT OT IUIallaHusITa ca 0 OaHKOB MbT.

Heo0xommMoTO BpeMe 3a 0CUETOBOSIBAaHE HA OAHKOBUTE OTEPAIlMU MPSKO 3aBUCH OT TEXHUS
Opoil u pa3HOOOpa3MeTO Ha HMKOHOMHUYECKOTO UM ChAbpKaHHE. BiusHHE Ha KOJIMYECTBOTO
OaHKOBM OIlepalliii OKa3Ba KAaKTO MamadbT HAa JEWHOCTTAa, Taka M BUIABT JCHHOCT Ha
npennpusaTero. Hampumep: Thpropusita Ha ApeOHO U PECTOPAHTHOPCTBOTO IpEAIoarar moBeue
mnamianus npe3 POS TepmuHanu, HO Ha mo-mManku cymu. [lo oTHomIeHHEe Ha pa3zHOOOpa3MeTo Ha
MKOHOMHYECKOTO CBHABpKAHHME: KOJIKOTO T[IOBEYE OMNepaldd C Pa3IMyHO HMKOHOMHYECKO
ChJIbPKaHUE MMa, TOJIKOBA TTOBEUE BpeMe € He0OXO0IUMO 32 TIXHOTO OCYCTOBO/ISIBAHE.

[Tpumepu 3a Hali-uecTo U3MOI3BaHUTE OAHKOBU OTEpaIii, KOUTO MOXKE J1a ca KAKTO BXOSIIU
Taka U M3XOJSINM, ca: IUIAlaHe Ha/OT KOHTPAreHT, MOJy4yaBaHE/TPelOCTaBIHEe Ha 3aeM, OaHKOBa
Takca, JMXBa, TETrJIeHe/BHAacsHE B Opoii, TpaHzakius oT POS TepmuHan, NpexBBpPISHE HA CyMHU
MEXTy JIB€ CMETKH Ha €THO ¥ CBIIO JIMIIE, TOKYIKa/Tpo1ayk0a Ha BayTa, IUIAIIaHe Ha 3aIUIaTH.

Toeproeuure MacoBo uznon3ear POS TepmuHanu 3a moidy4yaBaHe Ha IUTALIAHUS OT KJIMEHTH.
[TpakTukara 1mokasBa, 4e ako HsIMa U3PHUYHO JOTOBapsHE ¢ 00CITyKBaIaTa OaHKaTa, TO BCSIKO €THO
iamane upe3 POS tepmunan e otaenna 6aHkoBa omnepaius B 0aHKOBOTO u3BiedeHue. [Ipu ennu
THPTOBIM Ha JPeOHO TAaKWBa TUTANAHWS Ca CTOTHIIM MPU APYTH - XWisan. M 1opu na ce cBenmat 1o
€IHa cyMa 3a Mecella, TO TpsgOBa Jla ce ThPCAT B XPOHOJOTHATA HA U3BICUYCHUETO, CPEH APYTUTE
OAHKOBH OIEPAIAHU U JIa C€ CYMHUPAT PHUYHO.

OT ropeus3soKEeHOTO CJe/lBa, Y€ OCYETOBO/ISIBAHETO Ha OAHKOBO H3BJEUEHHE C MHOTO Ha
Opoii, naxke E€THOTUIHH [0 HKOHOMHYECKO ChIbpKaHWE OaHKOBH ONeEpaluu, MpeAcTaBIsBa
CEpUO3€eH Pa3XoJ] Ha BPEME H YOBEIIKH PECYPCH.

Tpsabsa na ce uma npensun, ye B PenyOnuka bearapus, upe3 crenuaneH 3akoH, ce€ BbBEIE
3abpana 3a mamanus B Opoit Hax 10 000 yieBa, KOeTO JOBEAE 10 TOCTETICHHO YBETUYaBaHe Jejia Ha
O0aHKOBHTE IJIAIIAaHUSA B CTpaHaTa U CHOTBETHO JO yBelW4YaBaHe Oposi Ha OaHKOBHUTE OMepaIuu
MEX Ty HKOHOMUYECKUTE CYOCKTH.
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AHanmuM3bT Ha TIpolleca HAa OCUYETOBOJSBAHE Ha OAaHKOBM ONEpalyd yCTaHOBSIBA, Ye
CBHILIECTBYBA HEOOXOAMMOCT OT YCKOPSIBAHE HA IMpoIieca MOCPEACTBOM HETOBaTa aBTOMATH3AIIHS.

2.2.ABTOMaTI/I3aIII/Iﬂ Ha nmpoueca rnpu oC4e€ToBOAsiIBAHE HA 0aHKOBH onmepanuu

3a 1a e BB3MOXKHA AaBTOMATH3alMATAa HAa TO3M TMPOLEC, Ca HEOOXOIUMH CIEIHUTE
MPEOCTABKY:

* Bp3MOXXHOCT 3a moiydaBaHe Ha OAHKOBOTO HM3BJICYCHHME B CTaHAApTeH (aiiioB ¢opmar,
roJieH 3a oopaboTka (txt, csv, xIs).

» Hayimyaa (QyHKIIMOHAIHOCT B CYETOBOJHMSI COPTYyEp 3a UMIIOPT Ha (ailyl ChbC CYCTOBOTHH
oTepaLuu.

» Codryep, KOHTO J1a IpeoOpa3yBa eJICKTPOHHOTO OAaHKOBO W3BJICUCHHE BHB (hailll 32 UMITOPT
Ha CYETOBOJIHU OIIEPAITHH.

3a1bJDKUTEIHN YCIIOBUS 32 aBTOMATU3allKsl HA OCUETOBOIIBAHETO HA OAHKOBHU OIEPALIUH Ca:

* Unentudukanusi Ha KoHTpareHTa. OCHOBHMAT WHACHTU(PUKATOP HAa KOHTpAreHTa e
HOMEpBHT Ha HeroBata OankoBa cmerka (IBAN). HeobxommMo € ma ce cb3mane Tabnuma 3a
CBIIOCTaBsiHE Ha OAHKOBAa CMETKa C HOMEpP OT CUYETOBOJIHATA HOMEHKJIATypa, KaTo ce MMa MPEeABHI,
4c€ CAUMH M CBIIHM KOHTPArCHT MOXE JJa MMa HAKOJKO 6aHKOBI/I CMCTKH, HO CaMO €IHWH HOMCp OT
cueToBoJIHATa HOMEHKaTypa. Koraro e BpTpemHo 6aHkoBa orepaius (Takca, TuxBa, OOMeH), 3a
WHICHTHU(PHUKATOP MOXKE J]a Ce M3MOJI3Ba CUTHATypaTa Ha 0aHKaTa B OAaHKOBOTO M3BJICUCHHE 32 TO3U
BU/I OTIepaIusl.

* Onpenensine Ha BuHAa OaHkoBa omnepauus (Bxoasma/m3xoasima). B GankoBOTO
W3BJICYCHHE BXOMAIIUTE U U3XOIALIUTE CyMHU Ca B Pa3MYHH KOJOHU, KOETO YJECHSBA MHOIO
OTIpEJICJITHETO Ha BH/Ia Ha OaHKOBaTa OIepalysl.

* Omnpenelisine HAa CYETOBOJHATA cMeTKa. B craHgapTHUTE ciilydad ce Omperens aiu
KOHTpAarc¢HThT € JOCTABYMK WJIM KIIMCHT OT KOM6I/IHaHI/I$ITa I/IHIIGHTI/I(l)I/IKaTOp Ha KOHTpaFGHTa/BI/IIl
ornepanus (MACHTU(UIUPAH KOHTPATeHT C M3XOMSII MPEBOJ — JIOCTABUMK, C BXOMSI MPEBOJ —
KJIMEHT). 3a BCEKU JPYT KOHKPETEH CiIy4ail OCBEeH OaHKOBaTa CMETKa Ha KOHTpareHTa, Tpsa0Ba Ja ce
W3MOI3Ba JOMIBIHUTEIHA KOMOUHAIUS OT (haKTOpH, HAITPUMep CUTHATypa Ha OaHKaTa 3a KOHKpeTHa
Oorepanyd U KJIIOYO0BU AYMHU B OITMCAHUCTO HA OIICpanuATa.

OT u3BBPILEHUS aHAINU3 HA Tpolieca U BH3MOKHOCTUTE 32 HETOBOTO aBTOMATHU3HpPaHE MOXKE
Aa €€ HalpaBHu M3BOABT, Y€ KbM HACTOANIMA MOMCHT CHIICCTBYBAIIUTC CO(l)TyepHI/I peuICHUA Ca
(YHKIIMOHATHOCTH HAa KOHKPETEH CYETOBOJEH coTyep.

Mzkmouenuero Controlisy e cnenuanu3upan copTyep ¢ moaxoasma GyKHIIMOHAIHOCT, HO ¢
BHCOKa LI€Ha 3a MAJIKMs U Cpe/ieH Ou3Hec.

Codryep 3a aBTOMaTH3aUsl HA OCYETOBOSBAHETO HAa OAHKOBU IUIALAHUS € HEOOXOJIUM Ha
dbupMHUTEe OT MalmKug U CpeJHHUs OM3HEC, HO Ha MPHUEMIIMBA 1IEHA U C BB3MOXHOCT 32 CHBMECTHO
M3MO0JI3BaHe C BeUe MHCTAIMPAHUSI CUETOBOJEH COPTyep.

2.3. MeTtona 3a ABTOMATU3UPAHEC HA IJIAIIAHUATA

OcHoBaBaiiku ce Ha aHAJIM3HUTE U U3BOJUTE, IIOCOYEHHU B T.2.2, ce CTUTHA J0 pa30upaHeTo, ue
pa3paboTkaTta Ha coTyep 3a aBTOMAaTH3MpaHE Ha Ipolleca Ha OCYETOBOJASBaHE Ha OaHKOBU
orepaluy TpsiOBa Ja ce€ OCHOBABA Ha CIETHUTE MPUHIIUIIH:

1. Cp3naBa ce u ce akTyanusupa 0aza OT JaHHU C OAHKOBUM CMETKH Ha MPEANPUSTHETO U
CHOTBETCTBAIIUTE UM CUETOBOJAHU CMETKH.

2. Wnentundummpa ce OaHKOBaTa CMETKAa Ha MPEANPUATACTO W CHOTBETCTBAIIATa |
CUETOBO/IHA CMETKA.

3. OT 6aHKOBO M3BJICUEHHE, MTPEACTABEHO KaTo (ailr BsB (opmar txt, csv mim XIS, ce ch3aaBa
6a3a oT JaHHM C OaHKOBM OIEpallUH, KOSITO CBHABPKA MHUHUMYM CJEIHUTE JaHHU 3a BCSKa
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omepanus: gata (Bambop), OankoBa cmerka (IBAN) Ha KOHTpareHTa, BHJI Ha oOIllepalusara
(BXomsImia/u3xoAsina), OMHCAaHWEe, BBTPEMIHOOAHKOB WACHTU(UKATOP, HApyra uHOOpMAIHS,
MpeoCTaBeHa OT OaHKaTa.

4. Cp3/aBa ce u ce akTyanusupa 0a3za OT JaHHH 32 OAHKOBU CMETKH HA KOHTPAreHTH, KOSTO
na chIbpxka cieaHara uHopmanus: Homep Ha OankoBa cmerka (IBAN), cyeroBojmeH HoMep Ha
KoHTpareHTa. [lpu ynmrica Ha HoMep Ha O0aHKOBa CMETKa CE€ W3IOJ3Ba BCsKa Japyra uHbopmarms,
HAJIMYHA B U3BJICUCHUETO, C KOATO MOJXKE JIa Ce UIACHTU(UIMPA KOHTPATCHTBT.

5. IlocpencTBom Oazata OT JaHHHM, MOcodeHa B T.4., ce HIECHTH(HIHPA KOHTPAreHTHT Ha
OIepalusTa U Ce OTpeessi HoMepa My OT CUSTOBO/IHATA HOMEHKJIATYpa Ha MPEIIPUITHETO.

6. UnenTudunupa ce cuyeToBOJHATA CMETKAa 3a KOHTPAreHTa, KaTo 3a IejiTa ce Ch3JaBa U
akTyanusupa 0a3a OT JaHHH, B KOSTO BCSKa CYCTOBOJHA CMETKa € ONpEeIeNieHa C yHUKallHA
KOMOMHAIMsI OT BUJIa HA OIEpalusaTa, HAIMYNE WIHM JIUICAa Ha KIOYOBU AyMH OT OIHMCAaHHETO Ha
oreparuaTa U BbTPEIIHO0aHKOBUS UACHTU(DUKATOP HA OTepaIusTa.

7. Ciiex ycTaHOBsIBaHE 3a BCsiKa OaHKOBa orepaliysi B KOHKPETHO OaHKOBO HM3BJICYCHHE Ha!
CYETOBOJIHATA CMETKA, CHOTBETCTBAIlla Ha OAHKOBAaTa CMETKa Ha MPEANPHUATHETO, KOHTPATrCHTA,
CUETOBOJIHATA CMETKA 3a KOHTparcHTa, jJaraTa, CyMaTra, BHJA M OIHMCAHUETO HA OINEpalusira, ce
reaepupa (aiim cbC CYETOBOJMHHU oOreparuu, (GopmartupaH cropeln CTaHIapTa Ha KOHKPETHHS
CUETOBOJICH coTyep.

Hauano
Vi Vi
Mmmopr Ha daiin
OCHOBHU ITAPAMETPU ¢ Ganxosn
W360p/AKTyanu3amys Ha: oncpaunn
*PaborHa gupekropust \1/
*bankoBa cMeTka IIpoBepku 3a
*C4eToBO/IHA CMETKa BCsAKa OaHKOBA
*®@aiin ¢ 6aHKOBH ornepanus
omepanuu
part Axryanuzupa
Nma 6a3ara c 6aHKOBU
TaKbB CMETKH.
HOMep Ha
6aHKoBa
cMeTKa?,
AxTyanusupa

0azara cbC
CUETOBOJTHH
CMETKH.

OrtkpuBa 11
KOMOHHAIH
513 CUeT.
cMerka?

Tenepupa daiin
CbhC CUCTOBOIHHU
orepamun

—t

Kpait
-—

Kpaii na
aiina c
GaHKOBH
orepanun

@ur. 1. AJ'Il"OpI/ITLM 34 aBTOMATU3HUPAHE Ha OCYCTOBOASABAHCTO HaA 0AHKOBUTE orepanumn

Onucanve Ha AJrOpUMTHMA 32 aBTOMATH3HPAaHe HA OCYETOBOASIBAHETO HAa OAHKOBHUTeE
onepanum (purypa 1)

N360p Ha ocHoBHU mapameTpu: 30upa ce HoOMep Ha OaHKOBa CMETKA Ha MPEANPUATACTO U
ce ompenens ChOTBETCTBAIlaTa M CUETOBOAHA cMeTka. Ormpenens ce paboTHaTa AUPEKTOPHUS U
uMeTo Ha (¢aiina ¢ 6aHKOBH ONEpalUu.
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Oo0padoTka Ha ¢aiin ¢ 6ankoBu omepanuu: OTBaps ce (ailrbT ¢ OAaHKOBH OIEpaIuy.
W3BbpiBa ce mpoBepKa Jaid Beska 0aHKOBA CMETKa BBB (pailyia € Hamu4Ha B 0a3aTa OT JaHHU 3a
0aHKOBHM CMETKHU Ha KOHTpareHTH. AKO HE € HaJM4Ha, ce 100aBs 3a€HO ChC ChbOTBETHUSI HOMEP Ha
KOHTpareHTa OT CYeTOBOAHATAa HOMEHKJaTypa. Omnpezess ce CUeTOBOIHA CMETKA 3a KOHTPAareHT 10
CIIeHUS HAYUH: a) 3a CTaHJApTHU IUIANIAaHUS KbM JIOCTaBUMLK M OT KIMEHTH C€ H3IO0JI3Ba
KOMOMHAIMI OT BHJIA IamaHe (BXOAII0/M3X0IA10) U 0aHKOBA CMETKA; 0) 32 BETPEIIHO-0aHKOBH
IUIalaHusl KaTo OAHKOBH TAaKCH, HAYUCIIABAHE HA JIUXBH, CE M3M0J3Ba KOMOMHAIUS OT CUTHATypaTa
Ha O0aHKaTa W BHUJA Ha IJIAIIaHETO; B) 3a JPYTrH IUIANIAHUS C€ MPaBU YHUKAITHA KOMOWHAIUs, KaTo
ce M3M0JI3BaT HAYMHUTE, IOCOYEHH B T.a W/WIH T.0, IJIIOC KIFOYOBA lyMa WK U3pa3 OT OMUCAHUETO
Ha omepanusaTa. Bcuuky koMOMHAnmuu OT HOMEp Ha CMETKa WM CHUTHATypa, BHJ IUIalllaHe U
KIII0YOBa JIyMa/M3pa3 OT ONMCAHHETO, 3a€JHO ChC CHOTBETCTBAIATa MM CYETOBOJHA CMETKA, CE
CbXpaHsBaT B OTIeNHAa 0a3a OT JaHHHU, KOSTO C€ JONBJIBA U aKTyaJu3upa MpH Bb3HHMKHAIA
HE0OXO0IUMOCT.

I'enepupane Ha ¢aiin cbe cueToBoaHN onepamun: Cien odpadoTkara Ha (aitna ¢ 6aHKOBU
oTepaluny, 3a BCsika OaHKOBa ONepalys ca ONpEIeICHU: AaTa Ha ONepalusTa, CYeTOBOJHA CMETKa,
ChOTBETCTBAIlla Ha OaHKOBaTa CMETKAa Ha MPEANPHUSATHETO, CYETOBOJHA CMETKAa W HOMEpP OT
CYETOBOJIHATA HOMEHKJIATYpa Ha KOHTpAreHTa IO BCsKa OaHKOBA oIepalys, BHJ Ha OIeparusTa
(nnamrane/mony4yaBaHe), CyMa, ONMCaHWE Ha olepanusaTa. Taka ONpPENelIeHH CUYETOBOJHUTE
napaMeTpu Ha BCsKa OaHKOBa omepanus ca He0OXOAWMOTO U JAOCTATHYHO YCJIOBHE 3a T€HEpUpaHe
Ha (ailn cbCc CUeTOBOAHM omepanuu, (GopmaTupaH 3a UMIOPT MO CTaHAapTa Ha CHOTBETHUSA

codryep.

3. 3akiouenue

B Ta3u cratus e HanpaBeH aHAIKM3 Ha MPoIleca Ha OCUETOBO/IIBaHE Ha OAHKOBHUTE ONEPALIUU U
ChIIECTBYBAIIUTe CO(PTYyepHH pelmIeHHs 3a aBToMaru3anusara My. llpencraBeHa e TeopeTHYHA
pa3paboTKka Ha YyHHUBEpPCAJIEH METOJ 3a aBTOMATH3MPAHE OCYETOBOASBAHETO Ha OaHKOBHUTE
orepanuu. Pa3paboTeHUST adropuTbM € CIIEJACTBHE OT NMPOYYBAaHE HAa CUYETOBOJHATA NPAKTHKA B
peaHu NpeanpusITUs U 00CHXKAaHE ChC CUETOBOJIUTENN Ha MPOOJIIEMUTE MPH OCUYETOBOASBAHE HA
O0aHKOBM omepanud. MeTonbT € B OCHOBaTa Ha pa3paboTkara Ha codTyep, IpPEIOCTaBsilil
HeoOxoauMmaTa (QyHKiuoHanHocT. CodTyepbT € B Hpolec Ha Ch3AaBaHE U TECTBaHE U
MIpe/ICTaBIsiBa Pa3BUTUE Ha Bede CbH3/AaJeHUs coPTyep 3a aBTOMATH3alMs Ha IUIALIAHUATA Ha
JOCTaBUYUIIN.
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PLC-BASUPAH PEI'YJIATOP HA CbCTOAHHUETO C
HUHTEI'PUPAHE U ITPSAKA BPBb3KA C UHBEPCEH MOJEJI

Huxoxa H. Hukonos

Pe3rome: Coepemennnte PLC paszmonarar ¢ BrpajieHr (QyHKIMOHATHU OJIOKOBE WITH ATOPUTMH, PEaTH3UPAIIN
craHgapTHUTE pasHoBUaHOCTH Ha [TM]] 3akoH 3a ymnpasienue. Te ca MHOro moapoOHO ONMCAHH B JIUTEpaTypara 1
4pe3 TAX ObP30 M JISCHO CE M3IPAKAAT Pa3IMYHM KOHTYPH 32 aBTOMAaTUYHO DPETyJMpaHe, Pealu3upaHH 4upe3
oOpaTHa BpB3Ka [0 PeryIUpyeMHUs TEXHOJIOTHYCH apamMeThp.

MHoOro 1Mo-ocKbIHa € MH(pOPMAIATA 32 BH3MOKHOCTHUTE Jia ObJIe M3rpajicHa CUCTEeMa 3a YIPaBICHHE Ha JIaJICH
TEXHOJIOTHYEH TIpotiec, basupana Ha PLC, upe3 obpaTHa Bpb3Ka MO CHCTOSIHHETO Ha oOekTa Ha ympasienue (OVY).
B crarusita e mpeacTaBeH eIiH BapHaHT HAa CHCTEMa 3a yIpaBlieHHe ¢ perysarop Ha ceerosaueto (PC), 6asupana
Ha PLC na Schneider Electric. B crpykrypara Ha cucTeMara € BrpaJieHa HHTEIpUpaliia ChCTaBKa M MpsiKa BPb3Ka C
MHBEPCEH MOJIEIL.

KarouoBn aymu: PLC, mpocTpaHCTBO Ha CBHCTOSIHUSTA, PEryjaTop Ha CBhCTOSHHUETO, HaOIIOAaTen Ha
ChCTOSIHMETO, TPsiKa Bpb3Ka, uuBepcen mozen, M-ynkuus, MATLAB Simulink, Unity Pro XL, SISO.

PLC-Based State Controller with Integration and Direct Connection with Inverse Model
Nikola N. Nikolov

Abstract: Modern PLCs have built-in function blocks or algorithms implementing the standard varieties of
PID control law. They are described in great detail in the literature, and by means of them, various automatic
control loops realized by feedback on the adjustable technological parameter can be quickly and easily built.
Much less information is available on the possibilities of building a PLC-based control system for a given
technological process through feedback on the state of the control object. Below is an example of a control
system with state controller based on a Schneider Electric PLC. An integrating component and a direct
connection via an inverse model are built into the system structure.

Keywords: PLC, state space, state controller, state observer, direct connection, inverse model, m-function,
MATLAB Simulink, Unity Pro XL, SISO.

1. YBox

VYTpaBJiIeHUETO € IIeJICHaCOUeHO Bh3/CHCTBUE BbpXY 00ekTa Ha ynpasieHue (OY), B pe3ynrar
Ha KOETO TOW Ce MpHUBEXIa B KEJIAHO CHCTOSHHE, a KEJIAHOTO CHCTOSHHE C€ ONpeness OT
W3HUCKBAHUSATA HA TEXHOJIOTUYHHS TIPOIIEC.

3a 1a MOXe e[Ha JIMHEeWHA JUCKPETHA CUCTeMa, OMMCAaHa B MPOCTPAHCTBOTO HA ChCTOSIHUATA
(TIC), na ce mpuBe/e B jKENAHO ChCTOSHHUE, € HEOOXOAUMO TOBA CHCTOSHHE J1a MOXeE Jla c€ H3MepBa
i 1a ce onesiBa [2]. Ako cecTosiaueto X(K) Moxke 1a ce u3MepBa JUPEKTHO BbB BCCKH MOMEHT
k=0, 1, 2, ..., ce roBopH 3a ynpasjieHUe TPpHU IbJIHA HHPopMalus. Korato cbCTOSIHUETO HE MOXKE Ja
ce M3MepBa IUPEKTHO, a Ce OIEHsBA MO APYTH BEJIMUMHU 4pe3 HaOmoaaTen Ha cberosinueto (HC),
ce TOBOPH 3a YIPABJICHHUE TIPU HEMbJIHA HHPOPMAITHSI.

Omnwucanuero Ha SISO (Single Input Single Output) o6ekt B IIC BBB BHI Ha JIMHEIHA
JMCKpPETHA CTallMOHApHA CUCTEMa MOXKE Ja Ce MPEACTaBU ChC CAeAHUTE ypaBHeHus [1,2]:

f(k +1) = AxK)+bu(k), k=0,1,2,.. )

yK) =c'’(k), k=0,1,2,.. 2

ITpuero e [1,2,5], koraTto obpaTHaTa Bpb3Ka B €JHa CHCTEMa 3a YIpaBJICHUE CE OCHIIECTBSIBA
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MOCPEJCTBOM BEKTOpPA Ha ChCTOSIHUETO, PETYJAaTOPBT B Ta3W CHCTEMA Ja CE€ Hapuya peryjarop Ha
cwerosianeTo (PC).

3agavata 3a cuHTe3 Ha PC ce cBex1a 10 ONpeAesIsTHETO Ha TAKMBA CTOMHOCTH Ha BEKTOpA Ha
obpartHata Bpb3Ka K, ue mpexoIHHUST MpoIec Ha 3aTBOPEHATA CUCTEMa, ChCTOSIII CE B M3MCHEHHUE Ha
BEKTOpa Ha CHCTOSHMETO OT HayaJHaTa CTOMHOCT Xo M0 HskakBa KpaitHa crtorHoct X(K), ma
YAOBJIETBOPSABA AaZeH KpuTepui. Haill-mpoko pa3npocTpaHEHHE Ca MOTYYWIA CIEIHUTE METOIU
3a CHHTE3 Ha BekTopa K:

v CHMHTE3 110 3a[ajIeHd IOIIOCH (T.Hap. MOJAIHO YIPABJIEHUE) — XapaKTepbT HA IPEXOIHHS
MpoLIEeC CE€ 3a/JaBa HESABHO 4Ype3 MOAXOMSIIO Pa3MOJIOKEHUE Ha IOJIOCUTE Ha 3aTBOpeHaTa
CHCTEMa, KOETO CE OCBHIIECTBsIBA upe3 n30opa Ha BekTopa K;

v/ CHMHTE3 NIpU KBaJpaTHYEH KPUTEPHUI HA KAYECTBOTO — BEKTOPHT K ce ompeeis Bb3 OCHOBA Ha
MUHUMH3AIMATA Ha (YHKIIMOHAII, BKJIFOUBAII IPOMEHJIMBUTE HAa ChCTOSIHUETO M YIIPABJICHUETO.

CrpykTypHaTa cxeMa Ha JMCKpEeTHa cucrteMa 3a yrpasieHue Ha SISO o0ekt upe3 mMonaneH
PC (MPC) ¢ unTerpupaia chCTaBKa 1 MpsKa Bpbh3Ka C MHBEPCEH MOJIEI IIPH HEI'bIHA HHPOpMAITHS
3a ceeTosiHueTo X(k) e mokaszana Ha ¢urypa 1 [7].

HABJIIOJIATEJL
Ha CbCTOSHHETO

IT‘AQ(NJJ{)
L

®@ur.1. CtpykTypHa cxema Ha cuctema 3a yrpasienue Ha SISO o6ext ¢ MPC ¢ Brpagena naTerpupaiia
ChCTaBKa M MpsKa BPb3Ka C HHBEPCEH MO

OOpatHata Bpb3Ka 10 ChCTOSHHETO C€ OChINECTBsABA upe3 N-mepuus Bektop K, a u(k), y(k) u
Ysq0 Ca CKATAPHH BEJTHYMHU.

3a ynpaBisiBalioOTO Bh3ACHCTBUE B Ta3HW CUCTEMA, TIPH TIEPHOJ Ha TUCKpeTu3aiwst 1p=1 Moxe
J1a ce 3aruiie

— TG —
U(N+K)=k;x;(N+k) — k "X(N+Kk)+k,y k=0,1,2,... (3)
B ropuoto ypaBHenue ¢ N e o3HaueH OposIT Ha TAKTOBETE HauaJIHO OICHSBaHE Ha BEKTOpa Ha
cbCcTOsIHMETO. ToBa YpaBHCHHUEC MOXKE J1a CC€ IIPEACTABU U 11O CICAHUSA HAYNH

X (N+K)
+
R(N+K)

KOC(I)I/IL[I/ICHT’BT Ha IIpdgKaTa Bpb3Ka ko ce OIpEaAcit OT CJICAHOTO YPABHCHUC

3a0 !

uN+)=[k k"] k,y..,, k=0,1,2,... @)

A 171
koz[cT(l—Aka) b} | (5)
I[Ipu crpykTypara ot ¢urypa |, B HA4aIHUS MOMEHT OT BpEME TIpeaBareiHaTa GYHKIUS 110
npaBus KaHal € paBHA Ha eJWHMIA. ToBa BoaM 10 (OpCHpaHe Ha Ipoleca M Harmojo0sBa
HeﬁCTBHeTO Ha I[I/I(I)epeHHI/Ian_Ia CbCTaBKa B CHCTCMATa 3a YIIPAaBJIICHHUC. OT Apyra cCTpaHa
HAJIMYHUECTO HA UHTCTpUpallaTa CbCTaBKa rapaHTvupa aCTaTUIYHOTO YIIPaBJICHHUC.
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BaxHo e na ce oTOenexu, ye Tasu CTPYKTypa € IMPUIIOKMMA 32 YIIPaBJICHUE Ha MUHUMAIHO
¢dazoBu obektu. [lpu HemuHUMAIHO (Pa30BUTE OOCKTH € BH3MOXKHO JIa C€ MOJTY4YH HEYCTOWYHBa
cucTeMa.

WMarpaxxnaneto vHa PC ¢ PLC wu3uckBa HecTaHAapTeH MOIXOJ M JACTAHIHO IO3HABaHE Ha
BB3MOJKHOCTUTE Ha KOHTpOJIEpa, KOWTO Ie ce m3moisBa. [lo-moimy e mpeacraBeH euH BapHaHT Ha
cucreMa 3a ynpasienue ¢ MPC, 6azupana va PLC na Schneider Electric u peanmsupaina crpykrypara ot

¢urypa 1.

2. Cunre3upane Ha PLC-6a3upan MPC ¢ nHTerpupaina cbCcTaBKa 1 Npsika Bpb3Ka ¢
HHBeEpPCceH MojeJl

3a KOHKPETHHSI NPUMEpP PETyIaTopbT Ha CBhCTOSHHUETO € CHHTE3MpPaH B IPOrpaMHa cpesa
Unity Pro XL, ocurypsiBamia PLC ot cepusita M340 na Schneider Electric. Toii e paspaboren karo
otneneH pyHkiuonaieH 670k [3,4] ¢ naumenosanwe ,,SS_Controller u BuabT My e mokasan Ha ¢ur. 2

3a 1a ¢ BE3MOXKHO (DYHKIIHOHHPAHETO Ha Peryaaropa, € HeoOX0MMO HEMPEKbCHATUSIT MOJICIT Ha
oOeKkTa Ha yIpaBjeHHWE Ja Ce MPEICTaBH Karo IWCKPETEH, a ClieJ ToBa Jga ObJec OIHcaH B
MPOCTPAHCTBOTO HA CHCTOSIHHSATA.

SS5_Controller

—A u_nowl—

—le

—le x—

—« x_memf—

—la xi_memj—
y_memf—

—u u_memf—

¥

—ly_SP

—fei

—i0

—|SCALE

—|IcoMB

—|T0

®@ur. 2. Dyukuonaien 6ok va PC 8 Unity Pro

[IporpamHO BBB (PyHKIMOHATHHS OJIOK Ca 3aI0KEHN HACHTUYEH HAOMI0JaTesN Ha ChbCTOSHUETO Ha
D. Luenberger i n3umcnsiBaHe Ha YIpaBisBalioTO Bb3/eicTBIE. YacT OT mporpaMHUsi KOJ € MOKa3aH
0-70Iy.

(* H3wmicnsBa ce cKanapa ciej Bekropa g == [y(k)-c"T*x(k)] *)
MulVectors ( ¢, Xx_mem, g_inov );
g inov:=PV_mem - g_inov;

(* H3puxea ¢yakmara FMulVectors 3a n34ncngBade Ha nponssegerneTo Ali][j]*x_meml[i] *)
(* HabmrogaTel Ha CbCTOSHHETO OT IBIIEH pell (HIeHTHYIeH HabmonaTen Ha Luenberger) *)
FORi:=0TO 9 DO

MulVectors ( Afi]. x_mem., x[i] ):

x[i] == x[i] + b[i] * u_mem + g[i] * g_inov:
END_FOR;

(* H34ncngBa ce Npon3BeneHneTo Ha K[i]*x[i] *)
MulVectors ( k. x_mem, kx );
(* H300p Ha pexiM Ha paboTa Ha peryiaropa: *)
(* - ITpu COMB=0 n SCALE=1 - paboTa ¢ Mamadupamn koehHnueHT*)
(* - ITpu COMB=0 n SCALE=0 - pafoTa ¢ HHTeIpaTOp *)
(* - IIpu COMB=1 - pafoTa ¢ Mamabupam KoedUIIHeHT I HHTETpaTop *)
IF COMB THEN
Xi =xi_mem + SP - PV_mem;
u_now :=LIMIT (MN = uMin, IN := ki * xi mem + kx + k0 * SP, MX = uMax);
ELSE
IF SCALE THEN
u_now = LIMIT (MN :=uMin, IN := k0 * SP + kx, MX = uMax);
ELSE
Xi:=Xi+ SP-PV_mem,
u_now := LIMIT (MN :=uMin, IN :=ki * xi_mem + kx, MX = uMax);
END_IF;
END_IF;
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3a pa3paboTkara Ha (YHKIIMOHATHUS OJIOK Ha peryiaropa € M3IMOoJI3BaH MporpameH e3uk ST
(structured text), or cranmapt IEC 61131-3. [Ipu Ta3u peanuzaius € Bb3MOXHO Jia C€ YIpaBIisiBa
eqHomepeH (SISO) obext no 10-tu pen.

Ilpu cuHTE3 Ha perynaropa Ha CbCTOSHHMETO OIEpAlMUTE ca MPEJUMHO C MAaTpul (MacuBH) U
JeceTUuHH Apodu. M3no3BaHeTo Ha LenourcieHa o0paboTka Ha MaTpULMTE HE € I00pO pelleHue, Thil
KaTo 3a M3BJIMYaHE HAa 3HAYMMHTE CTOWHOCTH CIIeNl JeCeTUYHAaTa 3ameTas TpsOBa Ja ce YMHOXKaBa C
TOJIEMHU YMCIIa, KOUTO B MOCIIEACTBUE HAPACTBAT OILlE IIOBeue. 3aToBa Ce U3I0JI3BA €/[HA ClIOMAarareHa
¢dyuxuus FMulVectors (¢ur. 3.) 3a ymMHOXaBaHe HAa MaTPUIM, 3aIIBIHEHH C JCCETHYHU JPOOHH YHCIIa,

[41

-
S¢| Main <DFB> : [FMulVectors]
R 0.0;
LENGTH ARREAL ( A1 ) - 1;

n :
FOR i := 0 TC n DC

R := ADC ( R, Al[i] * A2([i] ):
END FOR;|

®@ur. 3. Dynkuus FMulVectors

3a ma Moke 1a ce m3nonsBa ¢GyHKnumoHamHEAT 00k SS_Controller, ¢ HeoOxomumo Toi 1a ce
u3BHKa OT Oubmmorekara Ha Unity Pro, cmem koero ga ce cBbpiKe ¢ mocoucHute B Tabnuya 1
MapaMeTpH.

Tadmuua 1. [Tapamerpu na PC B Unity Pro

O3nayenne Tun Onucanne
Bxonmuu mapameTpu
ARRAYI[O..n,
A 0..n] OF Cuctemna marpuiia Ha ooekra B [1C
REAL
b Bxonen Bekrop Ha obekra B [1C
c ARRAY[0..n] | Bekrop Ha n3xona Ha obekra B [1C
k OF REAL Martpura Ha OB
g CHHTE3MpaH 110 XKeJIaHH IOJIICH
u REAL V3MepeHo yrpaBisBanio Bb3ACHCTBHIE
y REAL W3mepeH m3xon Ha oOekTa
y SP REAL 3amanne
ki REAL KoedunmeHt Ha unTerpupaHe
kO REAL Mamabupany koeHITHEeHT
SCALE BOOL N360p Ha pexxum ¢ Ko mim ¢ k;
COMB BOOL Pexxum unB. mogen (Ko u Ki)
TO TIME [epron Ha AECKpeTH3aUS
W3xonHu napaMmerpu
u_now REAL Texymio ynpapusBaio Be3IeHCTBHE
X REAL BekTop Ha ChCTOSHHETO B TEKYIIHS MOMEHT
X_mem REAL BexTop Ha CBCTOSHHETO B PETHHUAT MOMEHT
Xi_mem REAL Xi B IPEAXOIHUSI MOMEHT
y_mem REAL H3xon1a oT 00€KTa B IPEAXOAHUSI MOMEHT
U mem REAL VYpapinsBaiio Bb3JCHCTBHE B IIPEAXOAHUS
- MOMEHT

Te3n mapamerpu ca TpenBapUTEIHO BHBEICHH KaTO NMPOMEHIIMBH B CHMBOJIHATa TaOJMIIA Ha
npoekTa, ch3naaeH B Unity Pro XL.

3a ma ce mpoBepu paboTocmocobHocTTa Ha cuHTeswpanus SS_Controller, ce u3BwprBaT
CUMYJAIIMOHHU M3cienBaHus ¢ obektu or 2P" m 5™ pex. ToBa M3MCKBa TMpeiCTaBsHE Ha
npeAaBaTeTHUTe (GYHKIMN Ha OOEKTUTE B MPOCTpaHcTBOTO Ha cheTosiHuATa (I1C) upe3 mporpamuara
cpena MATLAB. Ilocne ce n3uncinsBa BEKTOPBT Ha oOpaTrHaTta Bpb3ka K 4pe3 anropurbma 3a MOJAIHO
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yrpasienue [6] u ce ompenens BEKTOPHT (, Uupe3 CHHTE3 1Mo skenanu nomocd B MATLAB Taka, ue
COOCTBEHUTE CTOWHOCTH Ha HAOJIIO/IaTeNs Ja ca B LICHTHPA Ha €IMHUYHATA OKPBIKHOCT [2].

B Unity Pro ce ch3maBar mpoMeHIIMBH U CE BBBEXK/IAT OMPE/ICICHUTE MapameTpu Ha obekra B I1C.
Cpb3aaBa ce HOBa HOAIPOrpama, B KOsTO ce u3BHMKBa OJoKbT SS_Controller u ce mapamerpusmpa cbe
CB3/1a/ICHUTE IPOMEHIIMBH M KOHCTaHTH BbB BHJIA ITOKa3aH Ha (urypa 4.

1
SS_Controller

A
A—

A u_nowj—u_now

t—b

c—ic XX

—fc X_memj—Xx_mem

9z Xi_mem}—Xxi_mem
y_memf—y_mem

u—{lu u_memj—u_mem

y—{lv

y_SP—y_SP

Ki—i

K0—{J0

SCALE—|SCALE
COMB—jlCOMB
T#2s—|TO

@ur. 4. [Tapamerpuzupan ¢hyaxmonanen ook Ha MPC

B cpenara Simulink sta MATLAB ce cberaBsr aBe cTpykTypH 3a o0ekt ot 2P u 5™ pen.
OchpiriecTBsiBa ce komyHukaius Mmexay CPU cumymaropa Ha Unity Pro u Simulink, B kosito ce npenasa
BXOJIHOTO Bb3zeicTBrE U_NOW KbM 0oOekTa B SImulink u ce derar BXOJHOTO BB3AECHCTBHE U U M3X01a
OT 00€KTa Y Ha BCEKU TaKT Ha JUCKPETHHS PEryJIaTop Ha ChbCTOSIHHETO.

3a 1enuTe Ha CUMYJIAI[MOHHOTO W3CIIC/BAHEe CE M3IOJI3BaT JBa THUIIOBH MOJeja Ha OOEKTH,
3auMmcTBanu ot Pond Mzepman [1]:

1. Eanomepen obekt ot 2P" pea ¢ HHMCKOYECTOTHA XapaKTEPUCTHKA, YHMATO IpedaBaTeIHa

byHKIUA €:
1 1

W(p)= = 3
(7.5p+1)(5p+1) 37.5p°+7.5p+1

(6)

2. EnHomepeH 00ekT oT 5-TM pen (MoJen Ha MapoIperpeBarell), 4MATO IpejaBaTeHa
byHK1IHS €:

(1+13.81p)° (1+18.4p)

5
(1+59p)
3a npexncrassiHeto Ha obekture B IIC ce cwh3maBa M-daiin B cpenara Ha MATLAB u ce
U3ITBJIHSABA CIIEIHATA MTOCIEA0BATETHOCT OT JIeHCTBUS:

W(p) = (7

1) OGekTwT ce muckpeTHsupa ¢ mepron To u ce mpezctass B [IC karo ce u3monssa ¢a3oBo-
KOOp/IMHATHA KaHOHUYHA opMma ¢ Marpuiia Ha Dpobdenuyc [1];

2) M3uucnsBa ce BEKTOPHT Ha oOparHata Bpb3ka K, karo ce m3nomssa [6] m-¢dyHkiusTa
k =smodal (a, b, 0.5) B MATLAB (kenaHute MOJIOCH Ha 3aTBOPEHATa CHUCTEMa Ce
pasmojarat Ha OKpBKHOCT ¢ paauyc 0,5);

3) Omnpenens ce BEKTOPHT J 3a WACHTUUHUS HaOmonaten Ha D. Luenberger;
4) V3uncnsBa ce KOePUIMEHTHT Ha MpsiKaTa Bpb3Ka Ko;

5) Taka momy4eHuTe CTOMHOCTH ce BbBexaat B Unity Pro 3a nHMImManu3upammu.

6) Cwerass ce cTpykTypata ot durypa 5 B Simulink, kosTo ce cBbp3Ba ChC CHMyNIaTOpa Ha
Unity Pro nocpeacrsom OPC cbvpBBp 1 103BOJIsIBa YeTeHe/ 3anuc Ha qaHHu ot PLC.
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" OPC Write (Sync): OPC Write (Sync):
OPC Config P StateSpace!u StateSpacely

Real-Time

OPC KoHdurypaums

WavepeHo ynpaensiBaLip CmyLieHne WavepeH nsxoa y
Bb3aelcTeMe u

1
\%
OPC Read (Cache): T 37.52412.55¢1 il |§|

1
StateS...elu_now Q OboxT Ocuwunockon

I

T

YnpaBnsBallo Bb3nenCcTBUE U_NOW

OPC Read (Cache):
StateSpacely_ SP  Q

T

3apaHue

@ur. 5. CtpykTypa 3a cumynannoHHo uicneaane Ha MPC B peanno Bpeme upe3 MATLAB Simulink

HanpaBenu ca cuMynalimoHHH M3CIIEABaHUs ¢ qBaTa 0O0ekTa. Ha Beska oT urypure mo-aoiy €
MOKa3aH BUJIA Ha YMPaBISBAIIOTO Bh3aeicTBue U(t) (B po3oBo), m3xomHara peakius Y(f) (B cHMHBO) H
3aaAHUETO Y340 (B 3€JI€HO).

OOGexTwT o1 27" pen e muckperusupan ¢ nepuox To=3S. Ha ¢urypa 6 ca nokazanu pe3yiaraTure ot
cumynarmsta. KoedunmeHtsT Ha npsikata Bpb3ka Ko=1.981, koepuimentst Ha unTerpupane ki=0.08,
3aaHUETO Ysao = YSP=50. IIpu t=370s 3amanuero ce mpomens Ha YSP=55, a npu t=635s otHOBO ce
Bpbia Ha YSP=50. [Tpu t=890s ce nospsiBa cmymienwue f(t)=10.

Ot ¢urypa 6 e BUAHO, Ye B HadaioTo MMa (OpPCHUpaHE HA Mpoleca, KOETO Ce JABDKU Ha
HAJIMYMETO Ha IpsKa Bpb3Ka ¢ MHBEpceH Mojen. ToBa Harmono0siBa JEHCTBUETO Ha qudepeHIrpana
ceecraBka B cucremure ¢ [1IM]] perynarop. Ot mpyra cTpaHa HATMYMETO HAa MHTETPHpAIaTa ChCTaBKa
rapaHTupa TOYHOTO oTpaboTBane Ha 3amanuero. MPC orpaboTBa OBp30 mpoMsHATA HA 33/IaHHUETO C
MAJIKO 10 CTOMHOCT JJMHAMUYHO OTKJIOHCHHE M 0e3 CTaTH4Ha rpeimka. ToBa ce HaOlro1aBa KaKkTo TpH
yBEJIMYaBaHEe, TaKa W MpHU HaMasiBaHeTo Ha 3amaHuero. MPC BemHara pearupa Ha CMYIICHHETO H
CPaBHUTEITHO OBP30 T'O OTPAOOTBA.

1 1
100 ySP=A(t) [T
—a (V]
20 u=f) [
80
70
a 60
)
>
£ 50 — =—
= N
X 40
30
20
10
0
0 200 400 600 800 1000 1200

L t[s]
@ur. 6. [Ipexonen npoliec pH ynpasiieHre Ha 00ekT oT 27" pex
OO0ekTwT oT 5™ pex e muckpetr3upan ¢ mepuoy 10=60s. Ha ¢urypa 7 ca moka3anu pe3yaraTure ot

cumynarmsta. Koepumentst Ha npsikata Bpb3ka Ko=1.0054, koepuimenTsT Ha unTerpupane ki=0.08,
3aJAHUETO Ysq0 = YSP=437. I1pu t=4200s ce nosisisa cmymenue f(t)=15.
[TpexogauTe mporecu oT Gurypa 7 ca CXOJHHU C TE€3U OT MPEAXOTHUS SKCIIEPUMEHT.
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®@ur. 7. [IpexoaeH nporiec Mpu yrpaBieHne Ha 00eKT oT 5™ pexn

3. 3akiI0yeHue

B Hacrosimata cratus JOKJIal € MPEACTaBeH MpUMEp 3a €IWH NPAKTUYECKH peaTn3upyeM
perynarop Ha cbCcTOsiHHETO Ha 6azara Ha PLC.

B npeoOnagaBamara 9actT OT CHCTEMHTE 3a aBTOMATH3aIus, N3rpazeHu ¢ momomra Ha PLC,
3a yIpaBiieHHE Ha JUHEeWHU HenpekbcHaTh SISO 00ekTH, ce u3non3Ba BrpaleHusIT pyHKIIHOHAICH
omok wmmm amropurbM Ha [IM]J] perynmarop. Hacrosmiara pa3pa®oTka akueHTHpa HE BBPXY
NMpeauMCcTBaTa Ha peryjaropa Ha ChCTOsHUETO mpex Te3u Ha [IM]l perymatopa, a mpejacraBs
peanu3anysATa HAa JUCKPETEH MOJAJICH perylaTop Ha CBhCTOSHHETO U IMOTBBP)KIaBa
paboTOCIOCOOHOCTTAa MY C €IHOMEPHH JIMHEHHH CTAI[MOHAPHU OOEKTH, TIOCPEICTBOM CHUMYJIAIUs B
peanHo BpeMme ¢ nporpamer mpoaykt MATLAB Simulink.

CobcraBeH e pynkuuonaseH 6ok Ha MPC B nporpamua cpena Unity Pro, odesneuasaima PLC
ot cepusita M340 na Scneider Electric. HaumenoBanuero na 6ioka e SS_Controller. C Hero morar
na ce ynpasnsBat SISO o6ektu go 10™ pen.

SS_Controller mo3BonsiBa u3MOA3BaHEe Ha TMOBEYE OT €JHA WHCTAHIIMM B MPOrpaMHTE 3a
yrnpasiieHue. ToBa rapanTupa u3noja3BaHeTo My B nosede oT eqHa SISO cuctemu 3a aBTOMaTHYHO
yrpasienue, nsrpagean Ha PLC M340.

Hacrosimmara pazpa®oTka 1aBa XOpU30HT 3a Pa3BUTHE Ha CUHTE3UPAHUsS PErylaTop B Apyru
MO-CJIOKHU CTPYKTYPH 3a ynpaBiieHne. TakuBa ca aJanTHBHUTE CUCTEMHU.
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INPEJABAHE HA CHIEHUPNYHA UHOOPMALUA C
MPEXOBO OBOPY/IBAHE B YCJIOBUSI HA OI'PAHUYEHH
PECYPCH

I'eopru HukoJioB

Pe3ome: Cratusita € mpegHazHaueHa Ja MOKaKEe MOCTHKHMA (YHKIMOHATHOCT B IPUEMIIUB
BapHaHT 3a ONTHUMAJIHO NpeJaBaHe Ha WMHGOpPMalMs, aKTyalHa B PeajlHO BpeMe, B yCIOBHs Ha
orpannueHus. Karo takuBa ce pasriexziar JIMMUTU 10 OTHOIIEHHWE Ha aJpPECHO IPOCTPAHCTBO,
W3UYUCIIUTEIHN AITOPUTMHU U MPOTOKOJIM, M3MOJI3BAaHU OT MPEXKOBOTO OOOpy/ABaHE 3a OOMEH Ha
JTaHHU, KaKTO U CTEIIEHTAa Ha 3HAHWS U YMEHMSI HA MPEKOBUTE aIMUHUCTPATOPH.

KiarouoBu nymu: MHTEpHET MPOTOKOJI, MPEKOBU aJpPECHH OJIOKOBE, KJIACOBH MaplIpyTHU3HpAIIH
npoTokond, [IpoTokon 3a nHoOpMAaIHs 3a MapLIIPyTU3UPaAHE, MApIIPYTU3HpaIa TabIuIa.

Transmission of specific information with network equipment under limited resources
Georgi Nikolov

Abstract: The article is intended to show achievable functionality in an acceptable variant for optimal
transmission of information, updated in real time, under conditions of constraints. As such, limits are
considered in terms of address space, computational algorithms and protocols used by network equipment to
exchange data, as well as the level of knowledge and skills of network administrators.

Keywords: Internet Protocol, network address blocks, classful routing protocols, Routing Information
Protocol, routing table.

1. BbBeaenue

IIpu nmpenaBane Ha MH(pOpMaIMs C OmpeseNeHa crnenupuKa 4pe3 pecypcuTe Ha MpPEKOBO
o0opyaBaHe € Ilenecho0pa3HO Ja ce ompenensiT ePEeKTHBHOCTTAa W KpaHHUTE pe3ylTaTh OT
peanu3upaHuTe MpoLecH ¢ OalaHCUpPaHU TEXHOJIOTUYHU U BPEMEBH Pa3XO/Iu.

Karo cnenuduuyna wuHpopmanus Moxe Ja ce Aaae NpUMep C paJuoJIOKAallMOHHA U
paZMOHaBUTAllMOHHA TakaBa (Tpe/cTaBeHa ciell Mpeodpa3yBaHe BbB BHJ Ha JIaHHHU), OOMEHsHA ¢
MOJIXOJIALIN MPOTOKOJIM B peaHo BpeMe. BaXHO € yTOuHEeHHeTo, 4e OT €/lHa CTpaHa Te3U BUI0BE
uHpopManus 3a KpalHUTE MOTPEOUTENHN ca MOJIE3HU CaMO B CTPOTO KOHKPETHH MOMEHTH OT BpeMe
(akTyanHoCT), a OT Jpyra € HeoO0XoJuMma BHMCOKa CTENEeH Ha JocToBepHocTTa MM. KazaHo
KOHKPETHO,  €JHOBPEMEHHO C€ H3MCKBAa KAaKTO CBOEBPEMEHHOCT, Taka M IPELU3HOCT B
ChIbpkaHueTo. TakuBa WM3KMCKBaHMS MOXE Ja HE C€ IOCTaBAT KbM HH(pOpMalus, KOSTO ce
CbXpaHsBa IBJITOTPAHO U HE € KPUTUYHO Ba)KHA CEKYHJIHATA M aKTyaJu3alus, WIn nHpopMaLus,
JIOTTyCKaIla TojiepaHc (B ONMpPENeIeH IPaHuIM) B MBbJIHOTATa CH MPU CKOPOCTHO IpenaBaHe. Tosa
BaXM HampuMep 3a JaHHM OT CalTOBE ChC CTATUH, JOKYMEHTH M Jp. B €IUHUA Clydail u
oOMEHsIHETO Ha TjacoBa W BuieouHpopmauus B Apyrus. MpexoBoTo o0Opy/BaHE UMa BbHB
(YHKIIMOHATHOCTUTE CH ChbOTBETHU PECYPCH 3a ITOCTUTAHE Ha Te3M LIeJIM C HAMHUPAHETO Ha OalaHc
MEX1y ,,Heo0XomuMo™“ W ,,IOCTAThUYHO, TPH HAJIOKEHW JIMMUTA B OpPraHU3AIMOHEH U
TE€XHOJIOTHMYEH aCIEKT.
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2. Peasmm3anus Ha QyHKIIMOHAJHUTE Bb3MOKHOCTH HA MPEKOBO 000py/IBaHe 3a
npeaaBaHe Ha MHGOPMAIUA IPH HAJIOKEHH OTPAHUYCHUS

2.1. ITocTanoBKka Ha 3a7a4yara

B nacrosimata cratusi ce pasriexjaa BapHaHT 3a oOMeH Ha WH(pOpMAIHs C W3IMOJI3BaHE Ha
MpPEXOBO 000py/IBaHE BHB BhTPEIIHA MperKa (KJIOH) 3a CrojieieH A0cThII (durypa 1).

TepmuHan PHC  \qq KomyTaTop M-3 Tepmunan P/IC
K-1

®@wur. 1. Cpena 3a B3auMO/IeicTBHE HAa TEPMUHATIHN U KOMYHUKAIIMOHHU U3JENUs

Ha ¢urypa 1 ca nokasanu TepMUHAJIHU CbOPBHKEHUS OT paguoHaBuranuonHa cucrema (PHC)
u panuonokaunonHa cranuus (PJIC), cebp3anu nomexay cu B Mpexa ¢ mMapupyruzaropute M-1 u
M-3, a mnocpeactBom komyrtatop K-1 upe3 wmapuipyruzatopa M-2 kbM noTrpeOutens Ha
nnpopmanus I1-1. [Tokazan e cpIo0 TepMUHAI 32 MOHUTOPUHT U yIPaBICHHE HA MpekaTa, KOHTO
MOJKE€ J]a C€ BKJIIOYBA C KOH30JIEH JOCTBI KakTo KbM M-2, Taka U kbM M-1 u M-3 3a BB3MOXHO
KOH(HUTypHpaHe Ha MPOLECUTE U HAOII0IEHUE Ha pe3yNITaTHTE.

[lonpobHOocTUTE 3a BUIAAa U CHABPKAHMETO HA camMaTa pPaJUOJIOKALMOHHA U
paavoHaBUTrallMOHHATa HH(OpMalKs He ca 00EKT Ha MPOBEACHOTO u3cieaBaHe. JlocTaTbuHoO €, ue
T€ MO3BOJSABAT JAa ObJAT HpeAcTaBiHU BBB (opmat, mospossiBawy [P-anpecupane m MpexoBa
KOMYHHUKa1us no MaTepHeT npoToko: (B HacToAlus ciydaid, Bepcus 4 — ,, IPv4%).

VHTEpHET MPOTOKONBT € MpEeAHA3HAYEH 3a W3IOJI3BAHE BHB B3aMMOCBBP3aHU CUCTEMH OT
KOMYHHKAIIMOHHU MPEXHU C KOMYyTalus Ha rnakeTu. IHTepHeT mpoTOKOIbT NpeaBUkKAa MIpelaBaHe
Ha OJIOKOBE OT JJaHHM, HApEUeHH ,,AedTarpaMmu’, OT U3TOYHHIIM JI0 MOTy4YaTeaH, KbAeTO U3TOUYHHUIIN
U TOJTy9aTel ca ,,X0CTOBe ", IeHTU(UIIMPAHHU 110 ajipecH ¢ Gpukcupana abokuHa [1], [2].

TepMHHBT ,,XOCT* ce OTHacs A0 BCsKa CUCTeMa, TeHepHupallla |/uiu nmpueMala Kato KpaiiHa
takaBa [Pv4 makeru, a ,,MapmpyTu3aTop‘ ce oTHacs J0 BCsKa cucteMa, npenpamiaiia [Pv4-makern
OT €/IMH ,,XOCT"* WIIK MapIIpyTu3arop Kem apyr [3].

[IepBoHavyaiHO cTpykrypata Ha [P-agpecure m IP-mapmpyrusupaHeTo ca NpPOEKTHpPaHU
OKOJIO MTOHSATHETO KJIacoBe Ha HoMepa Ha Mpekata (Mpexxu ot kinac A/B/C) (RFC 790). B naganoto
Ha 90-Te roAMHM pa3pacTBaHeTO Ha HTepHET H3UCKBA 3HAYUTENIHU NOJOOPEHMS] KAaKTO B
CKaJIMPyEMOTO CTPYKTYpHUpaHE Ha CHCTeMara 3a MaplipyTusupaHe B VHTepHer, Taka U B
m3non3BaHeto Ha [P-aapecnoto mpoctpanctBo. KracoBata ctpyktypa Ha IP-agpecHoro
IIPOCTPAHCTBO U CBBP3AHOTO C HES KJIACOBO MAapLIPYTHU3MpaHE C€ OKa3BaT HEAJCKBaTHU, 3a JAa
OTrOBOPSAT Ha MU3UCKBAHUATA, Taka ue mpe3 nepuoga 1992 - 1993 r. MurepHeT npuema 6e3kI1aCOBO
Mmapuipytuzupane mexay gomeitau (CIDR) [3], [4].

OOpbiIaliku BHUMaHUE Ha TO3M IMTAT € BHJIHO I'BPBOTO OrPaHUYEHHE, KbM KOETO
HacTosIaTa MyOJUKaIUs € OpPUEHTHpaHa — KJIAcOBETe MPEeXH (IO OTHOIIEHHE Ha aJPecHOTO
MIPOCTPAHCTBO) U KJIACOBOTO MaplIpyTuU3upaHe. B mpoiieca Ha pa3chkACHUS U PE3yATaTUTE OT
HaIIPaBEHUTE U3CIIEABaHMS CE JI0Ka3Ba, Y€ € Bb3MOXKHO ONPEIEIIIHETO UM U KaTo ,,aJIeKBaTHU " U TO
0e3 U3M0JI3BaHe Ha 0COOEHO CIIOKHU MPOLEYPH.

IPv4 usnomsBa 32-OMTOBO agpecHO Iojie M pasfiens TO3M aJpec Ha ,,MpeXoBa 4YacT H
,JJOKaJTHa ajipecHa yact™. Pa3enenuero e B Tpu GopMu win Kiacose [5].
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[IepBUAT THTT aapec WK ,,k1ac A“ uMa 7-OMTOB MPEKOB HOMEDP U 24-OMTOB JIOKAJICH aJpec.
Haii-BucokusT 6ut e 3amanen cbe 3Hadenne (. ToBa mo3BonsiBa 128 mpexu ot ,,kmac A*. Bropusr
TAN ajpec, ,,kiaac B, uma 14-6utoB MpexxoB Homep U 16-OMTOB sNOKayieH aapec. /[Bara Outa OT
Hal-BUCOK pel ca 3ananeHu cbc 3HaueHue 1-0. Tosa mosBosisia 16 384 mpexu ot ,.kiac B
Tperust tun aapec, ,.kinac C“, uma 21-OMTOB MpeKOB HOMEp U 8-OMTOB JIOKaJIeH azapec. Tpure
Ourta OT Hal-BHCOK pel ca 3amaaeHu cbe 3HadeHue 1-1-0. Toma mospomsiBa 2 097 152 mpexu ot
,kimac C*“[5].

Ta6auna 1. Pasnpenenenvie Ha IP-aapecute mo kimacose [5]

OO6xBat Ha MyOIUYHU OO0xBar Ha YaCTHU . Bpoii xocToBe 3a
Mpe:xoBa Macka Bpoii mpexu
IP-anpecu IP-anpecu Mpexa
Ot 1.0.0.0 Ot 10.0.0.0
Kiac A 110 127.0.0.0 110 10.255.255.255 295.0.0.0 128 16,777,214
Or 128.0.0.0 Ot 172.16.0.0
Kiac B 110 191.255.0.0 510 172.31.255.255 295.255.0.0 16,384 65,534
Ot 192.0.0.0 Ot 192.168.0.0
Knac € 1o 223.255.255.0 1o 192.168.255.255 255.255.255.0 2,097,152 254

Cnen Taka HampaBeHHWTE YTOYHEHHS MOXKe Ja ce ¢opMylnupa 3ajadaTa 3a peIHICHHE C
HaJI0EHU KOHKPETHU OIpaHUYEeHMUS:

B usrpaznena BpTpeiHa Mpexa (KJI0H) ¢ paBHOMOCTaBeH A0CThI (urypa 1) ga ce ochiecTBU
MpEKOBa KOMYHHMKaIUsl B CETMEHT Hall-MHOTO OT 254 yacTHHU ajpeca (caMO €1Ha YacTHa Mpeka
»kiac C*), BKIIIOUBAIM MPEKOBUTE TaKMBa U TE€3U 3a ,,XOCTOBE", pa3/ieJIeHH B MOJMPEKH, KaTo ce
U3M0JI3Ba KJIACOB MApLIPYTU3UPAL] MIPOTOKOJ, MUHHMMAJEH pa3XxoJ Ha BpEME M KOMaHIM 3a
KOH(UTypHpaHe Ha yCTPOMCTBAaTa U YHUKAIHO UAeHTU(]UIUpaHe (,,BUIAMOCT) U JOCTHIIHOCT Ha
BCSKA €IHA OT TSAX B MapIIPYTU3HPAIIUTE TAOIUIIH.

2.2. U3caeaBaHe Ha MmpouecuTe U peuicHue HA 3ajavyaTa

2.2.1. Tlo oTHOIIEHNE Ha JOCTBIIA MEXKIY yCTPOHCTBAaTa MOXE Ja ce M3MoisBa ,,Ethernet”
nporokoin. CraHgapteH Meton 3a Karncynupane Ha Mutepuet Ilpotokon (IP) [1] ,meiirarpamu® B
,.Ethernet”. IP-, neiitarpamuTe ce mpenaBaT B craHmapTHu ,,Ethernet pamku. ITomero 3a Tum Ha
,,Ethernet pamkure TpsOBa 1a ChABpPXKA MIECTHAACCETHUHATa CTOWHOCT ,,800%. Tlonero 3a jMaHHM
cpabpxka [P-3armaBue, mocnenBaHo HenocpeacTBeHo oT [P-manHuTe. MuHMManHaTa IbKMHA HA
MOJIETO 3a JIAaHHM Ha MaKeT, u3npareH mnpe3 ,,Ethernet®, e 46 okrera.

AKo e HeoOX0oAMMO, TIOJIETO 3a JaHHU TpsOBa Ja Ob/ie JOMBIHEHO (C HYJIEBH OKTETH), 3a Ja
OTroBapsi HA MUHMMAITHHs pa3Mep Ha pamkara Ha ,,Ethernet”. Tasu ,,momnoxka“ He e yacT ot IP-
MaKeTa M He € BKJII0YEHA B TIOJIETO 3a 001a 1hkuHa Ha [P-3arnaBuero.

MuHuMaIHaTa IhJDKWHA HA MOJIETO 3a JaHHU Ha MakKeT, u3npareH mpes ,,Ethernet”, e 1500
OKTeTa, CJIe/IoBaTeTHO MaKCUMaliHaTa Ib/hKMHA Ha IP-, nefitarpama®, usnparena mnpes ,,Ethernet”, e
1500 oxrera. Peanmuzanuure ce HachpyaBaT Ja NOAAbPKAT NAKETH C MbJHA IbJDKUHA.
PeanuzanuuTe Ha mpomyckaluTe ycTpoicTBa TpsiOBa Ja ObJaT MPUTOJHM Ja MpHEMaT MAKeTH C
'bJIHA IBJKMHA U J1a TH (pparMeHTHpar, ako € Heooxoaumo [6].

C mnocoueHute Bb3MOKHOCTH Ha ,Ethernet”, BpmpochT 3a (opmara 3a NpeAcTaBsHE Ha
¢dbopmupanute IP-makeTn B cChOTBETCTBAII THI paMKa C€ YJOBIETBOPSBA.

2.2.2. Tlpu wm3crnenBaHuWsITa W pEIIaBAaHETO Ha 3ajadara Cce H3MOJI3Ba KOMYHUKAI[HOHHO
obopy/BaHe ¢ JHIEH3UpaHa OlepalliOHHa CUCTEMa, KaKTO CIIe/Ba:

A) Mapupytuzaropu - Cisco® 1900 Series Integrated Services Routers (¢urypa 2), kouto
umMmar MHOI'o 2106130 CLOTHOIICHUE TMPOAYKTHMBHOCT-IIECHA KU Ca C MYHTI/I(i)YHKHI/IOHaHHI/I
BBH3MOKHOCTH.
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HoBute nnatdopmu ca mpoekTUpaHu Taka, 4e Jja O3BOJIAT cieBaniaTa gpa3a oT eBOIIOIUATA
Ha KJIOHOBETE, OCUTYpsIBAKH OOraTo MEIUHHO ChTPYIHUYESCTBO M BUPTYyaIH3aIvs HA KIOHA, KAaTO
CHILIEBPEMEHHO MaKCUMHU3HPAT CIIECTABAHUSTA HA ONEPATUBHU pa3xou [7].

@ur. 2. Cisco® 1900 Series Integrated Services Routers, nuzrounux: [7]

M-2#show version

Cisco I0S Software, (1900 Software (C1900-UNIVERSALK9-M), Version 15.1(4)M4, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 23-Feb-11 14:19

ROM: System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (fcl)
ciscol941 uptime is 6 minutes, 1 seconds

System returned to ROM by power-on

System image file is “flash@:c1900-universalk9-mz.SPA.151-1.M4.bin"
Last reload type: Normal Reload

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

®ur. 3. Uadopmarys 3a H3M0I3BaHaTa BEPCHS Ha MapIIPYTH3aTOPUTE

b) Komyratop - WS-C2960-24TT-L (durypa 4). Komyraropure ot cepusita Cisco®
Catalyst® 2960-Plus ca Owmp3u ,,Ethernet® komyratopu ¢ ¢ukcupana kKoH(uUrypaius, KOUTO
OCUTYpSIBaT KOMYHHKanus Ha Layer-2 3a KOpPIOpaTUBEH KJac KJIOHOBE, KOHBEHIIMOHAIHU PabOTHU
IIPOCTPAHCTBA U MHPPACTPYKTYPHU MPUIIOKEHUS. Te MO3BOJSABAT HAAEKIHU U CUTYPHH Ollepaluu
C TO-HUCKAa 00Ima IleHa Ha TpuTekaHue upe3 peamna copryepHu ¢yHknuun Ha Cisco [0S®,
BrrounTenHo Cisco Catalyst Smart Operations [8].

®@ur. 4. Komyratopu ot cepust Cisco Catalyst 2960-Plus, M3rounuk: [8]
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K-1#show version

Cisco I0S Software, (2960 Software ((2960-LANBASE-M), Version 12.2(25)FX, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2005 by (isco Systems, Inc.

Compiled Wed 12-Oct-05 22:85

ROM: (2960 Boot Loader ((2960-HBOOT-M) Version 12.2(25r)FX, RELEASE SOFTWARE (fcd)
System returned to ROM by power-on

Cisco WS-C2960-24TT (RC3238Q) processor (revision (@) with 21039K bytes of memory.

24 FastEthernet/IEEE 802.3 interface(s)
2 Gigabit Ethernet/IEEE 802.3 interface(s)

63488K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address .

0010.1154 . 39EE

Motherboard assembly number : 73-9832-06
Power supply part number : 341-0097-82
Motherboard serial number : FOC103248M)
Power supply serial number : DCA182133)A

Model revision number
Motherboard revision number
Model number

System serial number

Top Assembly Part Number

Top Assembly Revision Number
Version ID

CLEI Code Number

Hardware Board Revision Number

: Be

: (e

: WS-C2960-24TT
: FOC1833Z1EY

: 800-26671-02
: B

: ve2

: COM3KeesRA

: 9x01

Switch

Model

SW Version

Ports SW Image

(2968 - LANBASE-M
®@ur. 5. Uadopmanus 3a M3noa3BaHaTa BEpCUs Ha KOMyTaTopa

2.2.3. B n3cnenBanusTa 32 MpEeKOB KOMYHUKAIIMOHEH CETMEHT C JIOITYCTUM MaKCUMYM OT 254
peallHu YacTHU ajpeca (caMo eHa 4acTHa Mpexa ,.kiac C*) ce uznonssa 192.168.2.0 / 24, T.e. ot
192.168.2.1 no 192.168.2.254 u aapec 3a cBob6o1HO pasnpoctpanenue (broadcast) 192.168.2.255.

2.2.4. Karo xmacoB MapipyTusupail nporokoi ce usnonazsa RIPv1. To3u mpoTtokon e Haii-
MOJIE3€H KaTo ,,BbTPEUIHO-MAPIIPYTU3Upal] MNPOTOKOJI ‘. B HalMOHaJIHA Mpeka, KaTO CEraliHus
WHTepHET, € MHOIO MaJKO BEpOSTHO €IUH E€OWHCTBEH IPOTOKOJ 3a MAapUIPYTH3UpPAHE Ja ce
u3non3Ba 3a msuata Mmpexa. Ilo-ckopo mpexarta mie ObjJe OpraHM3MpaHa KaTo ChbBKYIMHOCT OT
,,ABTOHOMHU cucTeMu‘‘. EflHa aBTOHOMHA crcTeMa KaTo 110 1€ Ce aJMUHUCTPUPA OT €JUH CYOeKT
WM TIOHE 1[€ MMa HAKaKBa pa3yMHa CTEINEH Ha TEXHUYECKHU U aJMHUHHMCTpPaTHBEH KOHTpOJ. Bceska
aBTOHOMHA CHCTEMa Illeé MMa CBOsI COOCTBEHA TEXHOJIOTHS 3a MaplpyTusupaHe. ToBa Moxe na e
Pa3IMYHO 3a pa3IMYHUTE aBTOHOMHHU cUCTeMH. IIpoTOKOIBT 3a MapuipyTH3UpaHe, U3MOJ3BaH B
paMKHTE Ha aBTOHOMHA CHCTEMA, C€ Hapu4a BBTPEIIHO-Mapuipytusupamny nporokon uimu IGP. 3a
uHTepdeiic Mexay aBTOHOMHUTE CUCTEMU Ce€ M3M0J3Ba oTAeneH npotokos. RIP e mpoektupan na
paboTH ¢ MpPEXHU C YMEpPEH pa3Mep, U3MONI3BAllU CPABHUTEIHO XOMOIreHHa TexHojiorus. Ilo to3u
HayuH ToW € monxonsaml karo IGP 3a MHOro xaMriycu W 3a pEerHOHAIIHU MPEXH, HU3MOJ3BAIIN
CEpUIHHU JIMHUM, YUUTO CKOPOCTU HE Bapupar 3HauuTenHo. He e mpeaHasHaueH 3a U3IMOJI3BaHE B
mo-ciokuu cpean [9].

Henocratbum - OcHOBHUAT cpef TsX €, ue RIPv] e knacoB mpoTokos 3a MapuipyTU3HpaHe.
RIP-mmaketute He HOCAT oTnenHa MH(pOpManus 3a npeduxkcHr Macku. J[bKrMHATa Ha npedukca ce
U3BEX/Aa OT ajapeca. 3a HEJNOKATHU aapecd NpepUKChT BUHArM € ,,ecTecTBeHaTa™ (Ki1acoBa)
IBDKUHA. (Harp. 24 OuTa 3a MpexoB ajapec ,,kiac C*). 3a Mpexu, KbM KOUTO CHIIECTBYBA JIOKAJICH
uHTepdeiic, ako HHTEPPENUCHT € MOJIMPEKOB ¢ HAKAKBA crieludHruHa Macka, ToraBa RIPvI npuema,
4ye MacKaTa, U3M0J3BaHa JOKaJlHO, € TPaBUJIHATa MacKa, KOSITO Jia ce Mpuiiara 3a BCHYKHU MOJAMPEXH
Ha Ta3u Mpexa [10].

ToBa e cbpoBoOJIEHO ¢ penula ePeKTu:
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1) RIPv1 He MOXke 1a ce u3Io3Ba ¢ MOAMPEKU C TPOMEHIMBA AbJDKUHA. [Ipy HamnuueTo Ha
MOAMPEXKU C TMPOMEHIMBA ABJDKAHA TOM MOCTOSHHO W€ THJIKYBAa MOTPEHIHO IBDKUHUTE Ha
npedukca.

2) RIPv1 e TpyaeH 3a u3nomi3BaHe cbe ,,cynepmpexu’. Becuuku CIDR-cynepmpexu TpsioBa 1a
ObJaT eKcIuIoaTupaHu U 00sBsiBaHU KbM RIPV1 kaTo oTAenHy ,,ecTeCTBEHH KJIAaCOBU TaKUBa.

3) Hopu koraro camute Mpexu, msnbiansBamm RIPv1, ca camo moampexu ¢ ¢ukcupanu
IBJDKUHHM, aKO OCTaHajlaTa 4acT OT Mpekara MMa MOAMpeXka C MPOMEHJIMBA IbJDKMHA, TOTaBa
TpsOBa BHUMATENHO Aa ce mpoBepH, ue RIPvl He yHumoxkasa nHpopmanuara 3a Mackara, KOraTo
[IpeMHUHaBa Mpe3 Te3u moampexu, padoremu ¢ RIPv1 [10].

C Taka yrouHeHUTEe (YHKIMOHAIHOCTH, MMa BB3MOXHO HaMHpaHEe Ha MpPeIuMCTBA H
n30sTBaHE Ha HEJOCTAaTBIUTE HA NpoTOKosa. [Ipenn BCHYKO, NPEAMMCTBO € JIECHOTO MY
KOH(pHUTYypHpaHe - caMo ¢ aBe komauau (1), (2) Ha BCEKU MapIIpyTHU3aTOpP, HAIIPUMED:

M-2(config)#router rip
M-2(config-router)#network 192.168.2.0

1)
()

RIPvl ne mo3BonsiBa yka3BaHe Ha Macka KbM MpexoBus IP ampec. M3mon3ea tasu mo
nojapa3zoupane 3a cboTBeTHUA Kiac (crmpaBka — Tabmuna 1). ToBa ompeneneHo e mpeaumcTBo,
3al[0TO HE CE€ HM3MCKBAa KOMIIETEHTHOCT OT aJMUHHUCTPATOpa 3a JOMBIHUTEIHU I[O3HAHUSA IO
CHUHTAaKCHCa Ha KOMaHUTE.

BonpocsT e: ,,I1{e 0b1e 1 1ocTaThueH camo onpeneneHus B [Taparpad 2.2.3 cerment?*

OuakBaHUsTa, Y€ pecypchbT Ha Mpekara 192.168.2.0/24 He e mocTaThueH, TOPaIN TOBA, Y€ TS
e ,,kimac C* ¥ BCMYKHM MapUIpyTH B MaplIpyTU3HpAIIUTe TaOIULHU e ObJaT aCOLMUPAHH C MacKaTa
o moxapazoupane (255.255.255.0 - npedurc 24), ca ocHoBareaHH (KOETO IIE C€ TOTBBPAH B
[Taparpad 2.2.5.), HO He chBceM (KOETO MBbK II€ C€ MOTBBPAM C MOCTUTAaHE HA PELICHUETO B
[Maparpad 2.2.6.). KimtogoBusT GaxTop 3a ycrexa € B psika 3aBUCHMOCT OT HauWHa Ha ajipecupane!

2.2.5. Anpecupane ¢ paszeisiHe B TIOJMPEKH ¢ pazimdeH Opoi IP-agpecu 3a moTpedutenure
U CTIOJIENIeHaTa cpejia MEeKy MapIIpyTU3aTOPUTE:

A) IIspBu Bapuant - CermMeHTUTE C Oposi peasHH ,,XOCT‘-aapecu 3a TepmuHanute Ha PHC,
PJIC u motpebutens I1-1 ca paBau nmomexay cu (ot mo 30 aapeca) u ca O-TOJIEMH OT CETMEHTa 32
cnozeneH goctwil (0T 14 anpeca). Pasnpenenennero e mokazano B Tabmuma 2.

Taoauua 2. [IspBu BapuaHT Ha HepaBHOMEPHO pasnpeneneHue Ha IP-agpecure

M-1 M-2 M-3
Gio/o Gioln Gi0/0 Gio/1 Gio/o Gio/1
192.168.2.241 192.168.2.1 192.168.2.242 192.168.2.33 192.168.2.243 192.168.2.65
128 127 /28 127 /28 127
PHC X 192.168.2.2/27 X X X X
-1 X X X 192.168.2.34/27 X X
PIIC X X X X X 192.168.2.66/27
C;gff;f“ 192.168.2.240/28 X 192.168.2.240/28 X 192.168.2.240/28 X

[Ipu TOBa agpecupane (KOETO € TPYAOEMKO KaTo MPEeCMsTaHe), HE € HAIMYHA KOMYHHKAIUS C
NpO3BBHABAHE ,,ping” Mexay notpedburens u tepmunana Ha PHC (PJIC). B mapmpyrusupamiara
tabiuna Ha M-2 (M-1 u M-3) He ca Hanu4yHU MapipyTu 3a Mpexute, kbM kouto PHC, PJIC u I1-1
IIPUHAJIJIEKAT, OCBEH aKo HE ca ,,JUPEKTHO CBBbp3aHM‘‘ TakuBa. KoHcTaTHpa ce ¢ mbpBOHavyaIHaTa
npoBepka ot norpedurens [1-1 mpe3 mapmpyruzarop M-2 kM Tepmunana Ha PHC (¢urypa 6). C
MOHHUTOPHHT, 4Ype3 KOH30JEeH JOCTHII KbM MapipyTruzaropa M-2, ce HabmogaBaT 1Ba UHTEPECHU
¢dakta — mBPBO, CHUMAT HMa cBbp3aHocT kbM M-1 u M-3 (durypa 7) u BTOpOo — B
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MapIIpyTH3HpaniaTa TabJnia € HalIudeH 3anucsT ,,192.168.2.0/24 is variably subnetted, 4 subnets,
3 masks* (¢purypa 8). To3u 3amuc e mokasareieH, 4e € PerUCTPUPAHO HAJIMYHE Ha Pa3JlelisTHe B
MMOAMPEKH, HO MapuIIpyTH3aTOpbT M-2 , BIKIa™ caMO CBOUTE ,, IMPEKTHO CBBbP3aHU MPEKH ‘!

C:\> ping 192.168.2.33
Pinging 192.168.2.33 with 32 bytes of data:
Reply from 192.168.2.33: bytes=32 time=lms TTL=255
Reply from 192.168.2.33: bytes=32 time<lms TTL=255
Reply from 192.168.2.33: bytes=32 time<lms TTL=255
Reply from 192.168.2.33: bytes=32 time<lms TTL=255
Ping statistics for 192.168.2.33:

Packets: Sent = 4, Received = 4, Lost = @ (0X loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = Oms

C:\> ping 192.168.2.2
Pinging 192.168.2.2 with 32 bytes of data:
Reply from 192.168.2.33: Destination host unreachable.
Reply from 192.168.2.33: Destination host unreachable.
Reply from 192.168.2.33: Destination host unreachable.
Reply from 192.168.2.33: Destination host unreachable.
Ping statistics for 192.168.2.2:

Packets: Sent = 4, Received = @, Lost = 4 (100X loss),

@ur. 6.. [IbpBa poBepka Ha CBBP3aHOCTTa MEX Ty noTpeduten I1-1,
Mapuipytuzatop M-2 u repmunan PHC

M-2#ping 192.168.2.241
Type escape sequence to abort,
Sending 5, 108-byte ICMP Echos to 192.168.2.241, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/0/1 ms

M-2#ping 192.168.2.243
Type escape sequence to abort.
Sending 5, 108-byte ICMP Echos to 192.168.2.243, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = ©/0/1 ms

@ur. 7. [TspBa poBepKa Ha CBHP3AHOCTTA MEXLy MapipyTu3arop M-2
u Mapupyruzatopu M-1 u M-3

M-2#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - COR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.2.8/24 is variably subnetted, 4 subnets, 3 masks
192.168.2.32/27 is directly connected, GigabitEthernetd/1
192.168.2.33/32 is directly connected, GigabitEthernetd/1
192.168.2.240/28 is directly connected, GigabitEthernet@/@
192.168.2.242/32 is directly connected, GigabitEthernet8/@

~Nrrn

@ur. 8. [IspBa npoBepka B MaplpyTU3Mpaniara Tabaumna Ha MapmpyTusarop M-2

[To-HaTaThIIHK TIPOBEPKHU C IPYTHTE YCTPOMCTBA B Mpekara OYEBUIHO HSAMA Ja JOBENAT /10
MO-pa3INYHU PE3YIATATH.

b) Bropu Bapuant - CermeHTHTEe ¢ Oposi peaiqHu ,,XOCT ‘-aapecu 3a TepmuHanute Ha PHC,
PJIC u notpebutens I1-1 ca paBHu nmomexay cu (0T 1o 6 aapeca) M ca MO-MaJIKU OT CETMEHTa 3a
cnozenieH Aoctwil (0T 14 anpeca). Paznpenenenuero e mokazano B Tabnmma 3.
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Taoauna 3. Bropu BapuanT Ha HepaBHOMEPHO pasmnpezaenenue Ha IP-angpecute

M-1 M-2 M-3
Gi0/0 Gio/1 Gi0/0 Gio/1 Gi0/0 G0/l
1921682241 | 19216821 | 1921682242 | 192168233 | 192.168.2.243 | 192.168.2.65
/28 129 /28 129 /28 129
PHC X 192.168.2.2/29 X X X X
-1 X X X 192.168.2.34/29 X X
PIIC X X X X X 192.168.2.66/29
C;‘gff:lf‘* 192.168.2.240/28 X 192.168.2.240/28 X 192.168.2.240/28 X

W nipu ToBa aapecupane (KOETO CHIIO € TPYAOEMKO KaTo MPEeCMATaHHUs1) OTHOBO HE € HaJIMYHA
KOMYHHKAIIHS C IPO3BBHIBAHE ,,piNg” Mexkay norpedurenst u tepmunaia na PHC (PJIC).

B mapmpyrusupamara tabnuna Ha M-2 (aHanormuno Ha M-1 um M-3) He ca HanwuHU
MapHIpyTUTE 32 MpeXHUTe, KbM Kouto npuHamiexar tepmudaiy PHC, PJIC u nmorpedurensar I1-1,
OCBCH ,,JIUPEKTHO CBHP3aHUTE MPEXKU ‘. Pe3ynratute OT mpoBepKaTa Ha CBhP3aHOCTTA Ca MOKa3aHU
Ha ¢urypa 9, purypa 10 u ¢purypa 11.

C:\> ping 192.168.2.33
Pinging 192.168.2.33 with 32 bytes of data:

Reply from 192.168.2.33:
Reply from 192.168.2.33:
Reply from 192.168.2.33:
Reply from 192.168.2.33:

Ping statistics for 192.168.2.33:
Packets: Sent = 4, Received = 4, Lost = @ (@X loss),

Approximate round trip times in milli-seconds:
Minimum = @as, Maximum = 1ms, Average = Oms

C:\> ping 192.168.2.2
Pinging 192.168.2.2 with 32 bytes of

bytes=32 time=lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255

data:

Reply from 192.168.2.33:
Reply from 192.168.2.33:
Reply from 192.168.2.33:
Reply from 192.168.2.33:

Ping statistics for 192

Destination
Destination
Destination
Destination
.168.2.2:

Packets: Sent = 4, Received =~ 9,

host
host
host
host

Lost

unreachable.
unreachable.
unreachable.
unreachable.

= 4 (100X loss),

®@ur. 9. Bropa npoBepka Ha cBbp3aHOCcTTa Mex 1y norpeduren I1-1,
Mapuipytuzatop M-2 u tepmunan PHC

M-2#ping 192.168.2.241

Type escape sequence to abort,
Sending 5, 1@8-byte I(MP Echos to 192.168.2.241, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 9/0/1 ms

M-28ping 192.168.2.243

Type escape sequence to abort.
Sending 5, 1@8-byte ICMP Echos to 192.168.2.243, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 9/0/1 ms

@ur. 10. Bropa mpoBepka Ha CBbP3aHOCTTa MEKAY MapipyTuzaTtop M-2
u MapupyTtuzatopu M-1 u M-3
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M-2#show ip route
Codes: L - local, C -
D - EIGRP, EX -

connected, S - static, R - RIP, M - mobile, B - BGP

EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - OOR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.2.9/24 is variably subnetted, 4 subnets, 3 masks
C 192.168.2.32/29 is directly connected, GigabitEthernet®/1
L 192.168.2.33/32 is directly connected, GigabitEthernet9/1
C 192.168.2.248/28 is directly connected, GigabitEthernet@/@
L 192.168.2.242/32 is directly connected, GigabitEthernet@/@

®@ur. 11. Bropa mpoBepka B MapimpyTu3upaniara Tadimia Ha Mapuipytusatop M-2

2.2.5. AnpecupaHe U pa3jeiisiHe B moaMpe:ku ¢ paBeH Opoii |P-aapecu. Pemenue Ha
3ajadara.

Cermenture ¢ Opost peanuu ,,xoct'‘-anpecu 3a repmunanute Ha PHC, PJIC u norpebutens I1-
1 ca paBHu nomexay cu (1o 14 aapeca) u CHIIO Taka ca paBHU ChC CETMEHTA 3a CIHOJENIEH JIOCTBIIL.
Pasnpenenenuero e nmokasano B Tabmuma 4.

Tadauna 4. BapuaHT ¢ paBHOMEpHO pasnpeneicHue Ha IP-anpecure

M-1 M-2 M-3
Gi0/0 GO/ Gio/0 S Gi0/0 Gio/L
1921682241 | 19216821 | 1921682242 | 192168233 | 1921682243 | 192.168.2.65
/28 /28 /28 /28 /28 /28
PHC X 192.168.2.2/28 X X X X
-1 X X X 192.168.2.34/28 X X
PIIC X X X X X 192.168.2.66/28
ngfgl?‘ 192.168.2.240/28 X 192.168.2.240/28 X 192.168.2.240/28 X

[IspBOTO TIPEIMMCTBO Ha TMPEANPHUETHs] MOIXOJ] € YIeCHEHOTO MpEecMsTaHe — BCsAKa €/IHa
MoAMperka uMa 00xBat OT paBeH Opoit [P-anpecu ¢ npyrure.

OnTtumanHo, Mpexa oT ,.kinac C“ Moxe aa pasmpenend (Ha paBHH YacTH C MAaKCHMAIIHO
M3MO0JI3BaHe) HAJTMYHUTE CH 256 anmpeca (BKJIIOYBAIIM ITEPBUS ,,MPEKOB* M TIOCIIeTHUS ,,broadcast®)
B ,,2"“ Ha GOl MPEXH, KaTo BCSKA €IHA OT TAX ChAbpKa ,,2° ™ “ 6poit IP ampecu. U3uncienuero
€ eJIEMEHTapHO, HO BapuaHTHT B Tabnwuiia 4 € ¢ ocurypsiBaHe Ha ,,pe3epB‘.

Ha BTOpO MSICTO, TPETMMCTBO € M3MOJI3BAHETO Ha CBOMCTBOTO, MAPIIPyTH3MpaIaTa TadbIuma
Ja JIOKaIW3Wpa M U3IMO0JI3Ba HAMEPEHOTO ,.Hal-AbIAr0 chBHOageHHe ¢ MpexoB [P-ampec mo
MECTOIpETHa3HAUCHUE.

Ha Tpero MscTO € mpeBpBIIAaHETO HA OrPAHUYEHUETO, Y€ KIIACOBUTE MPOTOKOIH 3a
MapIIpyTU3HpaHe HE MOTAT Jia ce M3IO0JI3BAT, KOraTo MpeXkara € ¢ MOBeYe OT eIHa IMOJAMPEKOBa
Macka, B IPeJUMCTBO.

CpoOpazsiBaiiku TpaBWiIaTa, C BHHMMATEJIEH MPOYMT M BHUKBAHE B CBHIIHOCTTa Ha
KOMIUIEKCHUTE 3aKOHOMEPHOCTH, IOCTABEHATA 3a/1a4a M0JIy4aBa yCIEIIHO pEeIleHHE.

ToBa ce NOTBBpK1aBa KATETOPUYHO OT MOJYYEHUTE PE3YITATH:

- MpoBepKara 3a cBbp3aHocTTa Mexy norpedurens I[1-1 u repmunana va PHC (PJIC) upe3
1eseBa KOMaHaa ,,ping” JAEMOHCTpHUpa Kak KOMyHHKAlMiTa € HamblIHO (yHKUMOHaNHa (purypa
12);

- B MapuipyTu3upaiara tabaumna Ha M-2 (cbio kakrto 1 Ha M-1 1 M-3) ca HaluYHU BCUYKU
MapuIpyTH, ,,TUPEKTHO CBbP3aHU MPEXH ™ M TE3H OT jeicTBrueTo Ha nmpotokosa RIPVL (durypa 13);
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- IpoBepKaTa 3a (HYHKIMOHHUPAIIUS MapIIPyTH3HUPAIl HPOTOKOJI ACHCTBUTEIHO IOKA3Ba, 4e
toii e RIPV1 (purypa 14).

C:\>ping 192.168.2.2
Pinging 192.168.2.2 with 32 bytes of data:
Reply from 192.168.2.2: bytes=32 time<ims TTL=126
Reply from 192.168.2.2: bytes=32 time<ims TTL~126
Reply from 192.168.2.2: bytes=32 time<lms TTL=126
Reply from 192.168.2.2: bytes=32 time<lims TTL=126
Ping statistics for 192.168.2.2:
Packets: Sent = 4, Received = 4, Lost = @ (@X loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

C:\>ping 192.168.2.66
Pinging 192.168.2.66 with 32 bytes of data:
Reply from 192.168.2.66: bytes=32 time<lms TTL=126
Reply from 192.168.2.66: bytes=32 time<lms TTL=126
Reply from 192.168.2.66: bytes=32 time<lms TTL~126
Reply from 192.168.2.66: bytes=32 time<lms TTL=126
Ping statistics for 192.168.2.66:

Packets: Sent = 4, Received = 4, Lost = © (X loss),
Approximate round trip times in milli-seconds:

Minimum = @as, Maximum = Oms, Average = Oms

®ur. 12. [ToTBbprkaeHHE HA QYHKIMOHATHATA CBBP3aHOCT
mexay norpeburen 11-1, repmunan PHC u repmunan PJIC

M-2#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

FOoXr-rn>

192.168.2.8/24 is variably subnetted, 6 subnets, 2 masks
192.168.2.2/28 [128/1] via 192.168.2.241, 9@:20:12, GigabitEthernetd/o
192.168.2.32/28 is directly connected, GigabitEthernet®/1
192.168.2.33/32 is directly connected, GigabitEthernet@/1
192.168.2.64/28 [120/1] via 192.168.2.243, 00:00:15, GigabitEthernetd/0
192.168.2.240/28 is directly connected, GigabitEthernet@/@
192.168.2.242/32 is directly connected, GigabitEthernet®/@

®ur. 13. [IpoBepka B MapIIpyTH3UpaIaTa Tabauna, HOTBbpIKAaBaa GyHKIIMOHAITHOCTTA

Ha MapLIpyTU3UPALIMAT IPOTOKOI
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M-2#show ip protocols

Routing Protocol is “rip”

Sending updates every 38 seconds, next due in 15 seconds
Invalid after 180 seconds, hold down 188, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 1, receive 1

Interface Send Recv Triggered RIP Key-chain
GigabitEthernetd/@ 1 1
GigabitEthernetd/1 1 1

Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
192.168.2.0
Passive Interface(s):
Routing Information Sources:

Gateway Distance Last Update
192.168.2.241 120 00:00:04
192.168.2.243 120 00:08:26

Distance: (default is 120)

M-28show running-config | section in rip
router rip

version 1

network 192.168.2.@

@ur. 14. [loTBbpKaCHHE 32 KJIaca U BepcHATa Ha GYHKIHMOHUPAILUAT MapLIPYTU3UPALL TPOTOKOI

3. 3akiarouenue

HacrosmoTo u3ciensane € CBbP3aHO C PEaHU MPOOJIEMH B MPAKTHKATA U Hajlara U3BOJIUTE:

1) C npensBsiBaHe Ha orpaHuueHHs (OT OOCKTHBEH WM CyOCKTHBEH XapaKTep) Mo MJIaHupaHe
M eKCIUTOATaIlsl HA KOMyHUKAlIMOHHOTO MPEXOBO 00opyaBaHe ce neuHupa KOHKPETHOCT, KOSTO
MOTEHIIMATHO apryMEHTHpa M IMOAIoMara peajn3aiusara Ha HHANBUAYATHN perneHus. ToBa Baku ¢
0cOo0CHA CHIIa 32 BETPEIIHO OPTaHU3aIMOHHO 000cO0eHa cpea.

2) C u3nokeHata XpOHOJIOTHS HA U3CIIEABAHUS CE JI0OKa3Ba, 4ye KJIacOB MPOTOKOJ MOXKE Ja €
IBJTHOIICHEH C TIOJIMPEKOBO 32 KJlaca CU ajJjpecupane (XapaKTepUCTHKa, KOSITO MOXKE M Jla He Obie
M3II0JI3BaHa, HO € HAJIMYHA U OOCKTUBHO MPUIIOKHMA), a ,,0CTapeiIn ™ U ,,HeaJeKBaTHU  aJITOPUTMH,
MPOTOKOJM U T.H. HaAMa. [loTBbpxkmaBa ce OT (hakTa, 4e PEHOMHUPAHH KOPIIOpAIlMU Ha CBETOBHO
HUBO U KbM MOMEHTA Tl TOMIbpPXKAT (PYHKIIMOHAIHO B CBOWTE M3JCIHSA. YCICUIHUTE PEIICHUS
3aBUCSIT OT CTETNICHTA Ha ChOOPA3UTEHOCT U JICTAMIHUTE MMO3HAHHUSI 10 I[eJIeBaTa MaTePHS.

3) Haii-noOpute NpakTUKK ca pe3yyiTaT OT ThpCeHEe Ha OallaHC M KOMIIPOMHUCH KaKTO II0
OTHOIIEHWE Ha BJAraHUTE M3YHCIUTEIHU pecypcd, Taka W Ha UH(QpacTpyKTypHaTa
nesecboOpasHoct. Jlumara, CBbp3aHU MPSKO C MPEKOBOTO AJIMUHHCTPHpPAHE W TEXHUYECKarTa
eKCIIIoATaIus, € He0OXOIUMO J1a ObJIaT OMOMAraHu C PE3yJATAaTH OT MOJOOHU PEeIICHHUS.
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N3NCKBAHVA 3A OOOPMAHE HA CTATUUTE 3A CITMCAHUE

"KOMITIOTBEPHU HAYKHU 1 TEXHOJIOI'NIT”

Cratuute ce mpeAcCTaBsT pa3ledaTaHd B JBa €K3eMIUIspa (OpUTMHAJI W Komue) B pasMep 10 6
ctpanuiy, popmar A4 Ha aapec: Texuuuecku ynusepcutetr — Bapua, ®UTA, yu. ,,Ctynentcka” 1,
9010 Bapna, kakTo 1 B eJIeKTpOHEH BH] Ha uMmeiin aapec: yulka.petkova@tu-varna.bg.

TexcTpT Ha cratuara TpsaOBa na BrIouBa: YBOJ[ (mocraBsne Ha 3amauara), M3JIOXKEHUE
(m3nbaHenne Ha 3amayata), 3AKJIIIOYEHUE (nmonmyuenu pesynratu), BJIATOJAPHOCTHU kbm
ChTPYIHUIINTE, KOUTO HE ca ChaBTOpM Ha pbkomuca (ako mMa TakuBa), JINTEPATYPA wu
nHpOpPMaLUsA 32 KOHTaKTH, BKJIIOYBAILA: HAYYHO 3BAHUE W CTEIEH, UME, OpraHu3alus, MoAeJIeHNue
(katenpa), e-mail agpec.

Benukn matemaTtnuecku (GopMmynHM TpsSOBa Ja ca HalMCaHW SICHO W YETIUBO (IIPernopbuBa ce
usnoi3yBane Ha Microsoft Equation).

TekctbT TpsiOBa na Obe BbBeAcH BB (aiin BsB popmar WinWord 2000/2003 ¢ mpudt Times New
Roman. ®opmatupaneTo TpsOBa Aa Ob/ie KaKTO CleBa:

1.

Pasmep Ha nucrta - A4, nonera: asB0 - 20MM, ascHO - 20MM, TOpHO - 15MM, J0JHO - 35MM,

Header 12.5mm, Footer 12.5mm (1.25¢m).

3aryiaBue Ha OBJITapcKy €3MK - pa3Mep Ha mpudra 16, yneGeneH, riiaBHu OyKBH.

Enun npasen pen - pasmep Ha mpudra 14, HopmaseH.

Mmena Ha aBTOpHTE - UMe, HHULIMAIM HA Tpe3ume, ¢pamuus, 0e3 3BaHHs U HAyYHHU CTETICHH -

pasmep Ha mpudra 14, HopMaseH.

JlBa mpas3Hu pena - pazMep Ha mpudTa 14, HopmaneH.

Pe3tomMe 1 KITIOYOBH TyMU Ha OBITAapCKH €3UK, 10 § pena - pasmep Ha mpudra 11, HopmaneH.

3aryiaBue Ha aHIVIMHCKY €3UK - pa3Mep Ha mpudTa 12, ynedenex.

Enun npasen pen - pasmep Ha mpudra 11, Hopmaes.

Hmena Ha aBTOpUTE HA aHTIUICKHU €3UK - pa3Mep Ha mpudTa 11, HopmaseH.

Enun npases pen - pasmep Ha mpudra 11, Hopmanes.

Pe3toMe 1 KIIIOYOBH lyMHU Ha aHTJIIMHCKHU €3HK, 110 8 pena - pa3mep Ha mpudra 11, Hopmases.

OcHoBHUTE pasnenu Ha cratusta (YBon, Wsnoxenuwe, 3axmouenue, brarogaphocrty,

Jlureparypa) ce popMaTHpar B €THOKOJIOHEH TEKCT KaKTO CJIe/Ba:

a. HaumenoBanue Ha paszznen wim Ha nojpasfen - pasMep Ha wmpudra 12, ynebenew,
LEHTpUpaH, €IUH Mpa3eH pel Mpeld HAauMEHOBAHWETO U €JIMH Npa3eH peja Cled HEro -
pa3Mep Ha mpudTa 12, HopMaseH;

b. Tekct - pasmep Ha mpudta 12, HOpMaseH, OTCTBII Ha IBPBU pen Ha maparpad — 10 mwm;
pascrosiaue ot maparpad mo cecennute (Before u After) 3a nenus tekcr — 0.

C. Ilutupane Ha JuTEpaTypeH M3TOYHHMK - HOMEpP Ha M3TOYHHMKA OT CIUCHKA B KBAJpPaTHU
cKkoOu;

d. TekcTbT Ha GopMynHTE Ce MO3MIMOHUPA B cpeaTa Ha peaa. Homepanus Ha Gopmynure -
JISICHO MOJIpaBHEHA, B KPBIVIM CKOOM.

e. @wurypu - HIEHTPUPAHH, PA3MONIOKEHHE cripsMo Tekcta: “Layout: In line with text”. Homep
Y HaMMEeHOBaHuWe Ha (urypara - pazmep Ha mpudra 11, Hopmanen, ueHrpupan. OTcTosTHHIE
OT chceqHUTE naparpagu — 6 pt.

f. Jluteparypa — BCEKH JMTEpaTypeH U3TOYHUK CE NMPEACTABs C: HOMEP B KBAaJPAaTHU CKOOU M
TOYKA, CHMCHK HAa aBTOpUTE (ITBPBHUAT aBTOp 3arouBa ¢ GaMHiIMs, OCTAHAIUTE — C UME),
3aryiaBue, U3JaTeicTBO, Ipaj, TOAMHA HA U3/1aBaHe, CTPAHUIIH.

0. 3a KOHTaKTM: HAy4yHO 3BaHHE U CTENEH, HMe, Mpe3uMe (MHUIUATN), GaMuIHs,
opranusarius, nojaeiacHue (kareapa), e-mail aapec, ¢ mpudt 11, ACHO MOPaBHEHO.

OGpaserr 3a hopmarupane MoxeTe jaa uzrernure ot aapec http://csejournal.cs.tu-varna.bg/.
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To3u Opoii OT ciHCaHUETO cE OTIIEYaTBa
ChC CPEJICTBA OT HAYYHO-U3CJIEIOBATEIICKU
NPOEKT, (PMHAHCUPAH I[EJIEBO OT

IbPKaBHHS OFOJKET.
G 9
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