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A MODEL FOR PROJECT-BASED LEARNING IN THE CONTEXT
OF SMART CITIES

Nikolay Kr. Nikolov

Abstract: This report presents a model for project-based learning in the context of smart cities. It explains
the necessity for this approach and details the steps or phases of the PBL model.
Keywords: advanced technology, components, 10T, PBL, smart city.

1. Introduction

The population growth witnessed in different parts of the world has exposed traditional cities
to a new set of challenges in managing scarce resources in the most efficient manner. Urban
planners have been left with the arduous task of having to plan for the expansion of these cities,
some of which can no longer be expanded because of their structure, therefore, to resolve these
challenges, a new paradigm has been invented in the form of smart cities. Since this concept is
novel, there is a need to match it with a befitting learning model that will enable learners to develop
the skills needed to operate these smart cities [1]. For this reason, Project-based learning (PBL) was
devised to equip current and future urban planners and developers with the hands-on skills needed
to manage and run these projects.

2. Smart cities defined
Smart cities are defined as urban areas that leverage data and advanced technology to enhance
the delivery of urban services, promote sustainable development, and improve the quality of life for
its people. Figure 1 shows one of the most widely used smart city models proposed by the US
National Institute of Standards and Technology [2].

Intemnet of
Things

Smart i Smart
MALLI0g Environment
Smart Smart

People Mobility
Smart Smart
Governance Economy
Internet of
Data

Fig. 1. Example of a Smart City

Internet of [nternet of
People Services
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One key characteristic of these smart cities is that they deploy technology through
interconnected systems powered by the Internet of Things (10T) to glean real-time data that can be
analyzed for actionable insights [3]. Within these cities, virtually every system is interconnected
and closely monitored using 10T sensors. These 10T sensors collect real-time data which can then
be analyzed for actionable insights ensuring that issues are resolved as soon as they arise. Some
standard systems in smart cities include smart grids, innovative infrastructure, advanced healthcare
services, and intelligent transportation systems. This new model for cities is timely as it comes at a
time when urban planners grapple with challenges related to resource management, environmental
sustainability, and urbanization.

3. 3. Literature Review

The rapid developments of smart cities necessitate the adoption of innovative educational
approaches tailored to equip future professional with requisite skills to manage diverse urban
systems. One such approach is Project-Based Learning (PBL) which lays emphasis on critical
thinking, experiential learning and real-world problem-solving. Therefore, this current literature
review is tailored to explore the application of PBL in interdisciplinary learning, information
systems and higher education thereby providing insights into its feasibility, and effectiveness in the
context of smart cities.

3.1. Project-Based Learning in Higher Education

PBL has been found to be effective in different higher education settings. In one study [4] is
conducted an experiment to implement PBL in an Administration Theory course within an
engineering curriculum at a public university in Brazil. The researcher gathered data from both the
students and teachers at the end of the course using tools such as unstructured interviews, open-
ended questionnaires and participant observation. Although the findings revealed that PBL
increased workload both for the learners and the tutors, nonetheless, it was evaluated positively by
both groups of participants. Additionally, the learners reported that the PBL approach was more
dynamic and motivating compared to conventional methods. Therefore, this study has achieved the
goal of underscoring the importance of PBL in higher education, most specifically in fostering
engagement and motivation both of which are critical in so far as development of skills for smart
city initiatives is concerned.

3.2. Interdisciplinary Learning Through PBL

The sheer scale and complexity of smart city projects necessitates the coming together of
professionals from across different disciplines. In this regard in [5] proposed and tested the adoption
of a PBL approach in fostering interdisciplinary learning in a smart city course. The main aim of
their study was to interrogate the effectiveness and feasibility of PBL as a pedagogical framework
in guiding both the teachers and the students. In order to assess the students’ performance and
attitudes towards the PBL approach, the researchers collected objective data via summative
evaluations. From the results, it was discovered that students improved their ability to work on
group projects through engagement and experience in interdisciplinary PBL. Additionally, the
instructors registered their satisfaction with the learners’ final project performance while at the
same time, the students also expressed positive attitudes towards the approach, recognizing PBB as
an effective instructional method. In their recommendations, the researchers voiced their support for
the application of the approach in engineering education thereby highlighting the potential of
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adopting this to learners taking courses that teach subject matters that require interdisciplinary
approach such as smart cities.

3.3. PBL in Information System Education

PBL is also an ideal instructional approach that can be applied in information system
education. According [6], the growing need for skills such as problem-solving, teamwork and
managerial capabilities necessitates the adoption of instructional approaches that are more practical
and hands-on. In study [7] the researchers applied a framework that aimed at monitoring, planning,
execution and improving of the PBL approach. By applying this framework in the course, the
researchers revealed the main benefits of PBL, such as the development of essential professional
competencies and the potential for continuous improvement. This study contributes to the article by
providing valuable insights into the practical implementation of PBL in information systems
education, which is directly applicable to the training of professionals for smart cities.

4. Necessity Of Pbl Model For Smart Cities

By its very design, the nature of intelligent cities is dynamic and complex, necessitating
innovative educational approaches to tackle emerging challenges. One example of an innovative
educational approach that can be applied in the context of smart cities is project-based learning
(PBL). This learning model is suitable because of its inherent characteristics and because it
emphasizes critical thinking, experiential learning, and real-world problem-solving [8]. All the
skills highlighted are critical for addressing the emerging challenges of handling novel technology.

Collaboration is another critical component of innovative city initiatives since most have
many components that require various teams to handle. In this regard, PBL can be applied to foster
communication and teamwork, thereby equipping students with skills and exposing them to
collaborative project' experiences [9]. An example of such a project is one where engineering
students work collaboratively with public policy students to design an intelligent transportation
system that is technologically, environmentally, and socially sound and policy-compliant.

Experiential
Learning

PBL for

Real-World Smart

Challenges

Hands-on
Experience

cities

Collaboration
And
Teamwork

Fig. 2. Necessity of PBL Model for Smart Cities

Another crucial element of PBL is technological proficiency, which is vital for successfully
planning, implementing, and maintaining innovative city projects. This is so because PBL is
structured to encourage learners to build hands-on experience as they interact with and use cutting-
edge technologies [10]. For instance, students might engage with projects that entail developing Al
algorithms for predictive learning, coding for smart sensors, or designing user-friendly apps that
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would make it possible for intelligent city dwellers to interact with city services. Therefore, these
practical experiences ensure that students familiarize themselves with the latest technologies while
at the same time gaining an appreciation for the application of these technologies in real-world
contexts.

5. Presenting the Model

Project-based learning (PBL) is a learning model which encourages learners to learn through
real-world and meaningful project. Compared to traditional learning where rote memorization is
emphasized, PBL encourages learners to actively engage and collaborate with peers in the process
of learning [1]. Additionally, PBL challenges learners to explore and respond to complex questions,
challenges and problems. This model of learning is ideal for modern-day learners as it allows them
to build hands-on skills through working on projects that vary in complexity [11]. Therefore,
through this handson-approach to learning, learners are able to deeply engage with the subject
matter while at the same time honing soft skills including problem-solving, relationship building
and critical thinking which will empower them to apply their hard skills and knowledge gained in
practical ways to solve real-world problems.

In the context of smart cities, the PBL model stands out as being both beneficial and
necessary for a couple of reasons. Firstly, smart cities are designed in such a way that they require
the professional to have a set of different skills to handle the problems. For instance, these cities are
based on intricate systems and infrastructures that integrate urban planning, technology and data
[12]. Therefore, PBL has the potential of equipping students with hands-on experience that they can
employ to tackle the multifaceted issues that emanate from their projects. Secondly, since smart city
projects require knowledge that cut across different fields, PBL is appropriate since it allows
students to build relationships and collaborate with peers from different fields which mirrors what
they would expect to see in real-world projects.

(" etne )
g PR o

Assess

PBL
= e

Fig 3. The PBL model in the context of smart cities

The model for PBL in the context of smart cities can be presented as a flow diagram, which
shows the need for continuous improvement and adaptation. Figure 3 presents the model for PBL in
the context of smart cities. The flow diagram presented below has five key components, each
showing a crucial phase of the PBL cycle: define, plan, execute, review, and iterate.

5.1. Defining the project scope and objectives

The project objectives and scope must be clearly outlined in this first phase. This might entail
identifying problems or opportunities within the brilliant city context that must be tackled,
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addressed, or explored. An example can be optimizing energy consumption using loT. Setting clear
and achievable goals will elevate the chances of project success.

5.2. Forming Interdisciplinary Teams

By their nature, scale, and scope, intelligent city projects often require a blend of skills from
different disciplines. Forming interdisciplinary teams is crucial, and each team must ensure that it
complements what the others bring to the project [13]. For instance, a smart city project team might
include students from urban planning, computer science, and environmental science disciplines.
This diversity is critical as it encourages adopting a holistic approach to problem-solving that
mirrors real-world scenarios.

5.3. Developing Real-World Smart City Problems

Students participating in innovative city projects get the opportunity to formulate solutions to
real-world problems that these cities face. Solutions to these problems might call for collaborations
and partnerships with local businesses or governments to address waste reduction or traffic
management. By working on real-world problems, students will get opportunities to apply theory to
practice and gain insights into the inner workings of smart city infrastructure and systems.

5.4. Implementing the Project

This phase combines the planning, execution, and review steps of the entire project. Planning
entails setting timelines, allocating resources, and defining individual and team roles. During the
execution phase, students develop and test their solutions, such as deploying sensors to collect data
on air quality or real-time sensors to direct traffic flow. Regular reviews will be critical in ensuring
that the project stays on track and that any emerging issues get addressed promptly.

5.5. Assessing and Iterating

After the project has been implemented, the following steps are to assess and iterate.
Assessment is multifaceted and continuous and would entail mentor feedback, peer reviews, and
self-assessment. The iterative process is critical as it affords students the opportunity to refine their
solutions based on the feedback received. For instance, should a developed solution reveal
inefficiency, students can improve upon this by tweaking their approach.

6. Conclusion

This report has reiterated the importance of PBL in the context of smart cities, emphasizing its
role in helping students hone critical skills such as collaboration, problem-solving, and
technological skills. The presented model has revealed the cyclic nature of the process, which points
to the importance of continuous improvement. As has been demonstrated, PBL plays a central role
in preparing students to meet the demands of smart city initiatives. Therefore, future research could
explore other ways emerging technologies can be integrated with external frameworks.
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DEVELOPMENT OF AN INTELLIGENT SYSTEM FOR
MANAGING ENERGY CONSUMPTION IN THE HOME

Nikolay Kr. Nikolov

Abstract: The paper discusses the development of an intelligent energy management system that aims at
reducing Energy Consumption within a residential building. The real-time data from various devices at home
is harnessed and analyzed with Al, ML, and loT to bring about energy efficiency, economization, and
sustainability. The research methodology incorporates data collection, advanced analysis of collected data,
and structured development of the software application. Results show a big improvement in energy savings
and user convenience compared to traditional methods, thus proving that a system like this can contribute
significantly toward a sustainable living environment.

Keywords: Aurtificial Intelligence, Energy Efficiency, Internet of Things, Machine Learning, Smart Home,
Energy Management System, Sustainability, Data Analysis, Home Automation.

1. Introduction

Energy efficiency in residential buildings deals with energy savings, cost reduction, and
protection of the environment. Optimizing energy use is thus found to be quite crucial in cover as
global energy demands increase. Traditional ways through which energy management has been
accomplished fail to capture the dynamic and variable character of household energy consumption
nowadays. Efficient use of energy reduces utility bills for the householder and contributes to
sustainability through reduced greenhouse gas emissions and preservation of natural resources [1].
Technology advancements in the form of smart meters and 10T devices open up new opportunities
to monitor and control energy consumption in real time. This can be attained by implementing
intelligent energy management systems for homeowners to make decisions on how they consume
energy to use home appliances and systems more efficiently. This optimization is critical for
financial savings but, more importantly, for ecological benefits, so energy efficiency will be a
crucial factor in sustainable living in this century. In the present research, an integrated solution for
energy use optimization in residential settings will be provided with cutting-edge technologies:
artificial intelligence, machine learning, and the Internet of Things. The paper elaborates on the
theoretical underpinning of intelligent energy management, describes an appropriate stringent
research methodology for data collection and analysis, and outlines a detailed architecture for the
software product. In addition, the work discusses the efficiency of testing and validation methods
that were checked against this new approach compared to the traditional ones in energy
management. By discussing these aspects, the article analyzes the broader context of discourses on
sustainable living and new technological solutions that make for sustainable energy use.

2. Theoretical Foundations And Concept

2. 1. Smart Power Management

Smart power management refers to the shift of traditional energy management practices to
intelligent and automated control systems aiming to achieve the optimization of energy
consumption in facilities. Unlike conventional ways that rely on manual monitoring and subsequent
adjustment, smart power management systems are underpinned by advanced technologies that
provide real-time insights and automated responses executable with energy consumption patterns
[2]. These usually incorporate intelligent meters, sensors, and other associated gadgets that measure
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the amount of energy consumed, which is then analyzed for inefficiencies and possible areas of
optimization to help avoid losses, reduce utility bills, and improve general efficiency of household
energy use. Using intelligent power management systems will allow perfectly balanced energy
demand against the supply to optimize how the resources are utilized [3]. This offers single
households not just a benefit by reducing energy bills but also ensures a contribution toward
broader environmental goals because it reduces the carbon footprint of residential areas.

2. 2. Artificial Intelligence and Machine Learning

Al and ML are the core of any modern power management system. Artificial Intelligence is
developing algorithms and systems that can perform tasks that generally require human intelligence,
such as learning, reasoning, and problem-solving [4]. In energy management, Al systems are
capable of acquiring vast amounts of data from different sources, recognizing the patterns, and
henceforth making predictions on future energy consumption. It is further enhanced with machine
learning, a subset of Al, to improve system performance over time by learning continuously from
data [5]. For example, ML algorithms can use historical energy usage data to forecast peak
consumption times and automate setting adjustments that can help prevent energy spikes. They also
identify anomalies in energy-use patterns that can indicate inefficiencies or faults in the system. In
Al and ML, intelligent power management systems will be very adaptive in optimizing energy
consumption dynamically in real-time with substantial energy savings and very high efficiency

2. 3. Internet of Things (10T)

The Internet of Things provides the necessary infrastructure for interconnection among
various devices and systems within a home. Hence it is one of the critical enablers in intelligent
power management systems. loT, therefore, refers to any network of physical devices embedded
with sensors, software, and other technologies connecting them, which allow them to exchange data
over the internet [6]. In a smart home, some loT devices include smart thermostats, lighting
systems, appliances, and energy meters, which interconnect with each other, and a central energy
management system. Most importantly, it facilitates seamless collection and transmission of energy
usage data in real time for monitoring and control. It can be programmed so that it turns off the
lights when nobody is in one of the rooms and sets back the thermostat based on occupancy
patterns, among others. With the continuous data flow and automation that 10T enables, therefore,
intelligent power management systems will be highly efficient and responsive [7]. This will not
only help in better energy management but also empower the homeowner to have more control and
convenience while managing their energy consumption.

3. Research Methodology
3.1. Data Collection

Designing an intelligent energy management software application begins with a
comprehensive literature review. This aims to collate many existing knowledge bases, theories, and
empirical studies concerning intelligent energy management, Al, ML, and loT technologies. The
sources are primarily from leading journals, industrial reports, and authoritative books that supply
information on the latest developments in this knowledge domain and best existing practices.
Literature reviews show how previous research findings contribute to knowledge accumulation in
the chosen area of investigation, identifying gaps in the current knowledge and laying down a
foundation for making new contributions to the field [8]. This systematic literature review will also
help gain data on many different energy management systems, algorithms used to realize
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optimization, and the impact of 10T on energy consumption. This therefore also includes case study
analysis and real implementation cases of similar systems to learn from to point out critical success
factors.

3.2. Data Analysis

Literature data will be analyzed line by line for relevant insights and information to develop
the software product. In the process, this will involve qualitative analysis techniques such as
Thematic Analysis and Coding, identifying emergent themes and patterns related to energy
consumption optimization, Al and ML algorithms, and 10T applications. Thematic analysis will
gain insight into the many strategies and methodologies used or proposed with existing systems,
highlighting strengths and weaknesses. Moreover, synthesizing quantitative data provided for
empirical studies of such systems in terms of energy savings statistics and efficiency improvements
will give a comprehensive view of the potential impact that could be brought about by intelligent
energy management systems [9]. The derived insights from this analysis will, therefore, guide the
design and development of the software application, ensuring that it is driven by proven strategies
and effectively handles the challenges identified.

3.3. Software Product Development: Steps to Develop Energy Management Software
Application

The development of intelligent management in software products for energy involves
organized and iterative procedures to develop a robust, efficient, and user-friendly solution. The
development process is divided into six major phases: requirement analysis, design, development,
testing, deployment, and maintenance and updates. Each phase plays its part in getting the final
product to match user requirements and perform reliably under real-world conditions. In energy
management, such software would integrate well with different 10T devices, process a vast amount
of data using advanced Al and ML algorithms, and provide actionable insights through an intuitive
user interface. Figure 1 shows the system development life cycle.

Step2

@_ Analyze
Step1 \ o stepAS
Plan @ % Design
Life
Cycle
Step 6 Deploy
M:i,ntcin P f Y
fx Step§
&% Im;lementotion

System Development Lifecycle 26
Fig. 1. System Development life cycle

1. Requirements Analysis

This is the first stage of requirements gathering and analysis from the end-user and the
stakeholder. This comprises an understanding of the needs and problems of homeowners, an
understanding of the technical specifications, and a definition of critical features and functionalities
of the software. The requirement analysis creates a clear software vision and lays the foundation for
further development phases.

2. Design

This is where the system architecture with its blueprint of data flows and user interface will be
created including integration points with 10T devices. It should underscore scalability, security, and
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usability. Wireframes and prototypes of the Ul are prepared to enhance the user experience and
elicit feedback from stakeholders.

3. Development

It is the phase where software development is performed based on design specifications, app
coding, integration of Al and ML algorithms for data analysis, and making the interface
communicate seamlessly with 10T devices. The development process uses an agile methodology
that allows iterative progress and continuous feedback.

4. Testing

The Software developed is thoroughly tested for functionality, performance, and security.
That includes unit testing, integration testing, system testing, and User Acceptance Testing. It
guarantees the software does what is expected of it, does not contain any critical bugs, and provides
a clean user experience.

5. Deployment

After testing, the software is then deployed for use. This involves setting up the server
software, configuring the necessary network settings, and ensuring all 10T devices are connected,
communicating accordingly with the central system. Training is provided to the users, who are also
given documentation to enable them to understand and use the software.

6. Maintenance and Updates

The software, upon deployment, is consistently maintained for error fixing, performance
improvement, and addition of new features based on the user feedback and inclusion of technology.
Continuous monitoring shall be made to ensure that the developed software remains reliable and
effective in managing energy consumption.

4. Architecture Of The Software Product

4.1. System Components

The architecture of the intelligent energy management system relies on the integral parts that
separately and mutually play a vital role in ensuring correctly functioning, efficiency, and user-
friendliness. The critical elements include 10T devices, central processing units, data storage,
optimization engines, and a user interface. It includes mainly IoT devices, such as smart meters,
sensors, or connected appliances that would collect real-time data on energy consumption. This is
followed by passing on the information to a central processing unit, which acts as the 'brain’ of the
system, controlling the flow of data and running algorithms to analyze and optimize [10].

Key Features
of an Energy Management Software

Smart devices connection

Reporting . Cloud access
N\
Tracking p 9 Real-time
J
‘

MOUBCHGON

Fig. 2. Key Features of an Energy Management System

Data storage solutions, often cloud-based, securely store the collected data, making it
accessible for both real-time processing and historical analysis [11]. Finally, this information will
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be presented intuitively and accessible through a user interface for the user to properly monitor his
energy consumption and thus exercise control over the same. Figure 2 shows the key features of an
energy management system.

4.2. Data Integration

Data integration forms the backbone of such software architecture, which caters to gathering,
consolidating, and processing information from different 10T devices. It considers the aggregation
of data arriving in various formats into one format so that it is easily analyzable by the system.
Middleware solutions and data integration platforms are used to handle the seamless data transfer
from 10T devices to the central processing unit [12]. These platforms, hence, leverage standardized
protocols and APIs to ensure device compatibility and efficient communication between them. Data
integration also involves developing robust techniques in data cleaning and preprocessing for
handling missing values, outliers, and noise in the data to ensure that the latter is of high quality and
reliable. This integrated data provides a complete view of energy consumption patterns, hence
enabling its accurate analysis and optimization [7]. By integrating into live data, the system can
track energy usage to identify anomalies and adjust them timely for better energy consumption.

4.3. Optimization Algorithm

At the center of the intelligent energy management system is an optimization algorithm that
makes use of Al and ML to analyze data and come up with related strategies for reducing energy
use. These advanced Al and ML techniques within the algorithm process patterns from the
integrated dataset and predictions of progressions [4][5]. Techniques that can be used include
regression analysis to model the relationship between energy consumption and various variables
affecting it, clustering for grouping similar usage patterns, and time-series forecasting to project
energy requirements shortly. The algorithm also incorporates reinforcement learning, through which
it will be able to learn from real-time feedback and hence improve performance over continuous
iterations. Comprehensively analyzing historical and real-time data, the optimization algorithm can
detect inefficient operations, recommend energy-saving measures, and automate actions associated
with adjusting thermostat settings, scheduling appliance usage, and lighting [13]. The algorithm's
ability to adapt under changing conditions and learn from the data makes it an effective and
efficient way of giving an energy management system with continual energy savings and optimized
consumption.

4.4. User Interface

The intelligent energy management software has a user-friendly and intuitive Ul, informative
for the needs that must be conveyed to the homeowner to be empowered to monitor and control his
or her consumption quickly. The Ul includes a dashboard displaying vital real-time data relating to
energy use, cost estimation, and environmental impact [14]. It also presents predictions of the
optimization algorithm with recommendations so that in light of this information, the user is better
positioned to make informed decisions about their energy use. Other interactive features include
customizable settings, alerts, and reports that will enrich the user's engagement and convenience to
a great extent. The design is clarity- and simplicity-oriented and applies visualization in graphs,
charts, and color-coded indicators to present complex data in an easily understandable visual
format. This Ul will enable seamlessly integrated mobile devices so house owners can track their
consumption from anywhere and take control of it.
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5. Architecture Of The Software Product
5.1. Tests and Validation

Testing and validation are the two essential phases in the development process of an
intelligent energy management system, which must ensure that the software works under real-world
conditions. The types of testing included are unit testing, integration testing, system testing, and
user acceptance testing. Unit testing checks the functionality of individual components in the
software; it ensures that each module is working correctly in isolation [15]. This will be followed by
Integration testing, which reviews how several components can work together, thus checking if data
flows smoothly around the system. System testing looks at the entire system's performance with
various applied scenarios like Peak and off-peak hours, Environmental conditions, and Interaction.
UAT involves real users testing the software to ensure it meets their needs and expectations. The
validation phase involves benchmarking the system against predefined performance metrics, which
include, but are not limited to, energy savings, response time, and user satisfaction [16]. Such
rigorous tests thus identify any bugs or issues within the system and correct them toward reliability,
efficiency, and user-friendliness before deployment.

Table 1. Test and validation

User Acceptance

Testing Phase Description Objectives Key Metrics
Ensure each
Unit Testing _ Qh_ecks the functionality of component Pass/ fail Rate
individual software components functions as Error
intended.
Reviews how multiple inte\éraalll?c?:]ean q - Data flow
Integration components work together, interaction accuracy
Testing ensuring data flows smoothly between - Integration error
across the system components count
Examines overall system Ensure the system | - System response
performance under various functions correctly time
System Testing scenarios like peak/off-peak under real-world - Peak load
hours and environmental conditions performance
conditions
Involves real users testing the Confirm the - User satisfaction

Validation

Benchmarks the system against
predefined performance metrics,
including energy savings and
user satisfaction

Ensure the system
meets performance
and efficiency
standards

Testing (UAT) software to ensure it meets their software meets score
g needs and expectations user requirements | - Usability rating
- Percentage

energy savings
- User satisfaction
score

5.2. Results Analysis

The test results are analyzed to quantify the impact of systems on energy consumption and to
indicate areas for improvement. Previous studies have shown intelligent energy management
systems can significantly reduce energy usage by optimizing the operation of devices in households
[17]. Energy use data is compared before and after the implementation of the system to quantify the
saving of energy. Moreover, feedback from users concerning the usability of the system and the
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effectiveness of recommendations in taking action is solicited. Statistical techniques, such as paired
t-tests, are used to assess the significance of the changes in the observed energy use. The seasonal
variations of household size and occupancy patterns are also accounted for in the analysis to make
any variation in performance achieved by the system more complete. Through the findings
obtained, researchers should be able to realize potential enhancements for the backup algorithms
and user interface, therefore guaranteeing continuous improvement in efficiency over time.

5.3. Comparison with Traditional Methods

Compared to the traditional methods of energy management, an intelligent energy
management system has enormous advantages. Traditionally, it would involve manual monitoring
and adjusting, which was time-consuming to some extent and hence inefficient. On the Contrary,
the intelligent system automates everything where everything happens with the provision of real-
time insights and optimization strategies in the absence of constant user intervention. Traditional
methods do not have the predictive capabilities of Al and ML and, hence, are unable to foresee and
act on their assessments regarding future energy needs [18]. However, this intelligent system will
adopt advanced algorithm-driven methods for predicting energy use and enable prognosis with
proactive adjustment to achieve more efficient energy usage. Besides, traditional methods typically
lack a multiple-source data integration capability that makes it hard to get an overall view of energy
consumption. The data integration capabilities of this intelligent system ensure that every relevant
datum is collected and analyzed to provide more significant support in decision-making [12]. Also,
user satisfaction is more significant with the smart system because of its user-friendly interface and
the fact that it automates most energy management features.

Table 2. Test and validation

Aspect Traditional Methods | Intelligent Energy Management System
Monitoring Manual Automated
Adjustment User inte_rvention Real-time optimizati(_)n without user
required intervention
Predictive Capabilities None Advanced Al and ML-driven predictions
Data Integration Limited to individual Confirm the sc_)ftware meets user
sources requirements.
Decision-Making l\/||n|mal_, often Data-driven, proactive adjustments
Support reactive
Lower due to manual | Higher due to automation, ease of use, and
User Satisfaction processes and real-time insights
inefficiencies

6. Advantages And Applications
6.1. Energy Efficiency

One of the significant benefits associated with an intelligent energy management system is
allowing residential areas to optimize energy consumption levels. The technology's working
principle is based on Al, ML, and the 10T, which continuously monitors and analyzes energy
consumption patterns for a house to learn possible avenues of reducing wastage, hence optimizing
their usage [18]. Real-time data collection from different devices enables the system to make
informed decisions on when and how Energy has to be used. This would include modulation of the
thermostat during peak hours or turning off appliances that are not in use. This leads to a significant
amount of energy savings, usually reducing the consumption of household energy [17]. Besides,
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predictive capabilities within the system ensure that energy is more efficiently used over time,
adapting to changing usage patterns and environmental conditions. This net effect not only brings
down energy bills for individual households but also helps to ensure a more stable and long-term
viable energy grid by reducing peak demand pressures.

6.2.  Sustainability and Ecological Footprint

The intelligent energy management system essentially offers high sustainability and reduction
in the ecological footprint of residential buildings. With an increase in the optimization of used
energy, it lessens the total amount of electricity required, reducing greenhouse gas emissions and
eventually lowering reliance on fossil fuels [19]. This is further supported by the system allowing
very effective management and storage of excess energy from renewable sources, such as solar
panels. This enables the use of clean energy, which further brings down the impact on the
environment from energy use. The ability to continuously learn and adapt ensures that the
efficiency gains in energy use are sustainable, making homes greener [20]. These benefits align
with global efforts toward fighting climate change by promoting green living, making the intelligent
energy management system a much-needed tool for environmental success.

6.3. Convenience for Users

Besides energy savings and sustainability, this intelligent energy management system will
benefit the end user with more convenience. Automating much of the energy management allows
restriction of the needs for controls that earlier had to be done manually [21]. With a lucid, easy-to-
use interface, the pattern of energy consumption will be transparently available to homeowners,
enabling them to understand better how they use energy and make informed decisions. Real-time
alerts and notifications keep users updated on material changes or immediate opportunities for
savings, while auto-controls automatically change the settings based on occupancy and usage
patterns. This kind of automation, along with insight, makes it easier to manage household energy
and gives time to do something else rather than wasting it on keeping a tab on the amount of power
being used [22]. Therefore, it extends into integrating the system with other devices in a smart
home, creating a seamless and connected environment that best improves residents' quality of life.

7. Conclusion

In summary, the benefits that an intelligent energy management system can offer are
numerous, and those benefits come in the form of improved energy efficiency, reduction of
ecological footprints, and increased convenience to users. Advanced technologies like Al, ML, and
loT bring real-time monitoring with predictive analysis into action for the automation of energy
consumption. Such features help derive vast amounts of energy and cost savings, making homes
sustainable and eco-friendly. The user-friendly interface and automation controls make energy
management quite simple, hence viewing it a very convenient and efficient solution for today's
modern household. In a scenario where global energy demands are rapidly increasing, intelligent
energy management systems will become very instrumental in promoting green living and reducing
the environmental impact resulting from residential energy use. It shows just how much potential
these kinds of systems have for changing how we think about and manage energy in our homes,
leading to a more efficient and sustainable future.
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INVESTIGATING THE ULTIMATE EXECUTION SPEED IN FPGA
BASED GRADIENT EDGE DETECTION: TECHNOLOGY OF
NON-RECURSIVE HYSTERESIS THRESHOLDING

Dimitre Kromichev

Abstract: For demanding applications, hysteresis thresholding is an indispensable stage in the computational
flow of gradient based edge detection. Hysteresis thresholding depends entirely on recursive computations,
thus rendering the FPGA based gradient edge detection unusable in the speed domain. The iterations are
based on the optimal iteration stopping criteria. Hence, two facts follow: a) the minimum number of clock
cycles required to execute gradient edge detection in FPGA has never been specified and explored; b) there
is no objective basis for comparing the total execution times of the existing realizations. This paper proposes
an organization of FPGA based hysteresis thresholding computations which guarantee the maximizing of
operating frequency and the minimizing of the number of clock cycles in FPGA based gradient edge
detection.

Keywords: hysteresis thresholding, FPGA, edge detection, execution speed, maximum operating frequency,
clock cycle

1. Introduction

For demanding applications, hysteresis thresholding is an indispensable stage in the
computational flow of gradient based edge detection. In the literature, the following hysteresis
thresholding advantages are underlined: 1) better detection of edges, especially in the presence of
noise [8]; 2) outstanding feature is the low threshold helping improve the edge-location accuracy
[12]; 3) correctly marks the edge locations and presents nice outlines of the objects [16] ; 4) the best
performance under almost all test conditions due to the adjustable parameters affecting computation
time and effectiveness [19]]; 5) most suitable for detecting both strong and weak edges in
complicated images [83][93]; 6) the ability to maintain the integrity of valid edge data, yield thin
and precise edges and ensure high positioning accuracy [21] . The following disadvantages are
pointed out: 1) demands much time to execute and inappropriate to be implemented in hardware in
real time [13] ; 2) hysteresis requires trial-and-error adjustment of two the thresholds; [6] [10] .

There are various approahes to hysteresis thresholding in FPGA. A distributed Canny on
Virtex 5 [1] [18]], Virtex-4 [7]], Virtex 2 [2] [17], and Spartan-3E [20]] is proposed. It is pointed
out that standard hysteresis thresholding requires computing based on the entire image statistics
which prevents the processing of individual blocks independently. Heavy requirements on memory
are placed and the result is large delays which prevent real-time implementation [14]. An
implementation of Canny on Xilinx Spartan-6 in [3] uses double thresholding is executed by a
double comparator with the data being stored in a specialized cache for the hysteresis thresholding.
The cache size is 1 x image width x 2 bits. The comparison is achievable as long as a second pass is
executed with the pixels read in the opposite direction. The comparison is also executed for 4 pixels
in parallel. The computed data from pass # 1 of hysteresis is still 2 bits for each pixel and it is stored
in an external onboard memory. 512x512 images are used and the achieved maximum clock rate is
100 MHz. Hysteresis thresholding relies on a moving window, two comparators, FIFO buffer and
OR gates [4] [15]]. In this most computationally expensive FPGA based gradient edge detection, all
implementations depend entirely upon recursuve calculations [9] [11]. It is generally underlined [5]
that stnndard hysteresis operates on the whole image and its executiom gets slower as the image
gets larger.
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This paper proposes an organization of hysteresis thresholding computations focused on
accomplishing the following tasks: 1) design an organization of FPGA based hysteresis
thresholding computations which is an optimal solution to the problem of speed in FPGA based
gradient edge detection; 2) investigate the proposed organization of computations for maximum
operating frequency F ., and minimum number of clock cycles taken to sacure the result nTclk;, .

The experimental data and draw the relevant conclusions are obtaind by using the follwing tools:
Quartus, TimeQuest Timing Analyzer, ModelSim, Scilab. The hardware description language is
VHDL. The analyses and conclusions arrived at are relevant for gray scale images. Ten Intel
(Altera) FPGA families (Table 1) are used to obtain the experimental data for the proposed
organization of computations.

Table 1. Intel (Altera) FPGA families used in the investigation
Intel (Altera) Technology Intel (Altera) Technology
FPGA family FPGA family

1. Cyclone 130 nm 6. Stratix 130 nm

2. Cyclone Il 90 nm 7. Stratix Il 90 nm

3. Cyclone Il 65 nm 8. Stratix Il 65 nm

4. Cyclone IV 40 nm 9. Stratix IV 40 nm

5. Cyclone V 28 nm 10. Stratix V 28 nm

2. Organization of computations in hysteresis thresholding

Specifics of hysteresis thresholding are focused on:

e Position in FPGA based gradients edge detection: last stage

e Pipelining is not applicable

e Entire image is stored in RAM

e Requires embedded memory proportional to the image size.

Hence, organization of computations must deal with:

e Maximum operatimg frequency of hysteresis thresholding F ., (Hyst)

F rax (Hyst) =F . (G) (1)
where
F e (G) is the maximum operating frequency of Gaussian filtering

e The image statistics must not impact the minimum number of clock cycles
required by hysteresis thresholding nTclk , (Hyst). Therefore, recursive computations are
excluded.

F .. (Hyst) depends on a sungle integer arithmetic: comparison. Because maximum input
data width is 8 bits, it is guaranteed that (1) is satisfied under all test conditions.

Hysteresis thresholding computations are divided into two groups:

e Comparison with the high and low thresholds to define: contour pixels, possible contour

pixels and non-contour pixels

e Tracking connectivity of possible contour pixels to define: contour pixels
and non-contour pixels.

Thus, connectivity is the main computational problem to be solved in hysteresis thresholding.
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3. Tracking connectivity

Because every pixel is surrounded by 8 pixels, it follows that the optimal value of the square
neighbourhood side is 3. If the input image is u(m,n), Gaussian filter is of size zxz, hysteresis

thresholding the total number of uses of a single pixel required by hysteresis thresholding to process
a single image row is presented by the expression

2. nU=[z-)*2]*p 2
where
Z nuU ., Is the sum of the minimum number of uses of a single pixel required
by an entire row in the last edge detection module.
p is the neighbourhood side p is a constant
p=const=z . =3 (3)

Therefore, from (2) it follows that
nU . =const=p=3. (4)

nTclk ;,(Hyst) is a function of nU ;, according to expression (2) and the specifics of Simple
Dual-port RAM read/write operations.
Hystersis thresholding computations are based on:

1) Phase |
In phase | defined are:
e All contour pixels according to

if P>VH then PV =255 (5)
e All non-contour pixels according to
if PV <Lthen PV =0 (6)
e All possible contour pixels according to
if PV >L&PV <H then PV =125 7)

e All cases of immediate connectivity are tracked and the pixels within the
range of immediate connectivity are defined as contour/non-contour pixels (5), (6) and (7) are
executed simultaneously.

Because only a single pixel can be read from or written into a Dual-port RAM within a single
clock cycle, the number of parallel implementations of (5), (6) and (7) depends on the number of
the depth of Dual-port RAMs in which the non-maximum suppressed image is stored.

2) Phase 11
Phase Il starts immediately after phase I is finished.
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In phase Il all computations are realized within the boundaries of square neighbourhood on
the basis of (3) and (4) . Connectivity tracking for every pixel in case (7) is realized on the basis of
individual comparison operations involving eight surrounding pixels. Thus, a pixel calculated in
phase | as PV =125 has two options:

e Its value is defined as 255 and, therefore, it as a contour pixel

e Its value remains 125 and, therefore, it is not a contour pixel.

3) Phase 11l

In this phase, the final contour detected image is defined on the basis of analyzing all pixel
values which are not impacted by the connectivity tracking procedure in phase Il. Hence, this phase
deals with defining the total numbers of Os in the final contour detected image.

All calculations are executed simultaneously. Therefore, the number of parallel
implementations depends on the number of the depth of Dual-port RAMs.

4. FPGA based hysteresis thresholding: functionality and RTL design

The functional model of FPGA based hysteresis thresholding is presented in Figure 1. It is
based on:

e Dual-port RAMs to store the entire image before the start of hysteresis thresholding and
after hysteresis thresholding computations are finished

e Registers to store pixels read from Dual-port RAM

e Registers to store the values of H and L during the entire process of hystersis thresholding

A register to store the signal coming fron non-maximum suppression module and
controlling the start of hystersis thresholding operations
e Comparisons units

The basic functionality defined by the model in Figure 1 uses the following denotations:

e RAM: Dual-port RAM storing the entire image. The non-maximum suppressed pixel
values are read from and the processed pixel values are stored in the same RAMRegRow1,
RegRowN: 8 bit registers for each of the image rows stored in Dual-port RAM

e Comp: comparison operations required by the computations in phase I, phase 1l and phase
i

e RegTempl, RegTempN: 8 bit registers used to store values which must be used in tracking
connectivity

Start.of hysteresis thrresholding

Clock cycle #1
RAM -> RegRowl

-> RegRowN

Clock cycle #2

RegRowl -> Comp -> RegTempl
RegTempl

RegRowN -> Comp -> RegTempN
RegTempN
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Clock cycle #3
RegTempl -> RAM

RegTempN -> RAM

A

/

Fig. 1. Functional model of hysteresis thresholding
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eg Row > >
RAM 2 > > TempReq #2 ¥
5 2 S DY
! - -r------ > Temp Req #1
% Reg Row#1 ! >
i RAM 3 : ------------ > TempReq #2 [
i . I ' |
: | | | |
! ! 1 1 |
! 1 | b e 2 |
i I o v : :
! —t----- » CompUnit |  =-=-=------ » ' i
' | RegRow#3 |  ----- B > TempReq #1 |
RAM n I g R I > i
-------- » MemReq #2 -
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RAM -> RegRowl
-> RegRowN

Clock cycle #5

RegRowl -> Comp -> RegTempl
RegTempl -> -> TempMeml
RegRowN -> Comp -> RegTempN
RegTempN -> -> RegTempN

Clock cycle #[n—(z-1)*2]*(p-1)
RegTempl -> RAM
i?egTempN -> RAM.

RESULT:

For a non-maximum suppressed image row stored in a separate Dual-port RAM
nTclk ;,(Hyst) =[n—(z-1)*2]*(p-1).

The RTL design of hysteresis thresholding is shown below (Figure 2).

All hysteresis thresholding computations are executed within MEM_HYST section of the RTL
design in Figure 4.17 MEM_HYST has eight inputs:

reset_h: the reset for sequential logic
clk_h:: the system clock for sequential logic
ena_h: enable for sequential logic

MAX_in: the non-maximum suppressed pixel value set at Dual-port RAM input

ThH_in:t the high threshold value used in MEM_HYST

ThL _in: the low threshold value used in MEM_HYSTstart_hyst in: an internal signal

which defines the start of hystyeresis threshofding computations

ThH_reg_ena

clk [ 1'ho]
Equal0

ThH_connect[7.0] [>— - AF-.[? or
BI7.Q

D

ENA

Th

=)

CLK

SCLR

Q

ThH_connect1[7..0]

D

LK

ENA

8'h0

SCLR

CLRN

!

MAX_connect[7..0] [>

reset[ >

ThL_reg ena

1'h0
—{D

Equal1
Al7.0] Yy
ThL_connect[7..0] ouTt 1'h0

8'h0 B[7.0] ' S8

LK

ThL_connect1[7..0]

D

LK
ENA

8'ho

[SCLR

CLRN

MEM_HYST:memoryControl

MAX_in[7.0]

ThH_in[7.0]

ThL_in[7.0]

clk h

CONT_QUT[7.0] D CONT[7..0]

enal »

write_in_hystRAM_connec t[ >

1'h1

start_hyst

—{o

LK

1ho

ENA

“scr

Q

Fig. 2. RTL design of hysteresis thresholding (Source: Intel (Altera) Quartus RTL Viewer)
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e write_in_hystRAM_in: control signal from the previous gradient based edge detection

module defining the start of writing the non-maximum suppressed pixels into Dual-port
RAM.

In the RTL design MEM_HYST has a single output: CONT. This port uaed to transfer the
contour detected image.

The two registers — ThH_teg_ena and ThL_teg_ena and are of critical importance because
they guarantee that the values of high and low thresho;ds will remaim constant during the entire
process of hysteresis thresholding. All hysteresis thresholding computations are realized within
MEM_HYST.

Resource utilization of hysteresis thresholding for image of size 148x148 is presented in Table 2.

Table 2. Resource utilization of hysteresis thresholding for image of size 148x148

Resource utilization of of hysteresis thresholding for image of size 148x148
Logic Total Total Total DSP Embedded
) utilization registers memory bits blocks multiplier
FPGA family (in LEs/ 9 bit
ALUTSs/ALMs) elements
Cyclone 282 (LEs) - 286720 - -
Cyclone Il 253 (LEs) 182 286720 - 0
Cyclone Il 228 (LEs) 167 286720 - 0
Cyclone IV 228 (LEs) 167 286720 - 0
Cyclone V 84 (ALMs) 167 286720 0 -
Stratix 234 (LEs) 194 286720 0 -
Stratix 11 181 (ALUTS) 178 286720 0 -
Stratix 111 169 (ALUTS) 161 286720 0 -
Stratix IV 169 (ALUTS) 161 286720 0 -
Stratix V 82 (ALMs) 161 286720 0 -

5. Exploring the speed of hysteresis thresholdimg

Exploration methodology:

The proposed organization of computations in hysteresis thresholdimg is compared with
the recursive approach

Five real life images of size 148x148 are processed using Scilab Image Processing Tolbox
and Gaussian filter is of size 5x5. The size of the images is chosen to be 148x148 because
of the limited memory resources in Cyclone family. After executing Gaussian filtering and
Sobel filtering, the non-maximum suppressed image matrix is of size 140x140. Each of
these five image matrices is stored in Dual-port RAMSs

A special counter module is designed. The task is to count all rising clocks in the complete
hysteresis thresholding computations

The image is stored in four Dual-port RAMSs

The follwing tools are used to obtain the experimental data and draw the relevant
conclusions: Scilab Image Processing Tolbox Quartus, TimeQuest Timing Analyzer,
ModelSim

The precision of detected contours is ascertained and the relevant conclusions are drawn
using the developed methodolgy.

The achieved results are shown in Table 3 and Table 4.
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6. Analysis of results

Table 3. F . (Hyst) and nTclk ; (Hyst) of the designed organization of hysteresis thresholding
computations for image of size 148x148

Speed of the designed organization of hysteresis thresholding computations

FPGA for image of size 148x148
family | F o (Hys) nTelk., (Hyst)
. Non-maximum suppressed image matrix
(in MHz) #1 #2 #3 #4 #5

Cyclone 232 88320 88320 88320 88320 88320
Cyclone 11 319 88320 88320 88320 88320 88320
Cyclone Il 367 88320 88320 88320 88320 88320
Cyclone iV 370 88320 88320 88320 88320 88320
Cyclone V 388 88320 88320 88320 88320 88320
Stratix 331 88320 88320 88320 88320 88320
Stratix 11 464 88320 88320 88320 88320 88320
Stratix 111 589 88320 88320 88320 88320 88320
Stratix 1V 637 88320 88320 88320 88320 88320
Stratix V 685 88320 88320 88320 88320 88320

Table 4. F,(Hyst_recursive) and nTclk

image of size 148x148

min

(Hyst _recursive) of recursive hysteresis thresholding for

Speed of recursive hysteresis thresholding computations for image of size

FPGA 148x148
family
F e (Hyst_recursive nTclk,;,(Hyst_recursive)
Non-maximum suppressed image matrix
(in MHz) #1 #2 #3 #4 #5

Cyclone 232 466786 512452 482440 508616 | 520084
Cyclone 11 319 466786 512452 482440 508616 | 520084
Cyclone Il 367 466786 512452 482440 508616 | 520084
Cyclone iV 370 466786 512452 482440 508616 | 520084
Cyclone V 388 466786 512452 482440 508616 | 520084
Stratix 331 466786 512452 482440 508616 | 520084
Stratix 11 464 466786 512452 482440 508616 | 520084
Stratix 111 589 466786 512452 482440 508616 | 520084
Stratix IV 637 466786 512452 482440 508616 | 520084
Stratix V 685 466786 512452 482440 508616 | 520084

The data in Table 3 and Table 4 shows that F . (Hyst) and F . (Hyst_recursive) satisfy

(1).
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The data in Table 3 shows that nTclk;,(Hyst) is a constant. Therefore, nTclk
not depend on the non-maximum suppressed image statistics.

The data in Table 4 shows that nTclk ;,(Hyst_recursive) is a variable. Therefore,
nTclk ;,(Hyst_recursive) is impacted by the non-maximum suppressed image statistics. In terms
of nTclk,,,, the data in Table 3 and Table 4 shows that the designed organization of hysteresis

thresholding computations is from 80.08% to 83.1% faster than recursive hysteresis thresholding.
Contour precision achieved by the proposed organization of hysteresis thresholding
computations and by recursive hystersis thresholding is the same for all test images.

(Hyst) does

min

7. Conclusions

Experimentally investigated and analyzed in this paper is an approach to FPGA based
hysteresis thresholding be used in gradient based edge detection. The upper speed limit of the
proposed organization of hysteresis thresholding computations is investigated in ten Intel (Altera)
FPGA families for maximum operating frequency and minimum number of clock cycles. It is
ascertained that: 1) the number of clock cycles in the proposed organization of hysteresis
thresholding computations does not depend on the non-maximum suppressed image statistics; 2) the
designed organization of hysteresis thresholding computations is from 80.08% to 83.1% faster than
recursive hysteresis thresholding. The achieved contour precision of the proposed organization of
hysteresis thresholding is the same as the precision obtained by using recursive hystersis
thresholding computations for all test images.
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TECHNOLOGY OF OPTIMIZING THE SPEED IN FPGA BASED
GRADIENT EDGE DETECTION: PARALLEL EDGE THINNING
AND THRESHOLD COMPUTATIONS

Dimitre Kromichev

Abstract: Two important criteria for precision in edge detection are: a single pixel thin contours and
continuous contours. Satisfying these criteria by applying the traditional (John Canny’s) approach requires
the addressing of specific problems in FPGA based gradient edge detection. Firstly, the traditional
mathematics of edge thinning leads to false negatives in a number of cases for various image statistics. This
problem was addressed, thoroughly analyzed and resolved by proposing a correction to the non-maximum
suppression mathematics. Secondly, the threshold calculation in a sequential fashion by using the entire
image statistics is incompatible with the concept of speed and the use of FPGA based gradient edge detectoin
for demanding applications in real time. The latter is dealt with and resolved in this paper by proposing a
non-maximum suppression with simultaneous dynamic threshold computation. The organization of
computations is investigated for its upper speed limit in ten Intel (Altera) FPGA families.

Keywords: FPGA, gradient edge detection, non-maximum suppression, dynamic threshold computation,
maximum operating frequency, clock cycles

1. Introduction

There is a number of approaches to the problem of thrershold computation in gradient edge
detection. They can be summarized as: 1) within-class variance method, 2) customized threshold
function; 3) self-adaptive threshold computation; 4) connected component analysis algorithm, 5)
genetic algorithm, 6) adaptive threshold computation by doing a differential operation on amplitude
gradient histogram, 6) adaptive threshold selection method, 7) adaptive dual-threshold detection
method; 8) self-adaptive threshold; 9) type-2 fuzzy set-based technique; 10) S-membership function
[16]. All of them are executed as a separate stage after the entire image has been non-maximum
suppressed [11][12] [13]. The most widely applied is the within-class variance method used for
adaptive thresholding based on calculating: 1) the gray level gradient histogram; 2) the probability
of background and object; 3) the maximum between-cluster variance of different regions; 4) the
threshold with maximum between-cluster variance o; 5) the low threshold as the high threshold
value multiplied by 0.4 or 0.5 [2][10]. Automatic selection of the thresholds relies on gradient
histogram concavity analysis. High threshold is selected between the largest peak and the second
largest peak by using a non-uniform quantizer [17]. The following disadvantage is pointed out: use
of gradient calculation to define the angle of suppression [18]. In FPGA implementations there are
several general approaches. In distributed Canny [14][15] an intermediate classification threshold is
calculated based on a set of pixels with gradient magnitudes larger than a defined value; then the
64-bin uniform discrete histogram is used for the high threshold calculation. Low threshold is 40%
of the high threshold. 128x128, 256x256 and 512x512 images are used. Maximum reported clock
frequency is 100 MHz. No counting methodology is provided, and, therefore the total number of
clock cycles for executing the distributed Canny is not specified. When derivative and smoothing
operations are combined into a single mask high and low thresholds are fixed to constant values [9].
In block level implementation standard non-maximum suppression is used, and then uniformly
guantized gradient magnitude histograms are computed on overlapped blocks. Adaptive
thresholding is based on block classification [19].
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Although the concept of selecting the largest value pixel as a technique to thin the detected
contour had been in circulation for quite some time it is the John Canny’s paper of 1986 [1] that
defined this approach as a required stage in gradient edge detection. The approach in [1], referred to
as traditional, presents two capital problems to the FPGA implementation of gradient edge
detection: 1) the mathematics of edge thinning given in [1] leads to 50% of false negatives in a
number of cases and various image statistics. This problem was addressed, thoroughly analyzed and
resolved in [3] by proposing a correction to the non-maximum suppression mathematics; 2) the
threshold calculation in a sequential fashion by using the entire image statistics is incompatible with
the concept of speed and the use of FPGA based gradient edge detectoin for demanding applications
in real time. The latter is addressed and resolved in this paper by proposing a non-maximum
suppression technology with simultaneous dynamic threshold computation. The upper speed limit
of the proposed organization of computations is experimentally investigated. The analyses and
conclusions are relevant for gray scale images. Ten Intel (Altera) FPGA families are employed in
the investigations. The follwing tools are used to obtain the experimental data and draw the relevant
conclusions: Quartus, TimeQuest Timing Analyzer, ModelSim, Scilab. The hardware description
language is VHDL.

2. Dynamic threshold computation

The non-maximum suppression and dynamic threshold computation must deal with:
e Maximum operatimg frequency of non-maximum suppression

F ox(NMS)
Frax(NMS) >F , (G) 1)
where
F x(G) is the maximum operating frequency of Gaussian filtering
e Minimum number of clock cycles required by non-maximum suppression
nTclk ;,(NMS)

nTclk ;,(NMS) < nTclk,,,(M)/ nTclk ;,(D) (2)

e Pipelining efficiency

nTclk(pausePixel) =Tclk ;. (NMS) —nTclk
nTclk(pausePixeNMS) . =3
nTclk(pausePixeNMS) . =2 (3)

(M)/nTclk ;,(D)

where

nTclk( pausePixeNMS) is the pause between the processing of two consecutive image pixels
Ce e e . In non-maximum suppression measured in clock cycles,
nTclk(pausePixeNMS),.. . is the maximum value of nTclk(pausePixeNMS),

nTclk(pausePixeNMS) ;. is the minimum value of nTclk(pausePixeNMS) .

nTclk(pauseTotaNMS ={m—(z—-1) *2]*[n—(z —1) *2]*nTclk(pausePixeNMS)}-1  (4)
where
nTclk( pauseTotaNMS) is the accumulated pause in non-maximum suppression calculated
on the basis of all image pixels, and measured in clock cycles,
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m/n is the number of rows/columns in the input image u(m,n).

The goal here is to compute the accurate thresholds:

e in a dynamic fashion

e simultaneously with the non-maximum suppression.

The problem of calculating the minimum steps between two successive high threshold values
and the ratios between high threshold value and low threshold value is solved in Table 1.

Table 1. High and low thresholds’ selection options
Values
Minimum step between two successive high threshold values
5 7 10 Sobel,
Parameters Ratio Ratios Ratios Ratios Ratios Ratios gradient
between between between between between between magni-
high and high and high and high and high and high and tude,
low low low low low low gradient
thresholds | thresholds | thresholds | thresholds | thresholds | thresholds | direction
2,2.2,25, 2,25,3 2,2.2,25, 2,25,3 2,2.2,25, 2,25,3
2.8,3 2.8,3 2.8,3
Number of
high 50 50 36 36 25 25 -
thresholds
Value range
of high [5,250] [5,250] [7,252 [7,252 [10,250] | [10,250]
threshold
Calculated high
and low 250 150 180 108 125 75
threshold pairs
Combinations
b/n - - - - - - 16
approximations
Combinations
b/n exact math - - - - - - 44
and
approximations
On that basis, defined is a closed interval of integers TH such that
RTH 8
[(N n*ax+l) —-N min— RTH ] &[T) = O] &[N rmx+N min< 2 _1] (5)
where
N, Istherightmost value in TH ,
N, Isthe leftmost value in TH,
RTH s the result of (N, +1)—N_,.
TH is divided into subintervals SUB_TH's in which the ratio between the rightmost
value SUB_N . and the leftmost value SUB_N;, is defined by the equation
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(SUB_N,,+1)—SUB_N_, =6 . (6)

Each SUB_TH subinterval is associated with a reference table value RTV which is defined
as
RTV =(SUB_N,_,—3)=SUB_N,_, +3 )

Defined is a set of table values — they are integers calculated by dividing the values in the
interval [5, 250] by these five values {2,2.2,2.5,2.8,3}.

Defined is a set of counters COUNT _SUB_TH . Each counter is associated with a concrete
SUB_TH . Starting with non-maximum suppressed image pixel #1, each pixel value PV is
checked for

SUB_N, >PV>SUB_N, . (8)

max—

If (8) is true, then
COUNT _SUB_TH =COUNT _SUB_TH +1 9)

When the entire image is non-maximum suppressed the values in the counters are compared
to select the two largest among them.

The values in the counters depend on image size and image statistics. Therefore, to satisfy (1)
the input data widths of comparison must be limited to 17 bits. This is guaranteed by using the
following dependence:

if CV1>CV2 or CV1=CV2 or CV1<CV2 then
CVvl Cv2 CVl CV2 CVvl Cv2
> or = or <
2" 2" 2" 2" 2" 2"
CV1leN ,CV2eN, neN,n>1. (10)

Hence, for all COUNT _SUB_TH the operation
COUNT _SUB_TH >>n (12)

is executed in parallel before starting the comparson operation.
Selected are the two SUB_TH's and their RTV's which correspond to these two largest

values. Calculation of high threshold is based on the smaller of the two: SUB_TH,.,.and its
RTV smaller*
For each SUB_TH ,and its RTV ..., defined is a value H by
H=RTV smaler RT\C/:smaller (12)

H
where

C, isanumber defining the ratio between the values of RTV ;.. and H; C,, {3,4}.
H is the high threshold.

The high threshold is associated with a set of table values which are precalculated by using a
divisor from {2,2.2,2.5,2.8,3}. The selected table value L is the low threshold.
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2. FPGA based non-maximum suppression with dynamict hreshold computation:
functionality and RTL design

The functional model of non-maximum suppression with dynamict hreshold computation is in
Figure 1:

Start.of non-maximum suppression with dynamic threshold computation

Clock cycle #1
Magn Regs -> Comp PI10O-P- PIO -> True/False -> RAM

Direct Reg -> PI145- P- P145
PI190-P- PI190
P11135-P- PI135
-> True -> Thresh Reg
CountNMS -> Count NMS +1
Clock cycle #2
Magn Regs -> Comp PIIO-P- PIO -> True/False ->RAM
Direct Reg -> PI145—-P - PI45
PI90-P- PI190
PI1135- P- PI135
-> True -> Thresh Reg
CountNMS -> Count NMS +1
Thresh Reg -> Intervals -> True -> Count

Clock cycle #[m—(z-1)*2]*[n—(z —1) *2] -39} through #[m—(z-1)*2]*[n—(z—1)*2] 15}
CountRTV Count36> Count35 -> True -> Count Reg

Count Reg -> CountRTV Count35> Count34 -> True -> Count Reg

Count Reg -> CountRTV -> ..

Clock cycle #[m—(z-D)*2]*[n—(z-1)*2]- 2}

RTV -> Sub -> RTV>>4 -> Count Reg

Clock cycle #[m—(z-1)*2]*[n—(z-)*2] -1}
Count Reg -> Sub -> RTV>>8 -> High threshold Reg
Clock cycle #[m—(z-1)*2]*[n—(z-1)* 2]}

High threshold Reg -> Table -> Low threshold Reg.

RESULT:

When the last image pixel is non-maximum suppressed the high and low thresholds are dynamically
computed. Therefore, hysteresis thresholding can start immediately after the last image pixel is non-
maximum suppressed. This contributes to the optimal value of nTclk ;, in FPGA based gradient

edge detectoin.
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Fig. 1. Functional model of non-maximum suppression with dynamic threshold computation

This functionality is implemented in VHDL. The RTL design of non-maximum suppression
and dynamic threshold computations is presented below (Figure 2). Resource utilization of non-
maximum suppression with dynamic threshold computations and memory section is shown in Table
2.

3. Exploring the speed of hon-maximum suppression with dynamic computation of high and
low thresholds

Exploration methodology:
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THRESHOLDS: values

MAX_TH[7..0]

ok| TWHTHZ.01 [ 1hg7.0]
ena_fpga[ > <t DLTHZOL S thif7..0]
clk_fpga [ _>—1 MEM_NMS:memory reset
NMS:local_max
DIR[7..0]
NMS_P[7..0] |
ck_nms X 1 minus[7..0] M1[7..0]
direct[7..0] D_dwremon in[7..0] X 1 pls[7..0] M2[7..0]
;- X 2 minus[7..0] | M3[7.0]
magn[7..0] [—meude bl7.0] X 2 ps7.0] | 4[7..0]
reset fpga [ > reset_nms X 3 minus[7..0] | Ms[7..0] MAX_NMS[7..0]
X 3 phis[7..0] M6[7.0] write_in_hystRAM_NMS [ write in_hystRAM
Y_2 minus[7..0] | M7[7..0]
LY 2 plusf7.0] | 1M8[7.01
Mo[7.0]
ck|
reset

Fig. 2. RTL design of non-maximum suppression and dynamic threshold
computations (Source: Intel (Altera) Quartus RTL Viewer)

Table 2. Resource utilization of non-maximum suppression, dynamic threshold computations and
memory control section
Resource utilization of non-maximum suppression, dynamic threshold
computations and memory control section
Logic Total Total Total DSP Embedded
FPGA utilization registers memory bits blocks multiplier
family (in LEs/ 9 bit
ALUTSs/ALMS) elements

Cyclone 2809 (LEs) - 65536 - -
Cyclone 11 2741 (LEs) 1378 65536 - 0
Cyclone 11 2672 (LEs) 1283 65536 - 0
Cyclone IV 2672 (LEs) 1283 65536 - 0
Cyclone V 1022 (ALMs) 1308 65536 0 -
Stratix 2440 ( LEs) 1422 65536 0 -
Stratix 11 2215 (ALUTS) 1341 65536 0 -
Stratix 111 2045 (ALUTS) 1279 65536 0 -
Stratix IV 2045 (ALUTSs) 1279 65536 0 -
Stratix V 1012 (ALMs) 1303 65536 0 -

e All available approaches to calculation of high and low thresholds are characterized by the
following two facts:
A) Insert a whole new module in FPGA based gradient edge detection, thus changing the original
concept of Canny architecture;
B) FPGA based gradient edge detection computations stop executing until the entire non-maximum
suppressed image is processed and then high and low thresholds are computed.
On that basis, F ., (NMS) and nTclk ,(NMS) of the proposed organization of computations

cannot be tested on a comparative basis
e The specifics of this Canny module requires two two levels of presenting test results for
nTclk ;-
A) nTclk;,(NMS) "'which defines the minimum number of clock cycles required to process a single
image pixel with non-maximum suppression;

min
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B) nTclk

min

(Thresh) which defines the minimum number of clock cycles required to compute high

and low thresholds in a dynamic fashion.
The achieved results are shown in Table 3.

Table 3. F ., (NMS), nTclk

min

(NMS) and nTclk,, (Thresh) of the designed organization of non-

maximum suppression with dynamic computation of high and low thresholds

Speed of the designed organization of non-maximum suppression with
FPGA family dynamic computation of high and low thresholds
F ox(NMS) nTclk ;,(NMS) nTclk,,;,(Thresh)
(in MHz) required to non- required to calculate
maximum suppress a the low threshold
single
image pixel

Cyclone 232 1 39
Cyclone 11 319 1 39
Cyclone 111 367 1 39
Cyclone iV 370 1 39
Cyclone V 388 1 39
Stratix 331 1 39
Stratix 11 464 1 39
Stratix 11 589 1 39
Stratix IV 637 1 39
Stratix V 685 1 39

4. Analysis of results

The obtained experimental data prove that:
e Because the largest value in a counter is guaranteed to be within 17 bits on the basis of (8)

and (4)), the data in Table 3 represents the worst case scenario for F , (NMS) . Therefore,
according to the data in [4] [5] [6] [7] [8] is guaranteed that (1) is satisfied under all test
conditions.

Because the comparisons of the central pixel in the square neighbourhood with the two
adjacent pixels along gradient direction are executed in parallel, it is guaranteed that (2) is
satisfued under all test conditions. Therefore, the requirements of mid-level pipelining, low
level parallelism and the number of uses of a single pixel expressions are satisfied.

The value of nTclk(pauseTotaNMS) in (4) is a quantitative measurement of the decrease
in mid-level pipelining efficiency. It is the sum of empty clock cycles for all image pixel
except pixel #1.

nTclk ;,(Thresh) requires only the last 39 clock cycles of the execution of non-maximum
suppression module of FPGA based gradient edge detection. Therefore, the non-maximum
suppression computations and the threshold computations end simultaneously. Thus, the
requirements are satisfied.

5. Conclusions

Proposed in this paper is a non-maximum suppression technology with simultaneous dynamic
threshold computation. The upper speed limit of the proposed organization of computations is
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experimentally investigated in ten Intel (Altera) FPFA families. On the basis of applying mid-level
pipelining, low level parallelism and the number of uses of a single pixel approaches for minimizing
the required number of clock cycles it is ascertained that the entire threshold computation takes only
39 clock cycles to execute. Most importantly, the non-maximum suppression computations and the
threshold computation end simultaneously under all test conditions.
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ULTIMATE EXECUTION SPEED IN FPGA BASED GRADIENT
EDGE DETECTION: TECHNOLOGY OF ACCURATE
COMPUTATION OF GRADIENT DIRECTION

Dimitre Kromichev

Abstract: FPGA based edge detection targeting ultimate execution speed and relying on gradient direction
to define image contours has to tackle the problem of computing gradient direction accurately and fast. This
paper presents an organization of computations in gradient direction designed to be used in the gradient
direction submodule of FPGA based gradient edge detection. Having investigated the mathematical
accuracy, maximum operating frequency and minimum number of clock cycles on the basis of ten Intel
(Altera) FPGA families, it is ascertained that the proposed organization of gradient direction computations is
capable of securing total accuracy and working at a frequency higher than the maximum operating
frequency of embedded memory under all test conditions. It takes only three clock cycles to provide an
accurate result.

Keywords: FPGA, edge detection, gradient direction, inverse tangent, operating frequency, clock cycle

1. Introduction

In [3] an FPGA based design targets the speeding up of tan™ computations. The results are:
execution time is 320 ns; accuracy is <0.01°. Taylor series expansion is applied to transfer tan™" to

a polynomial form [3][11]. In [6] two-argument tan™" is implemented in FPGA by using the
piecewise polynomial approximation with non-uniform segmentation. The inputs (x and y) are
divided using radix-2 non-restoring division and the result is used as an input to Atan. The results
are: maximum error ratio - 2.62%; execution time in Spartan 6 - 260.5 ns. In FPGA based design of
two-argument tan " [9][8][10] division of the two inputs is implemented by a logarithmic
transformation using subtraction. In [2] studied is the FPGA implementation of fixed-point two-

argument tan™ by comparing CORDIC with two multiplier based techniques. In [12] presented are

several approximations for four quadrant tan™ using Lagrange interpolation and optimization
techniques. In [5] it is pointed out that long latency is a main disadvantage of methods based on
CORDIC, conventional LUTs and polynomial approximation. In [1] proposed is atan2 using look-
up table with 101-points. The accuracy is increased by linear interpolation. The achieved frequency
is 60 MHz. In [4] proposed is a high-accuracy computation of fixed-point tan™" using CORDIC and
fast magnitude estimation. Maximum phase error is reduced from 414 LSB (angle error of 0.6355
rad) to 4 LSB (angle error of 0.0061 rad). In [7] described is an FPGA implementation of tan™
which is based on using serial and pipelined CORDIC architectures.

The objective of this paper is to propose an organization of gradient direction computation in
FPGA based edge detection. The mathematical accuracy, maximum operating frequency and
minimum number of clock cycles of gradient direction are investigated using ten Intel (Altera)
FPGA families. The employed tools are: Scilab, Intel (Altera) Quartus, VHDL, TimeQuest Timing
Analyzer, ModelSim. The analyses and conclusions are relevant to gray scale images.

2. Integer inverse tangent computations

Because
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y=tanx ©tan 'y =x (1)

Y[AIA
X € (— E , E)
yER
in the integer domain of FPGA based gardient edge detection the expression

{(y,x)|y =tanx,x € (—E,E),ye R}

22 (2)
represents a problem which must be solved according to the specifics of gardient direction.

The goal of inverse tangent is to guarantee that two conditions are satisfied:

. F . (tan™ New) >F__ (mem) (3)
where
F .. (tan™ New) is the maximum operating frequency of inverse tangent

. nTclk(tan'New) < 4 (4)
where
nTclk(tan‘New) is the number of clock cycles required by inverse tangent to calculate.

Because in a digital image matrix every pixel has 8 adjacent pixels, there are 4 pairs of
opposite pixels, and each pair defines its own axis (Figure 1). The obtained four axes represent
bisectors of 4 angular sectors, with each sector encompassing 45°. Therefore, all gradient direction
values are: 0, 90, 45, 135. Hence, the equations:

= () (5)
tan” (@) _ 45 (6)
tan™ (%) 90 )
o (%) 135 ®)

Solving (5), (6), (7) and (8) requires finding the domains of four functions with predefined
fixed ranges:

-1 (Mo
Ag= 7 (n_) )
—1 {M4s
tan™?! Mao
Ago= TNgg (11)
A1 5= tan™ (E), (12)
where
A, is the angular sector containing the axis for 0,
A is the angular sector containing the axis for 45,
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Fig. 1. Unit circle for gradient direction

Aq, is the angular sector containing the axis for 90,

A is the angular sector containing the axis for 135,

are independent variables, m,,&[-255,255], n e[-255,255]
are independent variables, m,,e[-255,255], n,,e[-255,255],
are independent variables, my,e[-255,255], ng,e[—-255,255],
are independent variables, m,,.e[-255,255], n,,.€[-255,255].

Therefore, the task is to define the complete set of values of the independent variables in (9),

(20), (11) and (12). In order to avoid division by 0 division must not be used
e Due to total symmetry the axes for 0, 45, 90 and 135 are further divided into two pairs. The
ingredients of each pair are orthogonal. Hence, the angular sector for 45 and the angular

sector for 135 are symmetric with respect to the x-axis. Therefore

|m45|:|m135|

|n45|:|n135| . (13)
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As a result, the difference between 45 and 135 is based on sign relations.
e Unlike 45 and 135, the difference between 0 and 90 is defined by the fact that their angular
sectors are symmertrical with respect to axis 45. Hence, the sets of

Mg |, [Ng L, IMysls N sl IMgol, INgol, IMy36],IN,55] are determined on the basis of comparison with
respect to the boundaries of the angular sector for 45.

3. Computational mechanism of inverse tangent in FPGA
Integer inverse tangent implements parallelism. Its computational mechanism includes:

Step #1 Determine all possible combinations between the signs of Gy and Gx
Step #2 Divide combinations from Step #1 into two sets:

Gy>0&Gx>0

Gy<0&Gx<0 (14)
and

Gy>0&Gx<0

Gy<0&Gx>0. (15)

Step #3 Define two reference points: 22.5° and 67.5°.
Step #4 Determine a numerical equivalent to angle 22.5°. The accurate representation of angle
99 99
S )
22.5° is the fraction 239 ( 239/ =22.500605394851°)

Step #5 Determine a numerical equivalent to angle 67.5°. The accurate representation of angle
169 1 (169
tan —

67.5° is the fraction 70 ( 70 ): 67.500605394851°) (Figure 2).

A 169
70
99
Gy>0 | Gy> 239
Gx<0 | G0
Gy<0 Gy<0
Gx<0 Gx>0

Fig. 2. The two reference points and sign options for inverse tangent

Step #6 According to the sign relations defined in (14) calculations for obtaining the value of
gradient direction Dir are executed simultaneously according to

Gy>0&Gx>0

Gy<0&Gx<0

If |Gx|*99 > Gy|*239 Dir=0

If |Gx|*99 <Gy |*239&|Gx|*169 >| Gy |*70 Dir =45

If |Gx|*169 < Gy|*70 Dir=90 . (16)
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Step #7 According to the sign relations defined in (15) calculations for obtaining the value of
gradient direction Dir are executed simultaneously according to

Gy>0&Gx<0

Gy<0&Gx>0

If |Gx|*99 > Gy|*239 Dir=0

If |Gx|*99 | Gy|*239&|Gx|*169 >| Gy |*70 Dir =135

If |Gx|*169 < Gy|*70 Dir =90 . a7

Step #8 In case of orthogonal gradients equal 0

If Gy=0& Gx#0 Dir =0
If Gy#0& Gx=0 Dir =0
If Gy=0&Gx=0 Dir=0 . (18)

The computational mechanism in FPGA is presented in Figure 3. Mathematical accuracy is
tested for all values of Gyand Gx in the interval [-255,255] and sign relations using Scilab. Four

sample test results are presented below. Accuracy is best proved by using ratios of Gyand Gx
99 169

values which are close to the two reference points - 239 and 70 , representing the two critical angles

-22.5°and 67.5°.

Check #1
Gy =-160
Gx = -66
|-66[*99 = |-160[*239 (false)
|-66[*99 < |-160[*239 & |-66*169 > |-160[*70 (false)
|-66[*169 < |-160|*70 (true)

Therefore, Dir = 90.
—160

ta -1
Using the conventional method: " (—66 ) =67.583852520656°.

Check #2
Gy =-48
Gx =55
55*99 = |-48|*239 (false)
55*99 < |-48|*239 & 55*169 > |-48|*70 (true)
55*169 = |-48|*70 (false).

Therefore, Dir =135.
—48

tan™? (—)
Using the conventional method: 55 /= -41.1120904°.

Check #3
Gy =-19
Gx =-46
|-46[*99 = |-19*239 (true)
|-46[*99 < |-19/*239 & |-46|*169 > |-19*70 (false)
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i
=[ |GXx|*99 > |Gy[*239
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&
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=
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Fig. 3. Model of computational mechanism of integer inverse tangent
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|-46/*169 < |-19*70 (false)
Therefore, Dir= 0.
19

tan~! ( )
Using the conventional method: —46 ) =22.442753365294°.

Check #4

Gy=19
Gx =145
|45*99 = |19[*239 (false)
|45]%99 < |19|*239 & |45*169 > |19|*70 (true)
|45]*169 < |19[*70 (false)
Therefore, Dir =45 .

tan™! (9)
Using the conventional method: 45/ =22.890551656248°.

99 169
These results prove that the two reference points — 239 and 7o , are accurately calculated, and

the algorithm guarantees total mathematical accuracy.
4. FPGA based gradient direction: functionality and RTL design

Gradient direction computations are based on inverse tangent. Therefore, the organization of
computations focused on optimal speed satisfies the two basic requirements:

e Maximum operating frequency of gradient direction F (D)

e Minimum number of clock cycles nTclk,,,(D) .

The functional model of FPGA based gradient direction is in Figure 4. The RTL design of
gradient direction is presented in Figure 5. Resource utilization of gradient direction is presented in
Table 1.

5. Exploring the speed of gradient direction computations. Analysis of results

The achieved speed results are shown in Table 2. Test results prove the total mathematical

accuracy of calculated value.s The input data widths <8 bits for both the numerator and
99 169

denominator in the two reference points 239 and 70 . The largest input data width for a gray scalre
image pixel is 8 bits. Therefore, for Cyclone I1-V and Stratix I-V, F ., of integer inverse tangent is

defined by F,,, of 9x9 hard multiplier. For Cyclone, F ,, of integer inverse tangent is defined by
F ..x Of 8x8 logic elements based multiplier.
Therefore, on the basis of F_,, and nTclk ., integer inverse tangent is optimal for all input

data widths calculated in FPGA based edge detection.
Data in Table 2 show that in Cyclone II-V and Stratix 1-V F .,

(D) is defined only by F

max

max

(D) is defined only by
F ..(hard) of 9x9 multiplier. In Cyclone, F of 8x8 logic elements

based multiplier.nTclk , (D) = 3.

max max
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Fig. 4. Functional model of gradient direction
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Fig. 5. RTL design of gradient direction (Source: Intel (Altera) Quartus RTL Viewer)
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Table 1. Resource utilization of gradient direction

. Logic Total Total Total DSP | Embedded

ARE A utilizgtion registers memory bits blocks mult 9 bit
Cyclone 122 (LEs) - 0 - -
Cyclone 11 104 (LEs) 82 0 - 4
Cyclone 111 93 (LEs) 50 0 - 4
Cyclone IV 93 (LEs) 50 0 - 4
Cyclone V 36 (ALMs) 50 0 4 -
Stratix 116 ( LEs) 84 0 3 -
Stratix |1 82 (ALUTS) 70 0 3 -
Stratix 111 69 (ALUTS) 48 0 3 -
Stratix IV 69 (ALUTS) 48 0 3 -
Stratix V 34 (ALMs) 48 0 2 -
Table 2. F,.,(D) and nTclk ;,(D) of gradient direction

FPGA family Fex(D) (in MHZ) nTclk,;,(D)
Cyclone 179 3
Cyclone 11 259 3
Cyclone 111 331 3
Cyclone iV 334 3
Cyclone V 337 3
Stratix 313 3
Stratix |1 428 3
Stratix 111 534 3
Stratix IV 538 3
Stratix V 540 3
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5. Conclusions

This paper presents integer inverse tangent and gradient direction computations Their

application is FPGA based edge detection which targets ultimate execution speed. The designed
tangent and gradient direction computations are explored for mathematical accuracy, maximum
operating frequency and minimum number of clock cycles in ten Intel (Altera) FPGA families. The
maximum operating frequency in Cyclone 11-V and Stratix I-V is defined only by maximum
operating frequency of 9x9 multiplier. In Cyclone, maximum operating frequency is defined only
by the maximum operating frequency of 8x8 logic elements based multiplier The minimum number
of clock cycles is 3.
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MOJIEJIUPAHE HA UEPAPXUYHA CTPYKTYPA 3A
HOPMATHUBHA YPEABA 110 HH®OOPMAIIMOHHO 1
KOMYHUKAIIMOHHO OCUI'YPABAHE

I'eopru Huxomos

Pe3rome: Cratusara oOpbllla BHUMaHHE BBPXY MOJXO0Ja 1O MPUOPUTETHOTO MOCTUTAHE HA IIENH, 3acsralild
HEOOXOJIMMOCTTa OT MO3HABAHETO, OBP30TO OPUEHTHPAHE W TOYHOTO CIa3BaHE HA MUHHUMYMa OT ITyOJIHYHO
JOCThITHATA HOpMAaTHBHA ypenda (ompeneneHa, KOHKPETU3UpaHa W aKTyallu3upaHa) Ha MEKIYHapOJHOTO
(MeXIyappKaBHO), HAIIMOHAIHOTO (ABP)KaBHO) M CEKTOPHO-OPHUEHTHPAHO (CHEIMaTU3npaHo) paBHAIIA. B
YCIIOBHS Ha OTPaHUYCHO BpeMe U HeOOXOAMMOCT OT ChITIaCyBaHE W CIIPABKH MPH U3IMOI3BaHE HA MHOXKECTBO
periiaMeHTHUpali JOKYMCHTU B IOPUANYCCKU U TEXHUUYCCKU IIJIaH, CJI€ABA M CC AKICHTHUpPA Ha OCHOBHUTC
XapMOHHM3UPAaHU IPUYMHHO-CJICICTBEHU BPB3KH, 0€3 J1a ce HaBJIM3a B MTOCOKA HA W3JIHUIIHO JCTalIM3upaHe U
pa3CHKACHUS MO W3BBHTEMATUYHHUTE WM OCOOCHOCTH. BBB Bpb3ka ¢ TOBa, OOCKT HA HACTOSIIIUTE
M3CIIEBAHNS € ChoOpa3siBaHe Ha BH3MOXKHOCTHTE W ONTHMAIEH HM300p HAa CHBPEMEHHH WHCTPYMEHTH U
WHPOPMALMOHHN CTPYKTYpU (CHCTEMH), OTIOBapsllld HA CBHOTBETHUTE KpPUTEPHUH W MOAIIOMAaramiu
(YHKIMUTE HA PECOPHH OPTaHU M JITBKHOCTHU JIUIIA.

KiawouoBun aymm: Monen, MonenupaHe, WHQOpMAIWs, OCHrypsiBane, rpad, MHOXKECTBO, pelaIus,
HepapxuyHa CTPYKTypa, HOpPMaTWBHA ypenla, 3aKOHOIATENCTBO, CTaHaapTH, 0aza mannu, SQL, Tabmuna,
ChIIbpIKaHUE, 3a5BKA.

Modelling of a hierarchical structure for legal regulation on information and
communication provision

Georgi Nikolov

Abstract: The article draws attention to the approach of priority achievement of goals affecting the need for
knowledge, quick orientation and exact compliance with the minimum of the publicly available regulatory
framework (defined, specified and updated) of the international (interstate), national (state) and sector-
oriented (specialized) levels. In conditions of limited time and the need for coordination and references when
using multiple regulatory documents in legal and technical terms, the main harmonized cause-and-effect
relationships are followed and emphasized, without going into the direction of unnecessary detailing and
reasoning on their off-topic features. In this regard, the object of the current research is consideration of the
possibilities and optimal selection of modern tools and information structures (systems), meeting the relevant
criteria and supporting the functions of departmental persons and officials.

Keywords: Model, Modeling, Information, Provision, Graph, Set, Relation, Hierarchical structure,
Regulatory, Legislation, Standards, Database, SQL, Table, Content, Query.

1. BbBenenue

B MaremarnueckoTo MojenupaHe ce Hajarar akleHTHTE [0 M3y4aBaHETO Ha KJIacOBE OT
MaTeMaTUYeCKH CTPYKTYpH Karo Tpynu, TMojeTa, rpadutre W TEopuATa HA MHOXKECTBATa,
W3MOI3BalKU MHCTPYMEHTHTE Ha MaTeMmarhuyeckara Joruka. EdexkTuBHaTa Teopus Ha MOJIENHTE,
Hapu4aHa o1e epeKTUBHA CTPYKTypHA TEOPHs, U3ydaBa B3aMOJICUCTBUETO MEXIY CTPYKTYPUTE U
TSAXHATa cJI0XKHOCT. [To/ CTpyKTypH ce uMa mpeaBu 00eKTH KaTo TPYIU, MPbCTEHH, MojeTa, rpadu
WY JTIUHEWHU Hapen0u, KOUTO MMAT HEeMmpa3eH HOCUTEN, BbPXY KOWTO ca neduHUpaHU Pa3IudHA
penanuu, Gpyakuuu u koHcTanTu [1]. Teopusta Ha MomenuTe € OiM3Ka 10 yHUBEepcanHaTa anredpa
U TeopusTa Ha BeposiTHocTUTe. ['padbT ce pasriiexaa KaTo ChBKYITHOCT OT BBPXOBE (BB3JIN) U IBTH
(pedpa). BopxoBere (che creneH 1) ce HapuyaT BHCSAIIM BbpPXOBe Ha rpada, a BbpxoBere (Chbe
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creneH 0) ce HapuyarT U30JUpaHu BpXoBe [2]. MHOXXECTBO ce Hapuyia ChbBKYITHOCT OT OINPECIICHN
pasnuuHu eauH oT Apyr eaementH [3]. Jlagen Bua o0ekT Moke 1a ObJie MOMECTEH B IIPOM3BOIHO
MHOXKECTBO, HO TEOpHSATAa HAa MHOXKECTBara, NpuiaraHa oOWYaiiHO 3a O00EKTH, CBBP3aHU C
MaTeMaTHhKaTa, MO3BOJIsIBa OS3MPUCTPACTHU 3aKIIOYCHUS W HU3BOAHM. TE€PMUHUTE OT TEOpUATA HA
MHOXECTBATa MOXE J]a C€ M3MOJI3BAT B OIPEICIICHUATA Ha TOYTH BCUUKU MATEMAaTHUYE€CKU OOEKTH.
Crnen OTKpUBAHETO Ha OTPaHUYECHA M3YEPIIATEITHOCT Ca MPEIJI0KCHH BapUATHBHU aKCHOMATHYHH
CUCTEMHU, OT KOUTO Haii-1o3HaTuTe ca cucremara Ha Llepmeno-dpenken, crorBercTBre (LlekapToBu
npousBefeHus, Pemanmu, ®Pynkumn) U akcuomara 3a u3bopa [4]. Ememenrapum daktu 3a
MHOXECTBA M TMPUHAUISKHOCT KBM MHOXKECTBA YECTO C€ H3IIOJ3BAT 3aeqHO C Pa3IMYHU
WHCTPYMEHTH. 3a rpaudHO MpelIcTaBsHEe Ha OYJeBU OMNEpaliu ¢ MHOXECTBA € YIO0OHO na ce
usnonspar auarpamu Ha Ben [3]. C momorrra Ha metoz Ha Oiisiep-Ben nuarpamu ce BU3yalu3upar
MHOXECTBATa U ChOTBETHUTE KJIACOBE, IOKATO C METO/A Ha MZ-KapTUTe ce BU3yaJlu3upar yuciaaTa u
CYMHPAIIIUTE OTIEPALTHH.

AKTyaJlHUTE U3CJIeIBaHHS, CBbP3aHU C TEOpUSATAa HA MHOXKECTBATa, BKIIOYBAT pasHOOOpa3Ha
CBHBKYIMHOCT OT TEMH, OOXBalllalll¥ 33/la4yd OT CTPYKTypaTa Ha pPEaJHUTE YHCIOBH PEIUIH 10
MPOYyYBaHE U pa3BUBAHE HA CIOXKHHU U 00eMHU TakvuBa. OCHOBHH peJlallii MEXIY JBE MHOXKECTBa
ca penanuiara ,,JIOAMHOXECTBO , pejalusTa ,,paBEHCTBO U pealusiTa ,,CTporo moAMHOKECTBO
[3]. KakTo mpu OuHapHHTE OIEpali BBbPXY YHCIA B apUTMETHKATa, TCOPHSITa Ha MHOXECTBATa
W3M0J13Ba OMHAPHU OTEpallii BbPXY MHOKECTBA!

- CEYCHHE Ha MHOJKECTBA;

- 00eqMHEHNE HA MHOYKECTBA;

- pasivKa M JIOIIbIHEHUE Ha MHOYKECTBA;

- 0000111EHO 00EIMHEHNE U CEUYEHHE Ha MHOXKECTBA.

OCHOBHU MHOECTBA C T'OJIIMO 3HAYEHHE B MaTEMaTHKaTa ca MPa3HOTO MHOXKECTBO, KOETO HE
ChIbpKa HUKAKBH €JIEMECHTH M € TOJIMHOXECTBO Ha BCSIKO MHOXKECTBO, KAKTO M MHOXECTBaTa Ha
CCTECTBCHHTE, IEIUTE, PALMOHATHHUTE, peaaHUTEe M KomiuiekcHute uucia [3]. Tepmunurte
lepapXxyyHa W JIMHEWHA CTPYKTypa €€ OTHacsAT JO0 HayuHa, MO KOWTO e€AHa JIOTMYecKa,
aIMUHUCTpPAaTUBHA WJIM TEXHUYECKAa E€IWHHUIIA OCUTYpsiBa TakaBa BBB BB3XOIAI] pell M Kak
KOHTPOJIHMpA CBOWUTE HHU3XOMSIIM TAaKWBa, BKIIOYUTETHO B OOXBAaT Ha MpPEIOCTaBeHH IMpaBa U
OTTOBOPHOCTU. Besika efHa OT 1BeTe CTPYKTYpU MMa CBOMTE MPEAMMCTBA M HEJAOCTaThlU. B Haii-
o010 ompeneneHne Hepapxusi € pa3noiokeHne Ha 4YJeHOBeTe (EIeMEHTUTE, eIWHUIIUTE) Ha
CJIOKHA CHUCTEMa, MOAPENICHH TMOCIEAOBATEIHO MO paHr (WJIM MO CTENEH Ha CI0XKHOCT) OT Haii-
BUCHIUTE KbM Hai-Hucmute [5]. TToHsTHETO Hepapxus € ¢ MPUIOKEHUE BbB BCHYKH 00JacTH Ha
HaydeH uHTepec. Cpesl TAX ca TeopusTa 3a €3MKOBHUTE PAaBHUIIA U TPaMaTHYECKUTE TEOPUHU KaTo
bpaszoBo-cTpykTypHata rpamatuka [5]. IlpeauMcTBOTO Ha HepapXW4yHHsS THI CHCTEMa €
KaueCTBEHUST KOHTPOJ BbPXY paOOTHUTE ITUKIIU C ACHCTBAIIUTE AITOPUTMH U CTPYKTYPH.

JIuneliHaTa cucTemMa Ha YNpaBlIEHWE HE pasrojiara ¢ MHOTO HMBA Ha OTTOBOPHOCTH, KOETO
MpaByd ¥ OpOSIT HAa HAYAIHUIMA U MEHHDKBPU OTpaHUYEH. MHOTO YECTO MEXAY CIIYKHUTEIST BbB
dbupmara U IUPEKTOPHT MOXKE Ja MMa camMO €IHO HHBO, KOeTo Ja T nenu. JluHeliHata u
fieppaxu4HaTa CTPYKTYPH ca YCJIOBHHU MOHATHA [6]. AHamu3bT UM TpsiOBa 1a OB/ CHIPOBOJACH OT
CpaBHSIBAaHE CbC CHCTEMa, ChbU3MepHUMa Mo OO0XBaT W cepuanusanus Ha QyHkuuu. Cucremure c
HepapxuyHa CTPYKTypa Ha YIPABJICHHE Ca YYBCTBUTEIHH IO OTHOIIEHHE HA CTHIAIOBHIHOTO
aKyMyJIIpaHe Ha BpeM€ W U3UUCIUTENHM pecypcu. IIpu OChIIECTBSIBAHETO Ha TEXHUYECKATa
CTaHJApTHU3AIlMs ¥ OCHTYPSBAaHETO HA €JHO3HAYHU W3UCKBAHUS TO 3aJaHusi, MPOCKTHUPAHE,
pa3paboTBaHe Ha M3ENUs, CHCTEMU U CPEelU Ce MpUiiaraT HOPMAaTUBHU aKTOBE B MEXKIYHApPOJEH,
HallMOHAJICH, MMAPTHBOPCKA W BBTpElIeH (KopropaTtuBeH) TuiaH. JleiiHOCTHTE, Hajaramm
MPHUJIaraHeTo, MOTaT Ja 0OXBaHAT:

- ONIepaTUBHO TUTAHUPAHE U CHHXPOHU3MpaHe Ha HOpMaTHBHATa 0a3a;

- MOAIbPKaHE B aKTyalTHO ChCTOSIHUE, ChbXPAHSIBAHE U aPXUB HA JTIOKYMEHTAIIUATA;

- 3aMIUTa Ha KOH(QUIEHITMATHOCT U aBTOPCKHU TIPaBa;
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- yIpaBJIeHUE Ha IPOIIECH, TEXHOJIIOTUU 1 000py/IBaHE;

- MOHUTOPHUHT ¥ KOHTPOJI 32 ChOTBETCTBHETO M YyBCTBUTEIHOCTTA HA HHPOPMAIIHATA,;

- TEXHOJIOTUYHO OCHUTypsiBaHE, MOJICPHU3AIMS, PEMOHT U Bb3CTaHOBSIBAHE;

- pa3pa0oTBaHe Ha MEXaHU3MH 32 AJANTHBHOCT B ITyOJIMYHA U KOPIIOPATHBHA CPEJa;

- OLEHKA W IUIOCTEH aHaIW3 Ha (UMHAHCOBaTa M €HepruiiHa e(peKTUBHOCT B IyI00aleH u
peruoHajeH Mamiao.

3a mocTturaHero Ha HM30pOEHUTE NEHHOCTM HEMUHYEMO CE€ Hajara JIbJIOOKO OCMMCISHE U
00OCHOBaHO TpHJaraHe Ha HaN-MOIXONAIINTE WHCTPYMEHTH, KOWTO TapaHTHpaT TpalHH U

OOIIOMPU3HATH PE3yJITaTH.

2. CTpyKTypHpaHe Ha MO/ieJI 32 IPABHO-HOPMATUBHATA ype0a 10 KOMYHHKALMOHHO U
HH(OPMALIIOHHO OCUTYpPsSIBAHE

2.1. AKTyaJiHM 00CTOSITEJICTBA

HacouBanero Ha ycwiuATra KbM pa30MpaeMoO U CBIIEBPEMEHHO II0JIE3HO 3a IpaKTHKaTa
CTPYKTYpUPAaHE KOPECIOHIUpA C IPEABAPUTEIHO 33JaBaHE HAa KOHCTAaHTHU KpuTepuu. OTHOCHO
TeMaTUKaTa Ha HAaCTOSIIOTO W3CJIeABaHE M CBbCTaBHUTE 3aJadd, T€ Ca OTHOCUMH KbM
KOMYHHUKAI[MOHHOTO ¥ MH(pOPMaLMOHHO ocurypsBane (¢urypa 1). Karto nBa ocHOBHU mpu3HaKa 3a
KOHKPETU3UPAaHE CHOTBETHO Ca IOCOYEHW HHUBOTO HA IOJUTHKO-TEOrpa)CKO OpUEHTHpAHE W
IPUHAIJISKHOCT IO crienuanu3anus. IMeHHo nmopaau ToBa ce mpejacTaBs 0O0EKTUBHATA PEATHOCT,
¢dbopmupaiia aconuaTUBHU ¥ KyMYJIaTUBHU B3aMMOBPB3KH, KaKTO W MEpApXUYHHM WM JHHEHHH
CTeNeH! Ha 3aBUCUMOCT. OOEKTUBHOCTTA MPOU3IM3a OT MPAKTUYECKH MOTBBPACHUTE JECHCTBHS Ha
PECOPHUTE MEXIYHApOJHU M HAIMOHAJIHM OpPraHU C IOPUCAUKLMA HAa 3aKOHHUM MHCTaHIUU.
OO0CTOATENCTBOTO 32 PEATUCTUYHOCT CE OCHOBABA HA YCIEUIHOTO M JBJITOTOAMIIHOTO MpHIIaraHe
Ha TaKbB TUIl OpraHU3MpaHe HA HOPMATUBU U cTaHAapTU. [Ipean3BUKATEICTBOTO 3a IPEACTaBIHETO
UM 4pe3 MOJIEJI C ONPEIEIeHN Bb3MOXKHOCTHU € aKTyalHo U HeoOoxoaumo. [1o chiiecTBo, cTpoiHOTO
OpraHM3MpaHe Ha JaJieHa JIeHHOCT, 0COOEHO KOraro T 3acira XU3HEHOBR)XHM KOMIIOHEHTH Ha
OOIIIECTBEHH M MKOHOMHYECKH CYOEKTH, € OTTOBOPHOCT C nyOiuuyHa peduiekcusi. B kKoHkpeTHus
cllydaid ce BHM3Upa KOMYHUKAIlMOHHO W HMH(QOPMAIMOHHO OCHUTypsBaHE Mopaau Qakrta, 4ye ce
oOxBalaT mpolecuTe 3a NpUA0OMBaHE HAa ONpeneieH BUA MHPOpMalus, KOSTO ce NPUBEX/A B
noaxojdauia (opma, mpedaBa ce 4ype3 BB3MOKHOCTUTE HA KOMYHUKAIIMOHHUTE CHUCTEMH U C€
NpeJCTaBsd 3a WU3IO0J3BaHE Ha NOTPEOMTENH C BU3yalM3UpaHe B pa3dupaeM 3a TAX (opmart.
[IpaBuiara ca neduHUpaHU KaTO MPaBHO-HOPMATHBHA ypenda, 3alloTO OT €/lHa CTpaHa ca CbC
CTaTyT Ha NpPaBHU HOPMHU 32 3aKOHOCHOOPA3HOCT M B CBILOTO BpEME ChIbpPKAT KOHKPETHH
HOpPMaTUBH (OIpe/ieJIeHH KOJIMYECTBa, KOUTO TpsOBa Ja ce€ MOCTUTHAT OT OT/AEIHU €IUHULIN).

MexyHapoIHOTO MPaBO € CUCTeMa OT MPAaBHU HOPMH - JOTOBOPHHU, OOMYaiiHM W JpyTH,
KOHMTO PEryJIupaT MeX/yHApOJHUTE OTHOIICHHUS B cepaTa Ha MEKAYBIACTHU OTHOIICHHUS [7].

OTHOCHO M3IOJI3BAaHETO HAa TEPMHMHA 3aKOHOJATEJICTBO, KATETOPUYHO CE€ MMa NPEABUJM, 4e
CTaBa BBIIPOC 32 KATErOpUU C HMIIEpaTHBEH (3aIbJDKUTENEH) Xapakrep. M3mbiHeHunero um
npeamnoiara He camMo H30sArBaHe Ha HEEAHO3HAUYHO TBHIKYBaHE WJIM NPOTHBOPEYHs, HO U
MIPEeIBUIMMOCT Ha IOCJIEACTBHUATA BbB BCEKU €IUH acnekT. [Ipu MonenupaHeTo Ha CTPYKTYpHUTE
peleHusi ToBa MOXKE Ja ObJie 3aJa/JleHO KaTo OTJENIeH KpUTEpHil, B cilyyail 4ye ce MpeaBHkaa
BB3MOXHOCT 3a M3MOJ3BaHE U Ha JOKYMEHTAIUsl C OTBOPEHU CTaHAApPTH, CBOOOJIHU KOMEHTapu U
T.H. [IpsikaTa Bpb3Kka Ha CTPYKTYPUPAHETO C NMPEAHA3HAYEHNETO U CBOWCTBAaTa Ha MHOYKECTBAaTa Ce
CbCTOHM BbB B3aMOBPB3KHUTE, KOUTO ca Moka3zaHu. KoHKpeTeH npumep Moxe Ja Ob/ie 1aJieH C TOBa,
4ye EBpONENCcKOTO crenualn3upaHo 3aKOHOJATENICTBO € €IHOBPEMEHHO 4YacT (IIOJAMHOXKECTBO) B
oOxBaTa Ha CBETOBHOTO CHELMAIU3UPAHO 3aKOHOAATEICTBO U EBpOMeicKoTo 3aKOHOIATENCTBO.
BbB Bpb3ka € TOBa NpoMsSHaTa Ha ompeAeneHd HopMu B (CBETOBHOTO CHELMATU3UPAHO
3aKOHOJATEJICTBO 33AbJDKUTEIHO CJIe/IBa J1a ce 0Tpa3H BbpXYy PpyHKIMOHUpaHeTo Ha EBponeiickoro
CIEMAIM3UPAHO 3aKOHOJATENICTBO, ako 3acAraT EBpona. B cioyuail 4ye mpomMeHHUTE ce OTHAcAT 3a
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JpYTd PErMOHU Ha IOPUCAMKIHNA, ACUCTBUS MO M3MEHeHMs U (Win) nombiHeHus B EBponeiickoTo
CreIUaIu3upaHO 3aKOHOAATEIICTBO HE O TpsOBaJIoO 1a ca HEOOXOUMHU.

‘ TIpaBHO-HOPMATHBHA ypenoa ‘

/

MeKTVHAPOIHO 3aKOHOIATEICTBO

MEH{E[YHRPOI[HO CIIeIIIATIIZHPAHO 3aK0OHOIaTelICTBO

Eepomnelicko 3aK0HOIATEICTBO

A4

EBpOHeﬁCKO CIIEIIIATH3IIPAHO 3aKOHOIATESIICTBO

/ Halonango 3aK0HOIaTENCTBO

h 4

HammioHamnHo ¢ MEMIIANIIZHPAHO 3aKOHOIATENICTBO

@ur. 1. [IpaBHa pamka Ha 3aKOHOAATEICTBOTO 332 KOMYHUKAILIMOHHO U HH(MOPMAIIIOHHO OCUTYPSIBaHE

AHaloOrMYyHM ca  pa3ChKACHHWATA TpU  B3aMMOBpPB3KaTa MeXAy EBpomeiickoTo
3aKOHOAATENCTBO U EBpoOIENcKOTO crienuanu3upaHo 3aKOHOJATENICTBO - IPOMSHA Ha OIpEeIeHU
Hopmu B EBporneiicku mamab me pediaekTupar, caMo ako 3acsraT CTPOro crenuain3upana mpaBHa
MaTepus WK CTaHAApTH. BaxkHO € 1a ce yro4HHU, ye € Bb3MOXKEH BapHaHT (IIpeiBUJIEH BbB (UIypa
1), mpu KOWMTO IpaBOIpHUIIATalll0 Ha Ha-ropHO HHUBO € EBpomeiickoTo 3akoHonmaTencTBo. Taka ce
000CHOBaBa W HEOOXOIMMOCTTa OT PEIIaBAaHETO HAa T'CHEPATHHsS BBIPOC 32 CHHXPOHHM3HMpAHE Ha
JEICTBHETO Ha MpaBHO-HOpMAaTHBHaTa ypenOa. Pasrnemanure mnpuMepu KaTeropuyHO ca B
MpPEe3yMIILINS 32 UMIIEPAaTUBHOCT U HMBA Ha MOJYMHEHOCT B acleKkT Ha riobanHa ynorpeda. Tosa
IIPSIKO KOPECHOHAMpA C KOHCTPYMPAHETO Ha HepapXWyHa CUCTEMA 3a IMPUYUHHO-CIIECIACTBEHU
B3aMOBpB3KH. [Ipu oOcTosTENCTBA, Kacaelly NMPeAJIOKEeHNs M aKTyaJlu3upaHe Ha HOpMaTHBHATa
06a3a B OrpaHMYeH PETMOHAIEH WJIM KOPIOpaTHBEH Mamad 3a yacTHa ymnoTrpeda, € BB3MOMKHO
MpUJIaraHeTo He Ha HepapXuyHa, a Ha JINHEHHO-OpraHu3rupaHa cucrema.

2.2. IlpakTH4YecKa 1e1ecbo0pa3HOCT

Crnen m3scHSBaHE Ha CHITHOCTTA M ILEIHUTE HA CTPYKTYPHUPAHETO, CHHTE3HT Ha ITOJXOISII
MOJIEJI MOKE Jla Ce peau3upa ¢ MpUIaraHeTo Ha eQeKTUBHU MHCTpyMeHTH. KpaitHute pesynrtaru
clieZiBa Ja CIIOMOTHAT TOCTHUTAHETO HAa MaKCHMajHAa €(PEeKTHBHOCT MPH JIMMUTHPAHH PAa3XOId Ha
BpeMe U pecypcu. M3rpaxiaHeTo Ha I[UIOCTHOTO DELIEHHE W3MCKBAa KAaKTO M3IMOJI3BAHETO Ha
MaTeMaTHYeCKH W JIOTMYECKH OMEpaIiy, Taka U BB3MOKHOCTTAa T€ Ja ObJaT MaTepHATM3UPAHU C
NPOAYKTOBU TpuioxeHus. [Ipu n30op Ha BapuaHT 3a IUIAHUpPAHE U pealu3upaHe Ha OIpeJesieH
MOJIEIT € TIPENOPBUUTEITHO J1a C€ MPEABUIAT HAKOJIKO €Tara, KOUTO J1a OCUTYPSIT MPEIBIKIAHETO HA
MOCTETNICHHATa EBOJIIOIMS Ha PEANHO CHIIECTBYBAIINUTE U3XOJHH JaHHH U ycioBus. [1o To3un HaunH
MOJIETTBT III€ TTO3BOJISIBA QIANTHBHOCT B TMHAMUYHA CPEAa M M3IIOJI3BAHETO HA BIOXKEHU PECYpCH Ha
no-paHHa Qasa.

3. CucTeMHHU apXUTEKTYPHH IJIAT(GOPMH M HHCTPYMEHTH 32 CTPYKTYPHO Mo/ieJIMpaHe

Pa3cwxaenusTa mo mupokara ramMa OT BB3MOXKHOCTHM B TOBa HalpaBJIEHHME MOraT Ja ce
OPHUEHTHUpAT CHPSAMO PEATUCTUYHH QJITOPUTMHYHU pEeATH3alldd W JOCTBII [0 aKTyajlHa |
nocroBepHa uHpopManus. llopaau mnpensBeHUTE NPUHIMIHU HM3UCKBAHUS 33 aAKTYyalHOCT H
WHOBAaTUBEH TOAX0J B paboTaTta, ce Hajara Oa3supaHe Ha JOCTIKEHUATa Ha WH(POPMAIIMOHHHUTE
TEXHOJOTHH. M3M0a3BaHeTO Ha pEIeHHs OT Ta3u 00JacT Ha ChBPEMHUETO MOXKE JIa € €THOBPEMEHHO
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U JOCTaThYHO pabOTOCIOCOOHO, M OTrOBapsIIO Ha TOBUIICHOTO HUBO Ha OYaKBaHHUA OT
norpedburenute Ha nHpopmanus. [lpennonara ce, ye mocieAHUTE ca B CbCTOSTHUE HA HapacTBalla
nporpecus 1mo WHGOPMAIMOHHA TPAMOTHOCT M B TOJsSIMAaTa CH YacT pasmoyarar ¢ MpPOJyKTUBHU
nepcoHanHu UUGpoBH ycTpoiicTBa. MMalku mnpeAaBua U TOPEU3TONKEHUTE MOAPOOHOCTH IO
OTIpeJIeJICHUsITa, C KOUTO CE€ apryMEHTHpa OCBILECTBSIBAHETO HA MOJEN M CTPYKTypUpaHE Ha
TEMaTUYHUTE ChABPIKAHUA, MTOAXOAI] HHCTPYMEHTApUYM ca 0a3uTe OT JIaHHU U BB3MOKHOCTHUTE
3a TAXHOTO ympasieHue. ba3ara oT JaHHM TpeACTaBisBa OpraHU3UWpaHa KOJIEKIUS OT
CTpYKTypupaHa MHpopMalus WK JTaHHU, OOMKHOBEHO ChXpaHsABaHA €JIEKTPOHHO B KOMMIIOThpPHA
cucrema. bazata or JaHHM OOMKHOBEHO Ce KOHTPOJIMpA Upe3 cUCTeMa 3a ynpaBiieHue Ha 6asza oT
nauuu (CYB/). Jaunute u CYB/I, kakTo M MpUIOXKEHUATA, CBbP3aHU C TAX, 3a€HO CE€ HapU4aT
cucTeMa 3a 0a3a OT JaHHH, YeCTO HapHyaHa 3a MO-KpaTKo mpocto 6a3a ot manuu [8]. Hampumep
OTIpEJICJIEHUETO, Y€ TO-IIPABUITHO € BCEKHU P 1a ce Hapuya ,,3ammc™, a BCsiKa KOJIOHA ,,[ToJie", KaTo
3alMChT € CMHCIEH M TOCJeloBaTelIeH HauuH 3a oOequHsBaHE HAa MH(pOpMaIusATa 3a HEllo, a
MOJIETO € OTJeNieH MH(POPMALIMOHEH €JIEMEHT - THIl €JIEMEHT, KOMTO MPUCHCTBA BB BCEKH 3aIlHC
[9], [10] e Ge3cropHO U yTBBPACHO. 3a MakCHMaliHA Pa30MPAEMOCT Ce Hajlara ONMUCAHUETO, Ue BbB
BCEKU €IMH pej ce neduHHpa JaJeH O00CKT, a B KOJOHUTE, CBbP3aHH C TO3U pel, ce AepuHupar
OTIpe/IeNICH! HEroBU OTJIMYUTENIHU CBOMCTBa (Xapakrepuctuku). OT Jpyra cTpaHa ChIIECTBYBAT
MPOTUBOPEUYUBH JePUHUIUN KaTo ,,Microsoft Access opranmsupa uHpOpManmsITa B TaOJIHUIM:
CIHUCBHIM C pelloBe U KOJIOHU. B mpocTara 6a3a oT JaHHM MOXKE J1a MMa camMo e/Ha Ta0nuia. 3a
noBeueTo 0a3u OT jgaHHM TpsiOBa moBedye oT exHa* [9] u ,,basuTe OT MAaHHM W EICKTPOHHUTE
tabmuuu (Hanpumep Microsoft Excel) ca ynoOHuM HauMHM 3a CbXpaHsBaHe Ha HH(pOpMarms ™.
basure oT maHHM MO3BOJISBAT MHOXKECTBO MOTPEOUTENM €IHOBPEMEHHO Ja JOCTHIIBAT U 3asBSBAT
JTaHHU OBP30 U 3alIUTEHO, U3MOI3BANKH U3KIIOUYNTEIHO CJI0XHH Jorkka u e3uk [8]. Kopecrnonaupa
T BBIIPOCHT ,,KakBa € Bpb3KaTa Ha U3JI0KECHUTE TOTYK OOSICHEHHSI C MOTHBHTE 3a pa3pabOTBaHETO
Ha MOJEN ¢ MepapxudHa cTpykTypa?“. OTrOBOPHT € KaTeropuyeH U IMOJOKUTEICH ChC CIEAHUTE
apryMeHTH:

- HaBUTallMOHHMTE 0a3u OT JaHHM, KaTo MepapXMYHU TakuBa HU3IMON3BaT ,,AbPBOBHUIHA™
CTPYKTYpa, HO TI03BOJISIBAT €IMHCTBEHO B3aUMOBPB3KA ,,MyJITHKACT";

- MpEeXOBUTE 0a3u OT JaHHM ca C MOBEYEe BB3MOXKHOCTH B CpPaBHEHHE C HaBUTALMOHHUTE U
MOTaT J]a OCHIIECTBAT HAKOJIKO B3aNMOBPBH3KH;

- HAaBUTALMOHHUTE U MPEXKOBUTE 0a3u O TIAHHM ca ONPOCTEHH, HO HE I0CTaThbUYHO I'bBKABH;

- pemanuoHHUTE 0a3W OT JAaHHU ca €PEeKTHBHH, 3alIOTO BCEKH €IUH TEXEH EJIEMEHT €
MHOYECTBO OT TaOJIUIH, HO II'BK Ca 33JbJDKUTEIIHU MPAaBUIIaTa 3a ChCTABSIHETO UM;

- 00EKTHO OpHEHTHpaHUTE 0a3u OT JaHHMW C€ OCHOBAaBAT Ha EJEMEHTH, TOJXOMIANIN 3a
CbOTBETHUTE MHCTPYMEHTH 3a NIPOrpaMHUpaHe;

- pa3npeneneHnuTe 0a3n OT JaHHU Ca PEUICHUE 3a PE3EPBUPAHOCT KaTO MACTO 33 ChbXpaHEHHUE U
HAJINYHA KOMYHHUKAIHSL.

Ob6naynute 0a3u OT JAaHHU M CaMOAJIMUHHUCTpUpalid ce 0a3u OT JaHHU ca HEUu30eKHO
CBIIPOBOJIEHU C JIaHCUpaHe Ha HoBHUTe TexHomoruu. Hampumep, Oracle Autonomous JSON
Database e ycnyra 3a obnauHa 6a3a OT JaHHU C JOKYMEHTH, KOSITO YJIECHSBa pa3pabOTBaHETO Ha
JSON-opuentupanu npunoxxenus. Toit BkimtouBa API 3a nokymentu B ctist NoSQL (Oracle SODA
u Oracle Database API 3a MongoDB), mamabupane 6e3 cvpBbp, ACID TpaH3akimuu ¢ BHCOKa
MIPOU3BO/IUTEIIHOCT, BCEOOXBAaTHa CHUTYpPHOCT M HHUCKM II€HM 3a IUIAIlaHE MPH M3MOJI3BaHE.
ABtoHomMHata JSON 0a3a oOT [JaHHM aBTOMAaTH3HMpa OCHUTYPSIBAaHETO, KOH(HUTYypHpaHETO,
HacTpoWKara, MallabMpaHeTo, KOPEeKLUsATa, KPUIITUPAHETO M TOmpaBkara Ha 0a3u OT JaHHW,
SMTMMHUHUPANKK yIpaBleHHETO Ha 0a3zaTa OT JaHHU W mpenoctaBsiku 99,95% wnamuunoct [11].
CodryepbT Ha 0a3zaTa OT JaHHM YJIECHSBA YIPABIEHHETO Ha JAHHHUTE, KAaTO JlaBa BB3MOXKHOCT
MOTPEOUTENTUTE 1a ChXPaHSIBAT JIaHHU B CTPYKTypUpaHa GopMa M cliell ToBa Ja rd goctbinBat [8].
3a mpakTUYEeCKOTO NpUiiaraHe Ha WHCTPYMEHTapuyMa M ONOJI30TBOPSBAaHE HAa BBH3MOXKHOCTHTE B
MOJISIIMPAHETO 3a HepapXuyHa CTPYKTypa € IeslechoOpa3Ho /1a ce M3IM0I3Ba peslalliOHeH TUT Oa3a
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oT naHHU. [lo TO3M Ha4yWH Ie ce YIOBJIETBOPSIBAT M3MCKBAaHUATA 32 00pabOTKa Ha MHOXECTBO
3asiBKM U OpOil TpaH3aKLIKUK MEXAY OTACHU ChAbPKaHUA. APTyMEHTHPAHETO ce 3aKI04yaBa B TOBA,
4e OIpeNeleH HOPMATHBEH JOKYMEHT MOXKE Ja MPUHAMICKH KbM pa3IUdHH JeUHUPAHU
MHOKECTBa (HampHUMep - OTBOPEH 32 KOMEHTapH U JOMBIHEHUS MEXKIyHApOJEH CTaHAapT, MMaIl
OTHOIIICHHE KHbM CIEIUATM3NpaHa HACOUEHOCT), KbM KOWTO OT €JHa CTpaHa IIe C€ TMO3BOJU
CTPYKTypHUpPaHe, a OT JpyTa Il Ce OCUTYPU HENPEeKbCHAT MHOTOTOYKOB JOCTBII C PETUCTpUpaHE Ha
BpeMe OT TmocienHa akrtyairu3anus. [lomxonsmio pemieHne B TO3W — Cllydail € €3UKBT 3a
CTpyKTypupanu 3anurBanus - Structured Query Language (SQL)/MySQL. MySQL e cucrema c
OTBOPEH KOJ 3a YIpaBlieHHWE Ha pelaluoHHa 0a3a oT naHHu, 6azupana Ha SQL. Ts e npoextupana
u ontumm3upana 3a WEB mnpunoxenuss m Moxe aa pabotu ¢ BeskakBu miatdopmu. C
Bb3HMKBAaHETO Ha HOBUM M pa3JIMYHU HU3UCKBAaHMUS BBB Bpb3ka ¢ MurepHer, MySQL craBa
npeanountana mwiatpopma 3a WEB paspaboruniure u WEB 6azupanute npunoxenus [8]. Ot
TEXHOJIOTUYHA TJIEJIHA TOYKAa MHOTO Ba)KEH €JIEMEHT Ha ISUIOCTHATa CTPYKTypa € M3IO0JI3BAaHEeTO Ha
OpraHm3allioHHa MpoIeaypa ,,ChbpBbp — KIMEHT . ApXHTEKTypara Ha 0a3aTa OT JaHHH OOSCHsSBA
Bpb3KaTa U B3aUMOJICHCTBUETO MEXIY KIMEHTCKATa 4acT, ChpBbpHATa YacT U 4acTTa Ha cUcTeMaTa
3a cpxpaHenue. [lo-moimy ca pasmuYHHATE CIIOCBE HAa cucTtemara OT 0asu ot manuu [12]. Ha
MoKa3aHaTa CXeMaTHYHa MMOCTpPOiiKa 3a B3aumoeicteue B MySQL (durypa 2), morpeburennure Ha
nH(pOpMaNHS U3MOJ3BAT KIMEHTCKH WHTepdelc 3a JOoCThI 10 0a3aTa OT JaHHHU, ACOIUHPAH C
karentcka yact (CLIENT-END).

PLUGINS CONNECTORS CLIENT-END

THREAD HANDLING

QUERY CACHE PARSER

SERVER-END

OPTIMIZER

I
O oo~

®@ur. 2. MySQL apxurtektypa

B 3aBHCHMOCT OT KOHKPETHHTE MpPEANOYMTaHHs 3a paboTa € BB3MOXHO TIpapuIHO
BU3yaIM3UpaHE WM TakoBa upe3 ,KoMmaHjaeH pen’ . ['paduunusar nmorpedurencku uHTEpdeEiic
Graphical User Interface (GUI) e cucremMa OT HWHTEpaKTHBHH BH3YyaJHH KOMIIOHEHTH 3a
kommoTbpeH codpryep. GUI moka3zBa oOekTH, KOMTO TpenaBaT MH(oOpManus W TPENCTaBISIBAT
NENCTBUS, KOUTO MOTPEOUTENAT MOXe Ja npeanpueme. OOEKTUTE MPOMEHST IBETa, pa3Mepa WM
BUIMMOCTTA CH, KOraTo MoTpeOuTensaT B3aumoaeiictBa ¢ Tix [13]. MHTepdeiicht Ha ,,KOMaHIIEH
pen“ (Command Line Interface (CLI) e codryepeH MexaHW3bM, KOWTO U3I0J3Ba 3a
B3aUMOJICHCTBHE KbM OIEpaIlMOHHATa CUCTEMa IoMomTa Ha kiaBuarypa [14]. dopmara Ha
MHHUIIMMPAHe Ha KOMYHUKAIMATA MEX/y KIMEHTa U ChbpBBpa Ce MPOsIBSIBA BHB BU/] HA ,,3as51BKA".

4. Martepuaju3upaHe Ha iepapXu4HUs Mo/Ie] 32 HOPMATHUBHATA ypen0da ¢ ynpaBjieHue
U pas3jeJisiHe B 0a3a OT IaHHU

[Ipouenypute cieasa aa ce cbo0pa3aT ¢ TOUHO ONpeAesieHa MOCIe0BaTEIHOCT OT JIEHHOCTH.
C ornen cra3BaHeTO Ha YHUBEpCAJEH MOJXO/Jl, TOCTUTAHE Ha Pa30MpPaeMOCT U JOCTBITHOCT, MOXKE
na ce msnomsBa SQL ¢ mpunexammre My Bb3MOXKHOCTH. 3aJbJDKATEIIHO € Ja CE€ M3IBJIHSAT
(dbyHIaMeHTaIHU 11eleBH mporecu. HeobxoammMo € ChIno Aa ce U3NBIHN U UHCTPYMEHT, KOWTO /1a
CBBP)KE TaHHHUTE OT TabnumuTe. B 06001masan rmiax € mpaBrwHO HH)OPMAITUATA J1a C€ pa3Npeein
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B pa3yMeH Opoil CBbp3aHU TaOJHIIM, MPEATOaranl Mo-MajaKko MOBTAPSIIHA Ce JaHHU U TO-MajKo
MecTa 3a pelakTupaHe. AKIEHTBHT € BbpXy Hu3noy3BaHeTo Ha SQL ¢ gaHHM, pa3npenesieHu B
HSKOJKO peJaliOHHU TaOMuIM W CHOMPAHETO HA JAaHHUTE OT TAX TPU HEOOXOIUMOCT.
[Tpunaranara ¢pyHKIHS OT CHHTaKcHca ce ehuHUpa KaTo MpaBUIIo, HAPEYCHO ,,Join®.

Bunaru TpsibBa ma ce wusmon3Bar u3puuHH cheauHeHus (Explicit joins). HesBuute
ceeauaenus (Implicit joins) umar HsaKoJKO mpobiema [15]:

- YCIIOBHETO 3a IPHUCHEIMHsBaHE € HAKbAC B Kiayzara WHERE, cmecenHo ¢ Bceku apyr
¢buntbp ycnous. ToBa IpaBu MO-TPYAHO J1a C€ BUAM KOU TAOJUIIHM Ca CBbP3aHH U Kak.

- TIOpa/Id TOPEU3TIOKEHOTO MMa MO-BUCOK PUCK OT TPEUIKH M € TO-BEPOSITHO Te Ja Obaar
OTKPUTH TI0 KbCHO;

- B crangapTHust SQL M3pUYHUTE ChEIUHEHHS Ca €IWHCTBCHHMAT HAYWH 33 M3IOJ3BaHE Ha

BBHIITHU CBCAUMHCHU .
1 CREATE TABLE Regulations

2 (id INTEGER PRIMARY KEY AUTOINCREMENT,

3 name TEXT, year INTEGER, publisher TEXT,
standard TEXT);

4

5 INSERT INTO Regulations (name, year,
publisher, standard) VALUES ("ISO/IEC TR
11882-5", 1997, "International Organization
for Standardization”, "Imperative”);

7 INSERT INTO Regulations (name, year,
publisher, standard) VALUES ("ISO/IEC 29182
-1", 2012, "International Organization for
Standardization”, "Imperative™);

9 INSERT INTO Regulations (name, year,
publisher, standard) VALUES ("Software
-Defined MNetworking”, 2812, "Open Networking
Foundation™, "Open™);

i@
11 INSERT INTO Regulations (name, year,

publisher, standard) VALUES ("Request for
Comments 13927, 2013, " Internet Engineering
Task Force™, "Open”™);
12
13 INSERT INTO Regulations (name, year,
publisher, standard) VALUES ("Request for
Comments: 3637", 2803, " Internet Engineering
Task Force”, "Open™};
14
15 INSERT INTO Regulations (name, year,
publisher, standard) VALUES ("ISO/IEC/IEEE
8802-32-1", 2815, "International Organization
for Standardization”, “Imperative”);
16
17 INSERT INTO Regulations (name, year,
publisher, standard) VALUES ("ISO/IEC/IEEE
8802-1AC", 2018, "International Organization
for Standardization™, "Imperative”);
18
19 INSERT INTO Regulations (name, year,
publisher, standard) VALUES ("Request for
Comments 3268", 2082, "Skygate Technology”,
"Open");
28
®@ur. 3. Cp3aBaHe Ha TbpPBa TaOINIIA C TaHHA

3a nenuTe Ha U3CIEABAHUATA € HEOOXOAUMO Pa3TIIekKAAHETO Ha JIOTUYECKUTE B3aUMOBPBH3KU
or ¢urypa 1. ToBa me MoANOMOTHE CH3AABAHETO Ha aJEKBAaTHO M TOJE3HO ChAbP)KAHHUE Ha
penanuoHHuTe Tabmuiy. BsB Bpb3Kka B TOBa TpsiOBa Ja ce MPEIBHUIM HAIPUMEP, Y€ OMpeesieHa
HOpMa C eBpoIeicKkn 00XBarT, ako € UMIIepaTHBHA (3aAbKUTENHA), CIe/IBa 1a ©Ma Bpb3Ka C TaKkaBa
Ha cBeTOBHO HUBO. OT Jpyra cTpaHa, CuenualIu3upal HOPMAaTHBEH TIOKYMEHT C €BPOIIEHCKH 00XBaT
MOJKE J1a € CHHXPOHHM3UPAH KaKTO C €BPOMNEICKOTO 000 3aKOHOATENICTBO, TaKa U ChbC CBETOBHOTO
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CIICNHUAJIM3UPAHO 3aKOHOAATECIICTBO. B 1031 PEA HA MHUCJIH PA3CHKIACHUATA MOTaT Aa IMPOABJIKAT U C
APYTUTE BU3HPAHU KaTCTrOpHUH B HU3XOJAII PEI.

Regulations

id (PK) INTEGER

name TEXT

year INTEGER

publisher TEXT

standard TEXT
®@wur. 4. 3raen Ha pe3ynTaTa 3a Ch3/ajicHaTa Tadiuia

21 CREATE TABLE Orientation_and_specification

22 (id INTEGER PRIMARY KEY AUTOINCREMENT,

23 name TEXT, area TEXT, part TEXT,
specification TEXT, theme TEXT);

24

25 INSERT INTO Orientation_and_specification
(name, area, part, specification, theme)
VALUES ("ISO/IEC TR 11802-5", “"Telecommunicat
ions", "Media Access Control"”, "Local Area
Network”, "Ethernet™);

26

27 INSERT INTO Orientation_and_specification
(name, area, part, specification, theme)
VALUES ("ISO/IEC 29182-1", "Information
technology”, "General overview”, "Sensor
networks”, "Sensor Network Reference
Architecture");

28

29 INSERT INTO Orientation_and_specification
(name, area, part, specification, theme)
VALUES ("Software-Defined Networking “,
“Telecommunications”, "Technical report”,
"White paper”, " The new norm for networks");

30

31 INSERT INTO Orientation_and_specification
(name, area, part, specification, theme)
VALUES ("Request for Comments 1392", "Network
Working", “Technical report™, "Users’
information”, “"Internet Users’ Glossary");

32

33 INSERT INTO Orientation_and_specification
(name, area, part, specification, theme)
VALUES ("Request for Comments: 3637",
"Definitions of Managed Objects”, "Interface
Sublayer”, "Wide Area Network”, “Ethernet");

34

35 INSERT INTO Orientation_and_specification
(name, area, part, specification, theme)
VALUES ("ISO/IEC/IEEE 8802-3-1", "Telecommuni
cations”, "Standard for management informatio
n base", "Local Area Network", "Ethernet");

36

37 INSERT INTO Orientation_and_specification
(name, area, part, specification, theme)
VALUES ("ISO/IEC/IEEE 8802-1AC", "Telecommuni
cations”, "Media Access Control”, "Local Area
Network"”, “Service definition™);

38

39 INSERT INTO Orientation_and_specification
(name, area, part, specification, theme)
VALUES ("Request for Comments 3268", "Network
Working“, “Transport Layer"”, "Advanced
Encryption Standard”, “"Ciphersuites for
Transport Layer Security”);

40

®ur. 5. Cp31aBaHe Ha BTOpa TaOJIMIA C TaHHU
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Regulations

id (PK)
name

year
publisher

standard

INTEGER
TEXT
INTEGER
TEXT
TEXT

Orientation_and

id (PK)
name
area

part

specification

theme

INTEGER
TEXT
TEXT
TEXT
TEXT
TEXT

®@ur. 6. OO0 M3riIea 3a pe3yiTata OT Ch3/IaJICHUTE JIBE TaOIUIH

48

41 SELECT * FROM Regulations, Orientation_and_sp

ecification WHERE Regulations.id

n_and_specification.id;

42

Orientatio

43 SELECT * FROM Regulations JOIN Orientation_an

d_specification ON Regulations.id
on_and_specification.id;

44

Orientati

®ur. 7. 3nbaHeHne Ha 3asBKHU C €THAKBA HaCO4YC€HOCT, HO pa3JIM4YC€H CUHTAKCUC, U3I10JI3BAllU HEABHO
BBTPCHIHO MPUCHECINHABAHE

ISO/IEC TR
11802-5

ISO/IEC
29182-1

Software-
3 Defined
Networking

Request
for
Comments
1392
Request
or
Comments:
3637

ISO/IEC/
6 IEEE
8802-3-1

1S0/IEC/
7 IEEE
8802-1AC

Request
for
Comments

3268

year

1997

2013

2012

2013

2003

2015

2018

2002

publisher

International
Organization
for
Standardization

International
Organization
for
Standardization

Open Networking
Foundation

Internet
Engineering
Task Force

Internet
Engineering
Task Force

International
Organization
for
Standardization

International
Organization
for
Standardization

skygate
Technology

standard

Imperative

Imperative

Open

Open

Open

Imperative

Imperative

Open

id name

ISO/IEC TR
11802-5

ISO/IEC
29182-1

Software-
3 Defined
Networking

Request
for
Comments
1392
Request
for
Comments:
3637

ISO/IEC/
6 IEEE
8802-3-1

ISO/IEC/
7 IEEE
8802-1AC

Request
for
Comments

3268

Telecommunications

Information
technology

Telecommunications

Network Working

Definitions of
Managed Objects

Telecommunications

Telecommunications

Network Working

Media
Access
Control

General
overview

Technical
report

Technical
report

Interface
Sublayer

Standard
for
management
information
base

Media
Access
Control

Transport
Layer

specification

Local Area
Network

Sensor
networks

White paper

Users”’
information

Wide Area
Network

Local Area
Network

Local Area
Network

Advanced
Encryption
Standard

theme

Ethernet

Sensor
Network
Reference
Architecture

The new norm
for networks

Internet
Users’
Glossary

Ethernet

Ethernet

Service
definition

Ciphersuites
for
Transport
Layer
Security

®@ur. 8. Pe3ynTaT oT 3asiBKUTE C U3MOI3BAHETO HA HESIBHO BHTPEIIHO NIPUCHEIUHSIBAHE

45 SELECT Regulations.name, standard, specificat
ion, theme FROM Regulations JOIN Orientation_
and_specification ON Regulations.id =
Orientation_and_specification.id;

46

®@ur. 9. 3asBKa 3a 00T M3TJIE]] C H3IOJI3BAHE HA ,,A3PUYHO BHTPEITHO MPUCHETMHIBAHE
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name standard specification theme

ISO/IEC TR . Local Area e
118035 Imperative — Ethernet
Sensor Hetwork

ISO/IEC 291E2-1 Imperative Sensor networks Reference Architecture

Softwars-Defined The new nora for

Ketworking Open White paper networks

Requast for Boan Users® Internet Users’
Comments 1392 N information Glassary
Request for

Commgnts: B&AT Open Wide Arsa Metwork Ethernet

IS0/ IEC/IEEE
B8HZ-3-1

IS0/IEC/IEEE
8802 - 1aC

Local Area

Imparative Netmork

Ethernet
Local Area

wice definitl
Network Service definition

Imparative
Advanced Ciphersuites for

Open Encryption Transport Layer
Standard Security

Requast for
Commonts 3268

®ur. 10. PC3yJ’ITaT OT 3asdBKaTa, U310J3Bajia U3PUYIHO BbTPCIIHO IIPUCHCINHABAHE

47 SELECT Regulations.name, standard, specificat
ion, theme FROM Regulations JOIN Orientation_
and_specification ON Regulations.id =
Orientation_and_specification.id WHERE
standard = "Open" ORDER BY year;

48

®@ur. 11. 3asBKa ¢ HACOYEHOCT U U3MOJI3BAHE HA U3PUYHO BHTPEIIHO NPUCHEINHSABAHE

name standard specification theme

Advanced

Request for Ciphersuites for

Open Encryption -
Comments 3268 Standard Transport Layer Security
Request for .
Comments: 3637 Open Wide Area Network Ethernet
Software-Defined Open White paper The new norm for
Networking P pap networks
R t f . .
eques er Open Users’ information Internet Users’ Glossary

Comments 1392
@ur. 12. Pe3ynraT OT KOHKpETHU3MpaHaTa 3asBKa, U3I0J3Bajia U3PUYHO BHTPEIIHO MPUCHETUHIBAHE

Cren HampaBeHHUTE HM3CIEIBaHUS W MOTBBPKIACHUETO 32 €PEKTHBHOCT IO IENeChOOpPa3HOCT
Ha U3IOJI3BAHUTE HWHCTPYMEHTH, € BB3MOXKHO TMpealpueMaHe Ha clefBaliaTa CThIKa C
JeTain3upane Ha iepapXu4yHaTa CTpyKTypa, oKa3zaHo Ha ¢urypa 13.

ToBa nmo3BosnsBa Aa ce MOAEIMpa U TUIOBA 06a3a OT JaHHHU, BKIIOUUTEITHO:

- nepuHupaHe AokymeHTHTe B Tabmmma 3a Permamentu (Regulations) m B Tabmuma 3a
HacodeHocT U BanuaHocT (Targeting and validity);

- neuHUpaHe Ha IBaHaieceT TUIIOBU JOKyMeHTa (0T Document A 1o Document L);

- (puxcupane Ha XxapaKTepHUTE MMOKAa3aTeIN Ha JOKYMEHTHUTE 3a PUHA/IEKHOCT.

B HacTosmoTo m3cienBaHe ce MpEeABIDKAA CTPYKTYPHUPAHETO Ha JIBETE TAOJMIM 10 TAaKbB
HAuMH, Y€ Ja MOXE Ja C€ W3BBpPIIBA OT PA3IMYHHU JTBKHOCTHH JiMIa (€KUIIM) MO HUBA Ha
KOMIIETEHTHOCT.

3a mppBarta TabIMIA € TOCTaThUHO Jla Ce MO3HaBa TUMIOBHUAT JOKYMEHT KaTO HAUMEHOBAaHUE U
Janu € B 00xBara Ha OOIIOTO WJIM CIIEUATU3UPAHOTO 3aKOHOAATENICTBO (HOpMAaTUBHA ypenoa). 3a
Ta3yW Iel He € HeoOXOJMMO Ja ce IMO3HaBaT MOJIPOOHO MpaBHUTE M TEXHUYECKH JETalId MO
B3aMMOBPB3KHTE B iepapXHsiTa Ha CBETOBHOTO, EBPOMEHCKO M HAITMOHATHO 3aKOHOIATEIICTBO.

3a feficTBUS MO Ch3/1aBAHETO U MOITBJIBAHETO HA BTOpaTa TabJuIla C JaHHU € HAIOXKUTEIIHO J1a
ce TIPUIIOXKAT KBATU(UIIMPAHH KOMIIETEHTHOCTH OTHOCHO TOBA JAJCHUAT THUIIOB TIOKYMEHT B KaKBa
IOPUCIUKIUSA € WHHUIMUPAaH, OT KaKBO €CTECTBO Ha OOBBP3aHOCT (CTATyT) € TEeXECTTa My,
TIPHUIIOKHM JIH € Ha CBETOBHO, EBPOTIEHCKO M HAIMOHAIHO HUBO.
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EEP2EAII0 e00EBP3IEAD
P param RFC 1SO
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Otmo Eeponeiicko Coeumanmzupano Epponeiicko
FAKOHOATEICTED ¢ : 3AKOHOTATENCTEC H CTAHIAPTH
Y L 4
Permamentupamo [Ipenoprantemmo Cranoemnma Crammaprazmpamo |
¥ ¥ ¥
Bearapcxo Odmo : : Brarapcko Cnennannzupaso
FAKOHOJATETCTED 3AKOHOJATEICTEO H CTAHIAPTH
¥ ¥ ¥
. JnpxaeHl ¢
*  Sagrmaarrenso Jexmaparueso Crroacyearenso M
> CTaHJApTH *

@ur. 13. Jleraiinn3upaHa cTpyKTypHa cxeMa ¢ HepapxudHa 0OBbP3aHOCT Ha HOpMaTHUBHATA ypenoa

[TapanenmHo ¢ ToBa TpsAOBa Ja ce cbOOpa3u H TEPMHUHOJIOTHSATA, HW3IOJ3BAaHA 3a
3aIBDKUTEIHUTE WIN CBOOOAHOM3O0MpaeMuTe (OTBOPEHH) CTaHAApPTU. Pa3nensHeTo Ha Te3H
IEWHOCTH € e(EeKTHBHO CaMO IpH CTPUKTHO CIIa3BaHE Ha IIOCIEIOBAaTEIHOTO WHJEKCHpaHEe
(HOMepHupaHe) Ha JJOKYMEHTUTE M TEXHUTE HaMMEHOBaHUsA. ToBa ca M €MUHCTBEHUTE TTAPaMETPH T10
KOUTO Il C€ U3BBPIIM MPUCHEINHABAHETO HAa TaONULUTE eHa KbM Jpyra. OT mpakTU4Ha TieHa
TOYKa € BH3MOXHO, HO HE € PasyMHO JBeTe€ TaOJIWIM Ja ca PEeJaTUBHH CaMoO IO eIHa KOJIOHA
(HOMep MO pef U UMe).

1 CREATE TABLE Regulations

2 (id INTEGER PRIMARY KEY AUTOINCREMENT,

3 Name TEXT, General_legislation TEXT, Specialirzed_legislation
TEXT);

4

5 INSERT INTO Regulations (name, General_legislation, Specialized_l
egislation) VALUES ("Document A", "Yes", "No");
6 INSERT INTO Regulations (name, General legislation, Specialized 1
egislation) VALUES ("Document B", "Yes", "No");
7 INSERT INTO Regulations (name, General_legislation, Specialized_1
egislation) VALUES ("Document C", "Yes", "No");
8 INSERT INTO Regulations (name, General_legislation, Specialized_l
egislation) VALUES ("Document D", "Yes"”, "No");
9 INSERT INTO Regulations (name, General_legislation, Specialized 1
egislation) VALUES ("Document E", "Yes", "No");
18 INSERT INTO Regulations (name, General_legislation, Specialized_l
egislation) VALUES ("Document F", "Yes", "No");
11 INSERT INTO Regulations (name, General legislation, Specialized 1
egislation) VALUES ("Document G", "No", "Yes");
12 INSERT INTO Regulations (name, General_legislation, Specialized_1
egislation) VALUES ("Document H", "No", "Yes");
13 INSERT INTO Regulations (name, General_legislation, Specialized_l
qgislatioq) VALUES K“Document I", "No", “Yesﬂ);
14 INSERT INTO Regulations (name, General_legislation, Specialized_l
egislation) VALUES ("Document 1", "No", "Yes");
15 INSERT INTO Regulations (name, General_legislation, Specialized_l
egislation) VALUES ("Document K", "No", "Yes");
16 INSERT INTO Regulations (name, General_legislation, Specialized_l
egislation) VALUES ("Document L", "No", "Yes");
17
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18 CREATE TABLE Targeting_and_validity

19 (id INTEGER PRIMARY KEY AUTOINCREMENT,

28 Name TEXT, Scope TEXT, Status TEXT, World_valid TEXT,
EU_valid TEXT, Bulgaria_valid TEXT):

21

22 INSERT INTO Targeting_and_validity (Name, Scope, Status,
World_wvalid, EU_valid, Bulgaria_wvalid) VALUES ("Document A",
"World”, "Binding", "Yes", "Yes", "Yes");

23 INSERT INTO Targeting and validity (Name, Scope, Status,
World_wvalid, EU_valid, Bulgaria_wvalid) VALUES ("Document B",
"World", "Non-binding", "Yes", "By necessity"”, "By necessity");

24  INSERT INTO Targeting_and_validity (MName, Scope, Status,
World_valid, EU_valid, Bulgaria_valid) VALUES ("Document C",
"BEurope Union", "Regulatory”, "On demand", "Yes", "Yes");

25 INSERT INTO Targeting_and_validity (Name, Scope, Status,
World_valid, EU_valid, Bulgaria_valid) VALUES ("Document D",
"Europe Union", "Recommended”, "No", "Yes", "By recommendation");

26 INSERT INTO Targeting_and_validity (Name, Scope, Status,
World_wvalid, EU_valid, Bulgaria_wvalid) VALUES ("Document E",
"Bulgaria”, "Mandatory”, "No", "On demand”, "Yes");

27 INSERT INTO Targeting_and_validity (Name, Scope, Status,
World_valid, EU_valid, Bulgaria_valid) VALUES ("Document F",
"Bulgaria", "Declarative”, "No", "No", "Yes");

28 INSERT INTO Targeting_and_validity (Mame, Scope, Status,
World_wvalid, EU_valid, Bulgaria_valid) VALUES ("Document G",
"World”, "Standardizing”, "Yes", "Yes", "Yes");

29 INSERT INTO Targeting_and_validity (Name, Scope, Status,
World_wvalid, EU_valid, Bulgaria_walid) VALUES ("Document H",
"World", "Open", "Yes", "By necessity"”, "By necessity");

38 INSERT INTO Targeting_and_validity (Mame, Scope, Status,
World_wvalid, EU_valid, Bulgaria_valid) VALUES ("Document I",
"Europe Union", "Standard”, "On demand", "Yes", "Yes");

31 INSERT INTO Targeting_and_validity (Name, Scope, Status,
World_valid, EU_valid, Bulgaria_valid) VALUES ("Document 1",
"Europe Union", "Opinion™, "No", "Yes", "By recommendation")

32 INSERT INTO Targeting_and_validity (Name, Scope, Status,
World wvalid, EU_valid, Bulgaria valid) VALUES ("Document K",
"Bulgaria", "State Standard”, "No", "On demand", "Yes");

33  INSERT INTO Targeting_and_validity (Mame, Scope, Status,
World_valid, EU_valid, Bulgaria_wvalid) VALUES ("Document L",
"Bulgaria", "Agreeable”, "No", "No", "Yes");

34

®ur. 14. Co3naBane Ha Ta0OIUIUTE B O0a3aTa OT JaHHU

[Ipu mocneaBaiio cenektTupaHe Ha HHGOPMAIIHUS 3a TAX € JIECHO, KaKTO J1a Ob1e puiITpupaHo
OTpeleNIEeHO0 ChIbpKAaHUE, Taka M Ja ce U3UCKa moapenda B yaoOHA 3a ToOTpeduTtens

nocienoBarenHocT. ToBa e nemoHcTpupaHo Ha ¢urypa 20, urypa 21, purypa 22 u purypa 23.

Targeting_and_validity

id (PK) TNTEGER
Regulations Name TEXT
id (PK) INTEGER Scope TEXT
Name TEXT Status TEXT
General_legislation TEXT World_valid TEXT
Specialized_legislation TEXT EU_valid TEXT
Bulgaria_valid TEXT

®@ur. 15. Vzrien Ha pe3ynrara 3a Ch31aJICHUTE TaOTUIH
35 SELECT * FROM Regulations, Targeting_and_walidity WHERE

Regulations.id = Targeting_and_validity.id;
36

®ur. 16. 3asBka 3a BU3yaaM3upaHe Ha 00001IeHaTa HHGOPMAIUS
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id Name

Document
A

Document
B

Document
C

Document
D

Document
E

Document
F

Document
G
Document
H

Document
I

Document

10
J

Document

11 K

Document

12 L

General_legislati Sp
Yes No
Yes No
Yes No
Yes No
Yes No
Yes No
No Yes
No Yes
No Yes
No Yes
No Yes
No Yes

37 SELECT Regulations.Name, General_legislation,

Document
A

Document
B

3 Document
C

a Document
D

5 Document
E

6 Document
F

7 Document
G

8 Document
H

9 2ocument

Document

10 3

Document
1 K

Document
12 L

®@ur. 17. Usrnex 3a 00001eHUS pe3yaTaT

Scope Status World_valid EU_valid Bulgaria_valid
World Binding Yes Yes Yes
World Non-bindi b ¢ By By necessit
or on-binding es necassaty y y
EUTOPe Regulatory On demand Yes Yes
Union
EUTOPE Recommended No Yes By :
Union recommendation
Bulgaria Mandatory No On demand  Yes
Bulgaria Declarative No No Yes
World Standardizing Yes Yes Yes
World Open Yes By . By necessity
necessity
E
ynope Standard On demand Yes Yes
Union
Eufope Opinion No Yes By
Union recommendation
. State
Bulgaria Standard No On demand Yes
Bulgaria Agreeable No No Yes
Scope, Status

FROM Regulations JOIN Targeting_and_wvalidity ON Regulations
.id

38

Targeting_and_wvalidity.id;

@ur. 18. 3asBKa 32 KOHKPETU3UPaH U300p 10 ONPEAETCHU KPUTEPUH C U3IIOJI3BAHE HA U3PUYHO BHTPEIIHO

Name

Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document

Document

m om o O

X

General_legislation

Scope

World

World

Europe Union
Europe Union
Bulgaria
Bulgaria
World

World

Europe Union
Europe Union
Bulgaria

Bulgaria

NPUCHEIUHABAHE I10 [TOPEICH HOMEP

Status

Binding
Non-binding
Regulatory
Recommended
Mandatory
Declarative
Standardizing
Open

Standard
Opinion

State Standard

Agreeable

@ur. 19. PezynraT OT M3MBIHEHUETO HA 3asBKaTa

39 SELECT Targeting_and_validity.Name, World_valid, Bulgaria_wv
alid FROM Regulations JOIN Targeting_and_walidity ON

Regulations.id

“yasg"®

48

ORDER BY Scope;

Targeting_and_wvalidity.id WHERE EU_valid

®wur. 20. 3asBKa 3a KOHKPETHU3UPaH U300p 1 a30ydyHa mozapezda o o0Xear 0e3 BU3yaTu3uPaHETO MY C
M3II0JI3BaHe Ha U3PUYHO BHTPEUTHO PUCHEIUHABAHE 110 TIOPEIEH HOMED

3a mpenu3upane Ha U300pa 3a HYKAWTE OT OmpeiesieHa MHPOpMAIUS LIEeJIeBO MOXKE Ja Ce
HAJIOXKAT KPUTEPUHU, KOUTO Ja OTCHCTBAT WJIM Jla C€ BU3yaJM3Upar B ,,M3X0Ja Ha KkoMaHmara“. U
JIBaTa BapuaHTa ca OCHIECTBUMHU, CIIOPE]] )KETAaHUETO HA TTOTPeOUTENS.
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Name World_valid Bulgaria_valid

Document C On demand Yes
Document D No By recommendation
Document I On demand Yes
Document J No By recommendation
Document A Yes Yes
Document G Yes Yes

®ur. 21. PC3yJ'ITaT OT M3IIBJIHCHUECTO Ha 3as1BKaTa

41 SELECT Regulations.id, Regulations.Name, Targeting_and_wvali
dity.Bulgaria_wvalid, Targeting_and_walidity.Status FROM
Regulations JOIN Targeting_and_validity ON Regulations.Name
= Targeting_and_validity.Name WHERE EU_valid = "Yes" AND
World_valid = "Yes" ORDER BY Regulations.id;

42

@ur. 22. 3asBKa 32 KOHKpETH3UPaAH N300p U MoIpe10a Mo MOpeeH HOMEp C BU3yaIn3UpaHe M H3I0I3BaHe
Ha M3PUYHO BHTPEITHO MPUCHEANHIBAHE IO UME

id Name Bulgaria_valid Status
1 Document A Yes Binding
7 Document G Yes Standardizing

@ur. 23. Pe3ynraT OT H3NBIHEHHETO Ha KOHKPETU3UPaHHsI U300p U moapeada

Pe3ynTaThT OT M3MBIHEHUETO Ha IOCJIEIHATa JeTallM3upaHa 3asBKa IOKa3Ba KOM TUIIOBE
JNOKyMeHTH (B ciayyas — A u G) ca BaJIUJHU €JHOBPEMEHHO Ha €BPOIEHCKO U CBETOBHO HHBO, C
KaKbB CTaTyT ca (0OBBbp3Balll U CTaHAAPTHU3MpAIl) M Y€ BakaT 3a M3NbiHeHue B bvarapus. C
JEMOHCTPHPAHUTE BB3MOKHOCTH KaTETOPUYHO C€ OHArJIE[sBa CIIOCOOHOCTTa Ha M30paHHTE
MHCTPYMEHTH 3a KJacu(UUUpaHO CelleKTUpaHe Ha HeoOXxoauMmaTa umHpopmauus. Baxno e na ce
OTOENeKN U CIIOCOOHOCTTA 3a CJI[BAHE HA HepapXW4yHaTa CUCTEMHOCT B ONPENEICHU TI'PaHMIIN.
MogenupaneTo MoXe Jja ce Haarpaau, KaTo ce Ch3AaaaT U JAOMbIHUTENHU Tabnuuu. Eqna ot Tax
HampuMep, MOKe J1a MPUOOIIM HE caMO KOHKPETHH 3arjiaBusi M JOKYMEHTH, MpUHAJIekKAIIU KbM
BCEKU eIuH OoT TunoBute (0T A 1o L), a m naHHM 3a TsAXHATa CHEIIHOCT, JaTH Ha MpHEMaHe U
aKTyanusanus, ooeM u T.H. [IpakTrueckaTa mosa Moxke 0COOECHO J1a ce 3aCHIIN IIPU CEJIEKTHpaHe Ha
JOKYMEHTAIH 110 MOATOTOBKA U M3BBPIIBAHE HA MPOBEPKHU (OAUTH), KAKTO U IPOEKTHA aKTUBHOCT.

5. 3akao4eHue

Hacrosmoro emnupruyHo HU3ciaenBaHe € TEPMUHOJIOTMYHO apryMEHTHUPAHO, IPUTEXKABA SICHA
MPaKTUYECKa HACOYEHOCT U Hajara u3BOJMTE:

1. B ycnoBus Ha AuHaMuyHa MO OOXBaT W MpeAHA3HAUYEHHWE HOPMATHBHA ypenba 3a
KOMYHHUKAIITMOHHOTO W WH(OPMAIMOHHO OCUTYpsIBaHE CE€ Hajara ThPCEHETO W HAMHUPAHETO Ha
YHUBEPCAIHU PELICHUS ¢ BB3MOKHO MO-IIMPOKO NPUIIOKEHUE B IPAKTUKATA.

2. JleMOHCTpUpaHUTE WHCTPYMEHTH 3a MOJICIMpAaHEe Ha #epapXu4Ha CTPYKTypa ca
pa3zbupaeMu, IOCTHITHU U €PEKTUBHHU.

3. B umncro CriequaJIn3nupadH HHKCHCPCH ACIICKT IMMOCOYCHUTE BB3MOXHOCTH Ca IPHIIOXKHUMU
IpU KOHCTPYKTOPCKHU IPOLENYPH, NMPOYUYBAHUSI, EKCIIEPUMEHTH U Ap. bbp3uTe M HU3uepnaTeaHu
CIIpaBKM Ha BCCKHU CIHUH CTaI[I/II\/II OT IIOCOYCHHUTE }IeﬁHOCTH Cca HMHJUKAaIUAg 3a KOMIIETECHTHOCT U
PEUTUHIOBO MO3ULIMOHUPAHE.
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ABTOMATU3UPAH ITPOLEC 3A PESBEPBUPAHE I1PHU
UHTEI'PUPAH OBMEH HA CEJIEKTUPAHA HH®OPMAILIUSA

I'eopru Huxosos

Pe3rome: Cratusara pasriexzia HOAXOX 33 aJMUHUCTPUPAaHE, MHCTAIMPAaHE M HMHTEIPUpPaHE HAa MPEXKOBO
o0opyABaHe ¢ MOAXOAIINTE MPOTOKOIH 3a 00paboTka Ha MH(pOpMaNHATa CIOpe]] TUIIOBETE KOMYHHKALIKS.
3a a ce Omoa30TBOPAT BB3MOXKHOCTUTE HA JOCTABUMIUTE HA NAIEKOCHOOIINTETHH U KOMYHHKAIlMOHHHU
YCIYTH, KaKTO U TE3d B JIOKAJEH IUIaH (KOMTO MMAaT B OOJIIMHCTBOTO CIy4ad CHOTBETHUTE (PMHAHCOBO
u3pakeHne U cebecToWHOCT), KBatu(uiupaHata aprymeHTanus € Kimo4doB ¢aktop. CBOEBPEMEHHOTO
MIpeBUKAAHE Ha Bb3MOXKHOCTHUTE, KOUTO C€ MPEAOCTABAT, € MPEANOCTaBKa 3a MBIHOLEHHO peau3upaHe Ha
paboTemy 1 MpakTUYECKH IOJIE3HU XapayepHU U codpryepHr KoH(purypanuu. IIpenn3HoTo n3mbjiHeHne Ha
CBIIUTE € MHOTO CHJIEH apryMEHT 3a yIOBJCTBOPSABAaHE Ha HM3MCKBAHETO 3a rapaHTHpaHa CBBP3AHOCT U
HETNPEKbCHATOCT Ha JOCTBIAa 10 WH(GOpPMANHUsS B IBITOCPOUYCH NEPHOA OT BpeMe, BKIIOUUTETHO 4pe3
OCUT'YpsIBaHE Ha PE3EPBUPAHOCT.

KirouoBn aymum: ABTOMAaTHU3MpaHO pE3EpPBHpAHE, MPEKOBa KOMyHHMKauusi, uHbopmauusi, VHTepHerT,
nocTaBYMIM Ha VIHTepHeT yCIyrw, TOMOJIOTHS, MapLIpyTH3aTOp, KOMYTaTop, MapuipyT, MPOTOKON 3a
IpaHUYeH [UTI03, MPOTOKOJI 332 MAPIIPYTH3aTOP B FOPEI] PEKUM Ha TOTOBHOCT, MaplIpyTHA TaOIHUIIA.

Automated reservation process with integrated exchange of selected information
Georgi Nikolov

Abstract: The article examines an approach to the administration, installation and integration of network
equipment with the appropriate protocols for processing information according to the types of
communication. In order to exploit the possibilities of telecommunications and communication service
providers, as well as those in the local plan (which in most cases have the corresponding financial expression
and cost), qualified argumentation is a key factor. Timely anticipation of the opportunities that are provided
is a prerequisite for the full implementation of working and practically useful hardware and software
configurations. The precise implementation of the same is a very strong argument for satisfying the
requirement for guaranteed connectivity and continuity of access to information over a long period of time,
including by ensuring redundancy..

Key words: Automated redundancy, network communication, information, Internet, Internet Service
Providers, topology, router, switch, route, Border Gateway Protocol, Hot Standby Router Protocol, routing
table.

1. BobBenenue

KauecTBOTO Ha MHpOPMAITMOHHUTE YCIYTH € MsIpKaTa 32 KOMILJIEKCHA OLIEHKa MpH Mpe/laBaHe
¥ HaJMYHOCTTa UM B orpanndeHa o ooxsar (LAN) wmu UaTteprer (WAN) cpena. HammuHocTTa Ha
KOHKpETHa yCllyTa € Ba)K€H U OCHOBEH €JIEMEHT B OCUT'YpsSBaHETO Ha motpedurtenute. MpexoBaTa
uHpPacTpyKTypa TpsiOBa 1a ObJe MPOEKTHpaHa Taka, 4e Ja ObJe MpeIesHO JOCThIIHA, Mpeau Jaa
MO’K€ YCIIENIHO J1a ce BHeApu. LlenTa 3a BUCOKa HaJIMYHOCT € MaKCUMAJIHO BpeMe Ha paboTa, KaTo
ce JIOMyCKaT caMo ,,HAKOJIKO MUHYTH MpecToi Ha roguHa’. KoMyHUKaIMOHHUTE MpexXu GopMupar
OCHOBaTa Ha TEXHMYECKUTE IIaTGopMu BBB BCSKa ycClelNIHAa ChbBPEMEHHA opraHuzauus. Tesu
MpEXH TapaHTUpaT oOMeH Ha WH(pOpMalMs 32 MHOXKECTBO MPUJIOKEHMS, BKIIOYUTEIHO IJIac B
peaJlHO BpeMe, BHCOKOKAUeCTBEHO BHJIEO M YYBCTBUTEIHM KbM 3a0aBsHE NaHHU. MpexoBUTE
UHOPACTPYKTYpHU TpsOBa Ja NPEAOCTAaBIAT NPEABHIMMH, U3MEPUMH U B OOJIIIMHCTBOTO CIy4au
rapaHTUPAHU YCIYTH Ype3 YIpaBIE€HUETO U KOHTPOJA Ha MpOIycKaTelHa CriocOOHOCT, 3a0aBsiHe U
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MOHOCHM TOJICPAHC OT €BEHTyasiHa 3aryba Ha uHpopmarnus (naHHH). V300pbT Ha TEXHOJIOTHYHH
peleHusl ce OTHACs 0 Ha0Op OT WHCTPYMEHTH M MEXaHW3MH 332 MEHH/DKMBHT Ha MPEKOBUTE
pecypcu | ce cuuTa 3a KIH0Y0BO ONpeAesila ChCTaBHA HA MPEKOBATa KOHBEPIeHIIUS.

[Tpunoxenusara 3a riac, BUICO, MYOJUYHU WIM YYBCTBHEIHH JaHHM MOTaT Ja IOJy4ar
MPUOPUTETHA WIH NpedepeHramHa 00padoTKa OT MPEKOBHUTE YCTPOICTBA, Taka Ye Ka4eCTBOTO HA
TE3W TPWIOXKEHUS J1a He CE BJIONIM J0 TOYKAaTa Ha HEU3IoJ3BaeMoCT. [0 ChIIECTBO OCHOBHO U
CTPYKTYPOOIIPEEIISAI0 MEPOIPUATHE B OPraHU3AIMOHEH M TEXHUYECKU aCIEKT € PEe3epBUPAHETO
Ha KOMyHHKanuute. llenra e mocTwkuMa ¢ OCUTypsiBaHE HAa BapHAHTH 33 MapIIpyTU3HpaHE Ha
nHpopMannoneH Tpaduk, 0€3 1a ce u3Mmaaa B KpailHa 3aBUCUMOCT OT PabOTOCIOCOOHOCTTAa Ha
OTJEJNICH MapUIPyTU3aTOp WK KOMYTAaTOp B TONOJIOTHITA HA MpEXKaTa.

2. ABTOMATH3HUPAHO pPe3epBUPAHE HA MPEKOBA KOMYHUKALMS MPU 00MEH Ha
ceJieKTHpPaHa MH(poOpMAaUsA

2.1. AKTyajJHH o0OCTOSITEJCTBA B MNPAKTHYECKH LeJechoOpasHa M MNPUHIOKHMA
TONOJIOTUSA

KomyHukanusaTa 1 MHOTO acleKTH Ha >KMBOTA, KOMTO BKJIIOYBAT KOMYHHKAIIHS, Ca CHIHO
noBnusHU oT VHTepHeT. MHTepHeT no3BosisiBa MH(GOpMauUATa Aa ce 0OMEHsI MeX]y MOJI3BaTeIUTe
u/unm cyOeKTHTe ObP30 U OTHOCHTEIHO JIECHO. IHTepHET BKIIIOYBa MHOTO MPEKH, Bb3JIH, KOUTO Ca
CBBp3aHHU 3a€IHO, Taka 4e MH(OpMaIMIATa J1a MOXKE Ja Ce paslpeless U NPeXBbpiisi MEX1y TiX.
Hsikonm MpeoBH BB3JIM MOXKE /1a ca MapHIPyTU3aTOPH, KOUTO pPa3MpOCTPaHSBAT IMAKETH OT €THa
Bpb3Ka KbM JIpyra, Morar ja ObJaT MHIMBUAYAJIHU KIMEHTCKH KOMIIIOTPU, MOXE Ja ca JIMYHU
Mpexu 3a paznuyHu oOektH (Hamp. MuTpaner 3a ¢upmu) u T.H. [1]. B o6xBaTa Ha mpoBeAEHOTO
u3cieIBaHe ce pasmIexaaT (QYHKIHMOHAIHOCTH C MPaKTHUYECKH Haco4YeHa peanu3anus 3a
pe3epBupan oOMeH Ha WHQOpMalus B rpaHudeniata ¢ VHTepHET cpena B JIOKAJNCH W IyOJIWYeH

nocTsl (purypa 1).

MapmpyT
GLOBAL INTEENET

& &
& ' ~ E—

CLpEBp — IIpocTpancTRO
LTaodanan yeayra® M ISP2 a »O0Ia4HH yCIyTH®

S g e s
B CHCTEMEH CBPEBD

PadoTHo MACTO 3 BeskHdeH JoCTHI .- ¥ CIIYTH PEATHO Bpede

3

Padorno msacto 1

CHcTeMeH CBPBBD
wJAHHH | apXHE~

PadoTHO MCTO 2

@ur. 1. Tonomorus Ha pcajiHa KOMYHUKAlIMOHHA CpE€aia C UHTCTPHUPAHEC HAa YCIIYTUTC

HpI/IOpI/ITeT B M3XOJHOTO 3aJaHUC MW CEMIIMPUYHATA IIOCTAHOBKA € PE3CPBUPAHCTO Ha
HUHTCTpHUpaHUIA 00MEH Ha CCJICKTHpaHa I/IH(I)OpMaL[I/I}I. C’bI_I_II/I}IT € HCO6XO,Z[I/IM npu B3aHMOHeﬁCTBHC
Ha opraHu3anusa WK YUYpCKIACHUC C KOMYHUKalMOHHATa Cp€aa Ha CHUCTCMHH HHTCTPATOpPU U
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JOCTaBUMIM HA YCIYTH, KaTo MHpOpMalus C pa3IMyHO €CTECTBO M NpeHa3HaueHHe TpsOBa aa
MIpeMHHAaBa OT €/IHa TOYKa Ha MpeKoBaTa apXUTEKTypa JI0 Ipyra ¢ BUCOKA CTEIEH Ha JI0CTOBEPHOCT
u HenpekbcHarocT. C ocoOeHa BaXHOCT TOBAa C€ OTHACsA 3a CIy4dyaWTe I0 BB3HMKBAHE Ha
MPEeKbCBAHUS M OTKa3M Ha M3JeNud W/WIM Bpb3kM Mexay Tix. Ha ¢urypa 1 ca nokazanu
KOMYHHUKAIIHOHHO-UH(POPMALIMOHHN W PEATHO ChHIIECTBYBAIIM E€JIEMEHTH OT TIiio0anHaTta cpeja
(CovpBBD ,,I M00aTHN yemyru®, MapmpyTyd Ha riiobanHus VHTEpHET ¥ mpocTpaHCcTBO 3a ,,O01a4uHn
ycayru®). Ha cnenBamo mscTo ca usgenusara Ha gocrapumuute Ha WHrtepner ycayrm (Internet
Service Providers) karo chUIUTE MNPEAOCTaBAT CHOTBETHATA CBBP3AHOCT JIO0 TPAHUYHUTE
mapmpytuzaropu (M _ISP-1 u M ISP-2), xouTo karo aJIMUHHCTPATOPCKH KOHTPOJI |
KOH(HUTypHpaHe ca KIIOUOBH 32 BEIOMCTBEHO-MpeXoBaTa HH(ppacTpykTypa. OcraHamaTa 4acT OT
TOMOJIOTUATA TPEACTaBsl XapakTepHUTE WHGOPMAIMOHHU PECYpPCH U BUJOBE KOMYHUKALUU B
nokanHara cpena. OCHOBHATA 4acT 32 OCUTYPsIBaHE Ha KOMYHUKALUATA € MpeKaTa OT KOMYTaTopu
(K 1,K 2, K 3u K 4), cuctreMHuTe CHPBBPH 32 MUHUMAITHO U3UCKYEMHTE YCIYTH B PEATTHO BpEeMe
(Domain Name Service - DNS, World Wide Web - www u T.H), 1anuu u apxuB. OcoOeHO BaXKHO €
Jla ce CIIOMEHE, Y€ MHTErPUPAHMST MOIXO C KpaeH pe3yaTaT U pe3epBUPAHETO ca HEOOXOIUMH, 32
Ja TO3BOJAT (YHKIMOHATHOCTTa HA BCSKA €IHA YCIyra, HE3aBHCMMO OT HEHHOTO €CTECTBO.
3aIBIDKUTENIHO € ChoOpa3siBaHETO ¢ (pakTa, Y€ B peAHila OpraHu3aluu HHPOpMAIHITa MEXIY
JIOKajgHaTa W T1io0ajgHa cpena MEepUOAUYHO C€ CHHXpPOHM3Mpa. 3a Ienra € HeoOxoauma
HEMpEeKbCHATa KOMYHHUKAIUS MEXIy JIOKAIHO HanuuHusi u HHTepHer OasupaHus u/wiu
BUpTyanu3upan pecypc. Ilpu HaydyHu u3cienBaHUs U3IBIHEHUETO HA OCHOBHU MEKIYyHApOJIHU
CTaHJIApPTH € CONMIHA apryMEHTallMs MO M3MbJIHEHUE HA H3HCKBAaHUATA 32 YHHUBEPCAIHOCT U
CbBMECTUMOCT. Pesynrarure oOT paaudoJIOKalMOHHO HAOMIOAEHWE M PaJUOHABUTALMOHHO
OCUTYpSIBaHE U KOPECIIOHUpAIaTa ¢ TIX HHPOpMaIUs 3a METEOPOJIOTHYHATa 0OCTaHOBKA B JAaJIeH
pailloH ca 4yBCTBUTEIHM [0 IOKa3aTel 3a cBoeBpeMeHHOCT. lIpsiko cBBbp3aH € cTaHAapThT 3a
TEJICKOMYHUKALUUTE U 0OMeHa Ha MHPOopMaIus MEXIy CUCTEMH 32 MH(GOPMAIMOHHUA TEXHOJIOTUU
¢ M3uckBaHus 3a JOKalHU U rpajicku Mpexu — ,,Jlokannu u rpaacku mpexu - Hact 1AS: Bpeme u
CUHXPOHHM3AlMsl 32 YyBCTBUTEIHH KbM BPEMETO NPHIIOKEHHS B MOCTOBHU JIOKaJIHU Mpexu‘. To3n
JOKYMEHT ONpeJessi IPOTOKOJH, IPOLEAYPU U YIpaBiIsiBaHU 00EKTH, U3MOJI3BaHU 3a rapaHTUpaHE,
4ye M3UCKBAHMATA 3a CHHXPOHU3ALMA Ca U3IIBIHEHU 3a YyBCTBUTEIHU KbM BPEMETO NMPHIIOKEHHUS,
KaTo ayAuo, BHJIEO W YYBCTBUTENIEH KbM BpeMeTo KOoHTposn B Mpexu, Hanpumep IEEE 802 u
NoJJOOHM KOMYHUKAIIMOHHM cpefu. ToBa BKIIOYBA CHHXPOHHU3AIMS MO BpeMe IpH HOpMajHa
pabota u cien 1o0aBsiHe, IpeMaxBaHE UM OTKa3 HAa MPEXOBH KOMIIOHEHTH U MPEKOHPUTypUpaHe
Ha Mpexara [2]. B pe3ynrar oT pyHKIHOHATHOCTTA Ha pealM3upaHaTa CBbP3aHOCT Ha JIOKaJIHATA U
riiobangHa cpesia € OCUrypsBaHe Ha MOTPEOUTENUTE 3a MoKa3aHUTe Ha Gpurypa 1 paboTHM CTaHLIMH.
Hanmara ce ISO/IEC/IEEE 8802-1AX:2021. To3u cTaHmapT H3MOJ3Ba CIECAHUTE TEPMUHH,
nepunupann B IEEE Std 802: kpaiiHa craHuus, jgorudecka Bpb3Ka, cTaHUUs (cbpBbp). To3u
CTaHJapT u3noi3Ba ciaennute TepMmunu, nepunupanu B IEEE Std 802.1AC: xiuent (7.1 ot IEEE
Std 802.1AC-2016), pamka (7.2 ot IEEE Std 802.1AC-2016), Bprpenina yciayra Ha noaciost (ISS)
(xmay3a 11 ot IEEE Std 802.1AC-2016) - mopr (7.4 ot IEEE Std 802.1AC-2016) [3].

B mpoBenenute mscneaBaHus B JIOKajHAaTa Cpejla Ce M3MOJI3Ba CBBbP3aHOCT, OazupaHa Ha
,Ethernet” mporokoin. Tounoto m3nwinenue Ha ISO/IEC/IEEE 8802-3:2021 no u3uckBaHusTa 32
nmokamHu U rpajacku Mpexu - Yact 3: Cramgapt 3a Ethernet e 3ampmxutenno. To3n TOKymMeHT
neunupa Ethernet mokamHu Mpexxu, MpexH 3a I10CThI M rpajacku Mpexu. Ethernet ce ompenens
py u30paHU CKOPOCTH Ha paboTa M M3MOJd3Ba 00Ia crenu@uKanus 3a KOHTPOJ Ha JOCThMa 0
komyHuKanuonHara cpena (MAC) u uHpopmanuonHa 6a3a 3a ympasinenue (MIB). MAC-
npotokonbsT Carrier Sense Multiple Access with Collision Detection (CSMA/CD) omnpenenst
omepauusi Ha CHOJAENEH HocuTend (MOMyAyIJieKkc), Kakro U paboTa Ha MbJIEH AYyIUIEKC.
CrneunpuyHuTe CKOPOCTH 3a HezaBucuMHU MenuiiHu uHTepdericu (MII) ocurypssar apxutekTypeH
U He3aIbJDKUTENICH uHTepdeiic 3a n3dpanu ooextu Ha puznueckus ciaoit (PHY). Toii koaupa kaapu
3a mpefaBaHe M JEKOAUpa MOJIYYEHHTE KaJpu C MOJYNALHUATA, ONpeJelieHa 3a CKOpOCTTa Ha
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pabora, mpemaBarenHaTa cpela W TOJAbp)KaHATA ABDKMHA Ha Bpb3kata [4]. [lpuHnmmHO, B
HaIpaBeHUTE M3CIEABAHMS U OOEKTHTE HAa MHTEpEC B KOMYHUKAIIMOHHO-UH(OpMaIMOHHATa cpesa
ca choOpazeHu ¢ paboTa B Mpexka, BKIIOUNTENHO JokamHu Mpexu (LAN), rpancku mpexu (MAN),
mupokoooxBaTHU Mpexu (WAN) u apyru [5]. C noeranmHo pasriexaaHnute GyHKIIMOHATHOCTH B
MOCJIeIOBATENIEH JIOTUUECKH PEJl € Bb3MOXKHO M HAJTPAKIAHETO B apryMEHTALUSTA, YIIPABICHUETO
U YTOYHEHHSTA, KOUTO (GOpMyIupar 3aJauyd 3a MO-HATATHUIHM PELICHUs uYpe3 pealu3upaHe Ha
copryepro nepunupana mpexxa (SDN) kaTo ce maze Bb3MOXKHOCT 32 pa3paboTBaHE HA MPEXHU OT
ciensamo mnokosieHne. SDN moaxonsT BKIIIOYBA OTHAEISHE HA MPENpallaHeTo M KOHTPOJIHU
paBHUHU, TaKa Y€ J]a Ce U3BBPIIBA KOHTPOJ HA MpexKaTa MOCPeICTBOM JIOTHUECKU-LIEHTpau3upaHa
KOHTpOJIHA paBHHUHA, KOSTO CE€ HaMHpa BHB BBHIIEH €JIIEMEHT M MporpaMupa paBHUHATA 3a
MpeHacoYBaHe ¢ U3MOJI3BaHe Ha OTBOopeHu uHTepdeiicu. Cpen npeaumMcTBara, BbBeZeHH OT SDN, e
CIOCOOHOCTTa J1a C€ KOHTPOJMpa Mpexara, Karo ce B3eMe NPEABH] LSJIOCTHOTO MPEKOBO
CbCTOSIHUE, KOETO € OT MHTepec 3a MpexkoBuTe omeparopu. Tasu crmocodbnoct Ha SDN moxe na
peBouIOIIMOHK3Kpa nHKeHepuHra Ha Tpaduka (TE) [6].

2.2. Pea.ﬂmnpane Ha TOMOJOI'usd U OCHINECTBABAHEC HA PE3CPBUPAHOCT

2.2.1. Tlo oTHomIeHWE HAa KOMYHHUKAIMATa MEXIy YCTpoiicTBaTa B myOiWuYHATa cpena,
BKJIIOYMTEIHO KBbM/OT TPAHWMYHHTE MAapIIPYTH3AaTOPHU CE HW3IOJI3BAaT BB3MOXKHUTE IMPOTOKOIM 32
cepuiinu auHuH, onucand B RFC 1392 [7] wmm cnenmdukara o usrpaxaane Ha ,,Ethernet” 3a
WAN Interface Sublayer [8]. BbB BbTpemHus cermMmeHT ce u3mnonsea ,,Ethernet” mpoTokon kato
MIPUJIOKUM M CTaHJIApPTEeH MeToJ 3a okomiuiekToBaHe Ha MuTtepuer [Iporokon (IP)-,,nelitarpamu® B
,Ethernet”. OyHKINOHATHOCTTa U KPUTEPUHUTE 33 MPHJIOKUMOCT C€ OCHOBaBaT Ha TOBa, 4e IP-
LHAelTarpaMuTe® ce mpenaBaT B cTaHgapTHU ,,Ethernet ¢dpeiimose. [IpeoOpa3yBanetro Ha aapecu,
CTaTU4HA Ta0JMIa, TMHAMHYHO OTKPHBAaHE, WACHTU(UKAIMS Ha aJpec 3a M3IbYBaHE U (OPMATUTE
Ha Tpeimbpu [9] ca BB3MOXKHOCTH 32 OTHOCHMOCT M OTHOIIEHHE KbM ChIBP)KATETHOCT B
Mpe/CTaBIHeTO Ha KoMmIulekTyBaHuTe [P-maketu. B cpoTBeTcTBamus THUI pamMKa LEIUTE IO
pe3epBUPAHETO U MHTEIPUPAaHUs OOMEH Ha CelIeKTUpaHa HH(POPMAIUs ce yIOBIETBOPSIBAT.

2.2.2. 3a uenvre Ha eMIUPUYHNUTE HU3CIE/IBAHUS U peaM3UpaHe Ha MPOLECUTE € U3IO0I3BaHO
THUTIOBO KOMYHHKAIIMOHHO 000pYy/IBaHE B €KCILIOATAI[MOHHA MOJIBPIKKA OT TPOU3BOAUTEIIS:

- Mogen wmapmpyrtuzatop - Cisco® 4331 Integrated Services Routers (¢durypa 2),
npunauiexkan; kpMm cepusita Cisco 4000 Family Integrated Services Router (ISR), kosito
peBomononuzupa Wide Area Network (WAN) KOMyHUKAIIMUTE B KOPIIOPATUBHHUSI KJIOH.

C HOBM HHMBa Ha BIPAJICHW WHTEIUTEHTHH MPEKOBH BB3MOKHOCTH M KOHBEPICHIUS, TOU
CIELMAIHO aJpecupa HapacTBallaTa HYXJAa OT MpPEXH, CbOOpa3eHH C MPHIOKEHHATA, B
pasnpeieNieHn KOPIIOpaTHUBHHU caiiToBe. Te3nm MeCTONOJOXKeHHss OOMKHOBEHO pasmojiaraT ¢
ukoHomuuHu UT pecypcu. Ho Te yecTo MMaT u HapacTBalla Hy)XJa OT JAUPEKTHa KOMYHHKAaLUs
KaKTO C YacTHU IIEHTPOBE 3a JaHHU, Taka W C MyOJWYHH oONamu Tpe3 pPa3IudHU BpPB3KH,
BkitounTenHo Virtual Private Network (VPN) ¢ MHOrompoTOKONHO MPEBKJIIOYBAHE HA €THKETH
(Multi-Protocol Label Switching - MPLS) u Untepuert. Cepusta ,,Cisco 4000° chappika CiaeIHUTE
iatgopmu: 4461, 4451, 4431, 4351, 4331, 4321 u 4221 ISR [10].

@ur. 2. Mapuipytuzatop ot cepusita Cisco® 4000 Integrated Services Routers, n3rounuk: [10]
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Cisco o0siBsiBa JaTuTe 3a Kpail Ha mpoaaxk6ara u kpas Ha xuBoTa Ha Cisco ISR4200, ISR4300
n m3bpana mnatdopma ot cepusita ISR4400. KnueHTHTe ¢ aKTUBHH JOTOBOPH 3a YCIYTH III€
MPOABIDKAT J1a OJTy4aBaT noapbkka ot LlenTbpa 3a Texanyecka nomoni Ha Cisco (TAC), kakTo e
nokazano B Tabmwuia 1 Ha End of Life (EoL) Gronernna. Tabmuia 1 onucBa ertanure Ha M3THYAHE
Ha )KM3HEHUSI [IUKBI, TeUHULIMUTE U JaTUTE 32 3acerHaTws mpoaykT(w) [11].

Tabauna 1. Crobmenue 3a kpas Ha npogakOaTa 1 kpas Ha ekcruroatarusaTa Ha Cisco ISR4200, ISR4300 u
n3bpana miatdopma ot cepust ISR4400 [11]

IlonsiTue Onpenenenue JlaTa
Jara Ha Kpas Ha U3/IaHUATA 32 IMocnennara nara, Ha xoaTo Cisco Engineering Mmoske 31 aBrycr 2025 T.
MOJJIPBHKKA Ha coPTyepa: Jla ITyCHE BCSIKAKBY OKOHYATEJIHN BEPCHUH 32

MOJIPHKKA HA COPTYep WIIM KOPEKLIUH HA TPELIKH.
Cnen Ta3u nara Cisco Engineering moBeue HsiMma nia
pa3paboTBa, pEMOHTHPA, TOIIbPHKA WK TECTBA
codTyepa Ha POIYKTA.

Kpaii Ha mognpbxkara 3a IMocnennara mata, Ha kosito Cisco Engineering Mosxe 30 noemBpu 2028 T.
yH3BI/IMOCT/CI/II‘ypHOCTI Jla IyCHE IJIaHUPAHO U3JaHUE 3a OAAPBIKKA UIIU
IUTAHUPAHO CO(PTYEPHO peIIeHUE 3a mpo0JIeM ¢
YA3BUMOCT Ha CUT'YPHOCTTA.

Jlata Ha kpas Ha pyTuHHUS aHanu3 Ha | [locnenHara Bb3MOXHA AaTa, Ha KOSITO MOXeE /1a e 6 HoemBpH 2024 r.
moBpeIaTa: W3BBPIIN PYTHHEH aHaIN3 Ha MOBpe/a, 3a 1a ce
oTIpeNeNy IPUYHHATA 33 TIOBPEa Wil JeeKT Ha
XapAyepeH MPOIYKT.

Kpaiina nara Ha nogHOBsSIBaHE HA [locnennara nata 3a yabiokaBaHe WM IOJHOBSIBAHE 5 deBpyapu 2028 T.
JIOTOBOPA 3a yciIyra: Ha JIOTOBOD 3a YCIIyTra 3a MPOIyKTa.
[locnenna nata Ha MOAIPBIKKA: [locnegnara nata 3a nony4aBaHe Ha TPUIIOKUMOTO 30 noemBpu 2028 1.

o0ciry’kBaHe M TOJIPBIKKA 32 MPOIYKTA, ChIIIACHO
JIeHCTBAIINTE TOTOBOPH 32 OOCITY>KBAaHE WM CHIIIACHO
rapaHlMOHHUTe ycnoBud. Cres Ta3u 1aTa BCUYKH
YCIYTH 3a MOJAPHIKKA 3 MPOIYKTa Ca HEAOCTHITHU U
MPOAYKTHT CTaBa OCTapsIL.

» ISR Software (X2é €4 LINUX IOSD-UNIVERSALX9-M), Version 1€.€.4,RELEASE SOFTRARE

pi//www.clac0,.con/Techsupport

by

O Systens, Inc.

ware that comes

odify such

32071€67K bytes of flash memory at bootflash:.

OK bytes of WebUI ODM Files at webui:.

®@ur. 3. adopmanus 3a U3Mos3BaHaTa BEpCUs Ha MapIIpyTH3aTOPUTE

- Monen komyrtarop - WS-C3650-24PS (¢purypa 4). Cepusara Cisco® Catalyst® 3650 e
CJICIBAILIOTO TOKOJEHHWE CAaMOCTOSATENHW M TMOApaKaeMH KOMYTaTOpPU 3a HHMBO Ha JIOCTBII OT
KOPIIOPAaTHBEH KJIAaC, KOMTO OCHTYpsIBAT OCHOBATa 3a IbJIHA KOHBEPTEHIHMS MEXIy KaOeTHH W
O6e3xnyHn Ha efHa ruiargopma. Cepusita 3650 e umsrpageHa BbpXY ycbBbplieHcTBaHusA Cisco
StackWise®-160 u ce BB3MOI3Ba OT HOBaTa crneur(uyHa 3a MPUIOKEHUETO MHTErpajiHa cXema
(ASIC) na Cisco Unified Access™ Data Plane (UADP). To3u komyTratop MoXe Jna gane
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BB3MOKHOCT 32 IpUJIaraHe Ha €JAMHHA TOJMTUKA 33 KUYHU M O€3KUYHU MPEXH, BUAMMOCT Ha
MPUJIOKCHUATA, T'HbBKABOCT, ONTHMH3MpPAHE Ha MPHIOKCHHUATA W TIPEBH3XOJHA YCTOHYMBOCT.
Komyraropure ot cepus 3650 nmomabpxat meien IEEE 802.3at Power over Ethernet Plus (PoE+),
Cisco Universal Power over Ethernet (Cisco UPOE®) nHa MynTUrMraOMTOBHTE KOMYTAaTOPH OT
cepus Cisco Catalyst 3650 u mpemaraT MOAYJTHH U CMEHSIEMU Ha MSICTO PE3€PBHU BEHTUJIATOPU U
3axpanBanus [12].

®ur. 4. Komyraropu ot cepus Cisco Catalyst 3650, usrounuk: [12]

Cisco o0sBsiBa gaTtuTe 3a Kpail Ha mpogaxxdara 1 Kpas Ha »xu3HeHust nukb1 Ha Cisco Catalyst
3650. Knnenture ¢ akTUBHHM JOTOBOPH 32 YCIYTH IIE MPOIBIDKAT Ja MOMy4yaBaT MOJAPBKKA OT
LenTsp 3a Texuuuecka nomonr Ha Cisco (TAC), kakTo e moka3aHo B Tabnwuma 2 Ha OroneruHa EoL.
Tabnuma 2 omucBa eTanmWTe HAa HM3THYaHE Ha JKU3HEHUA UUKBI, ACUHHUIMUTE U JaTUTE 3a
3acerHaTusi MPOAYKT(¥). 32 KIIMEHTH C aKTUBHU U TUIATEHU JIOTOBOPH 32 00CITY>KBaHE U TIOJIIPHIKKA,
MOAJpBKKATa 1€ Ob/ie JNOCThIIHA CHIVIACHO YCIOBUSTA HA JOTOBOpa 3a OOCIyKBaHE Ha KIMEHTa

[13].

Tabauna 2. CproOuieHne 3a Kpas Ha akTYaIHOCT O mpojaaxOaTa W Kpas Ha ekcruioatanusta Ha Cisco
Catalyst 3650 [13]

Iousitne Onpenesienne Hara
Kpaii Ha mogpbikkara 3a IMocnennara nara, Ha kosaro Cisco Engineering Mmosxke 31 oxtomBpu 2026 T.
YSI3BUMOCT/CUTYPHOCT: Jla yCHE MIIAHUPAHO M3JaHue 32 NOAAPHIKKA WK

IUTAaHUPAHO COPTYEPHO PELICHHUE 3a IIPOOIIEM C
YSI3BUMOCT HA CUT'YPHOCTTA.

Kpaiina nara Ha nogHOBsIBaHE HA [locnennara nara 3a yabiokaBaHe WM IOJHOBSIBAHE 29 suyapu 2026 r.
JIOTOBOPA 32 yCIIyTa: Ha JIOTOBOD 3a YCJIyTa 3a MPOIYKTa.
ITocnenna nara Ha MOAZIPBIKKA: [locnengnara nara 3a nony4yaBaHe Ha IPUIIOKUMOTO 31 oxTomBpu 2026 1.

o0ciTy’)xBaHe M TTOJIPBIKKA 32 MPOIYKTA, ChIIIACHO
JISHCTBAIINTE TOTOBOPH 32 0OCITY)KBaHE WIIH CHIIIACHO
rapaHuMoHHUTe ycnoBud. Creq Ta3u 1aTta BCUYKH
YCIYTH 3a MOJAPHKKA 32 TIPOTYKTA ca HEAOCTHITHU U
MPOAYKTHT CTaBa OCTapsIL.

y Version 1€.3.2, RELERSE SOFIWARE (fct

(revision NO) with 8€52815K/6147X bytes of memozy.

nrerface(s)

& Gigabit E i
onfiguration memory.

048K bytes of r
4194304X bytes of physical memory.
25045€X bytes of Crash Files at crashinfo :
1609272 bytes of Flash at flash :
0K bytes of at webui :

®ur. 5. Mudopmarins 3a U3M0J13BaHATa BEPCUS HA KOMYTaTOPUTE

2.2.3. B poBeieHUTE M3CIICABAHUS 32 MPEKOB KOMYHUKAIIMOHEH CETMEHT TI0 OTHOIICHUE Ha
nyOJMYHa CBBP3aHOCT C€ M3MOJI3BAT JBa HE3aBUCHMH JocTaBunka Ha yciuyru u Mutepuer (ISP).
ToBa e HEOOXOOMMOTO YCIOBHE 3a OCBIIECTBSIBAHE HA PE3EPBHPAHOCT B PEAMIIA OPraHU3ALUHU C
MOJXOASIAa KOPECHOHACHIUS W €IHO3HAYHO YTOYHEHHE OTHOCHO ONPEAENICHOTO aJpecHO
HPOCTPAHCTBO W/WIIM aBTOHOMHA CHCTEMa C NPOTOKOJIMpPAaHe Ha €KCTepUOpHATa cpena. 3a BHCOKO
HUBO Ha NMPHJIOKUMOCT Ha PE3YyJITaTUTE OT EMIHpPUYHATA MOCTAHOBKA M peasiHa e(EeKTUBHOCT ce
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nu3non3Ba Border Gateway Protocol (BGP). ToBa e mpoTokoa 3a MapuIpyTH3UpaHE MEXITY
aBToHOMHHU cuctemu. OcHoBHata (ynkmuss Ha BGP komyHukupamara cuctema € a oOMEHS
uHpopManMa 3a JOCTBIIHOCTTA Ha Mpexara ¢ Apyrd BGP cucremu. Tasu wunpopmarnms 3a
JOCTBIIHOCT Ha MpekaTa BKJIIOYBA M JIaHHU OT CHHCHbKa C aBTOHOMHHM CHCTEMHM, INPE3 KOUTO
IpeMruHaBa KOMyHUKanusaTa. Ta3u mHpoOpManus € AOCTaThb4yHA 3a KOHCTPYMpaHE Ha Tpaduka Ha
CBBP3aHOCTTAa HAa AaBTOHOMHHMTE CHUCTEMH 3a Ta3u MAOCTBIIHOCT, OT KOSITO Morar jaa Objaar
SIIMMUHUPAHU BEPUTU 32 MapHIPyTU3MpaHE M MOrar Aa ObJaT HAJOXKEHH HSAKOM pEIIeHUs 3a
MpexxoBu TonuTuku. BGP-4 mpenocraBs HaOOp OT MEXaHM3MHU 3a TMOIPHKKA Ha OE3KIACOBO
MapmipyTtuzupane mexay nomeiinu (CIDR). Te3n MexaHu3Mu BKITIOUBAT MOJAIPHKKA 32 00SBSIBAHE
Ha Habop oT mectuHauuu karo IP-mpedukc u enuMuUHMpaHe Ha KOHLENIMATA 32 MPEXKOB KIac B
BGP. BGP-4 cpmo BBBEXIA MEXaHU3MH, KOWTO IIO3BOJISIBAT arperupaHe Ha MapIIpYTH,
BKJIFOUMTEJIHO arperupaHe Ha IWbTHIA 3a aBTOHOMHHM cuctemu [14]. 3a ocekliecTBsiBaHE Ha
CbOTBETHATa KOMYHHKAIIUS, BKJIIOUUTEIHO C OOSBABaHE Ha OINpefesieHa BbTPEIIHOBEIOMCTBEHA
nyOJIMYHa Mpexa WM cerMeHT, Mapmpyruzaropure M ISP-1 u M _ISP-2 ca koudurypupanu

KaKTO CJICIBA.
M _ISP-l$show running-config
Building configuration...

urrent configuration : 21&8 bytes

-0

version 15.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

no service password-encryption

1

hostname M ISP-1
exriald/

interface S
ip address
ip nat outside

o O

b 4
4

(=
w
o
wn
wn
(8]
o
(0
(]
w
w
L]
W

o

router bgp €5001

bgp router-id 1.1.1.1
bgp log-neighbor-changes
no synchronization
neighbor 46.10.149.17
network 78.83.151.0 mask 2

®@ur. 6. Uudopmarus 3a koHurypanust #Ha mapupytuzatrop M ISP-1, ocurypsisama BGP

M ISP-2#show running-config
Building configuration...

Current configuration : 2125 bytes
1

version 15.4

no sexvice timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

L

hostname M ISP-2

interface Seriall/2/1
ip address 78.83.15.131 255.255.255.248
ip nat outside

router bgp 65002

bgp log-neighbor-changes
no synchronization

distance 70 78.83.15.
neighbor 78.83.15.129
necwork 78.83.151.0 mask 255.255.2

®@ur. 7. Unpopmarus 3a koHdurypanust #Ha mapupytuzatrop M ISP-2, ocurypsisama BGP
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[ToTBBpXKICHHE 32 CBBP3AaHOCTTA C€ JO0Ka3Ba OT ChIBPKAHUETO B MAPIIPYTHUTE TAOIUIM HA
M_ISP-1 u M_ISP-2, nacoueHo KbM MyOJHMYEH pecypc, MPEACTaBIsABAIl MHTEPEC 3a JOCTHII B
peaTHO BpeMe WJIM KOHCTAaHTHA 32 MPOIBDKUTENICH NIEpHO ], WH(OPMAIINS:

H_ISP—l#snnw ip route | section B
Codes: L - local, C - connected, 5 - static, E - RIP, M - mobkile, B - BGP
I» - EIGRPF, EX - EIGEP external, & - OS5PF, I& - OS5PF inter area
N1 - OQSPF NSS5R external type 1, M2 - OSPF NS554 external type 2
El - OSPF external type 1, E2 — GSPF extermal type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, L2 - IS5-IS5 lewvel-2, ia - I5-IS5 inter areca
*#* — candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

B 64.246.161.0/24 [20/0] wvia 46.10.149.17, 00:00:00

78.0.0.0/8 is wariably subnetted, 2 subnets, 2 masks
B 184.16.60.0/24 [20/0] wia 46.10.149.17, 00:00:00
M ISP-2#show ip route | section B

Codes: L - local, C - connected, 5 - static, R - RIP, H - mokile, B - BGP
D - EIGRF, EX - EIGRF external, ¢ - O5PF, IA - OSPF inter area
N1l - OSPF NS5A external type 1, N2 - OSPF NSE5L external type 2
El - COSPF external type 1, E2 - COSPF external type 2, E - EGP
i - I5-I5, L1 - I5-IS5 level-1, L2 - IS5-I5 level-2, ia - IS5-IS inter area
* - candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

B 64.246.1€1.0/24 [70/0] wvia 78.83.15.12%9, 00:00:00
78.0.0.0/8 is wariably subnetted, 4 subnets, 3 masks
B 184.16.60.0/24 [70/0] wvia 78.83.15.129, 00:00:00

®@ur. 8. Mnpopmanus 3a cBbp3aHocTTa Ha Mapmpytuzatopu M_ISP-1u M_ISP-2,
HACOUYCHA KbM CEJIEKTUPAH ITyOJINUeH pecype

[Ipu u3rpaneHara TOMOJIOTHS EAMHUAT OT MAPIIPYTHTE € B PEXKUM Ha U3IOJI3BAHE, a APYTHSIT
€ ,,B pe3epB‘‘ MpH MpeKbCBaHE Ha Bph3Ka W/WIIM OTIMAJlaHEe Ha elleMeHT OT uHdpacTpykrypata. Kot
MapuIpyT € OCHOBEH 3a M3XOJAIus TpaduK 3aBUCH OT HaYMHA Ha KOH(QUTYpUpPAHE C pe3epBHpAIL
nportokoil. [To oTHomeHue Ha Bxoasmus Tpaduk npeanoynTad e MapmpytsT ¢ BGP mpe3s M_ISP-
1. Onpenenst ce oT mo-MajikaTa aIMUHUCTPATUBHA JHUCTAHIMSA (ChC cTOMHOCT 20, KOSATO € ,,I0
nojapa3z0oupane” 3a mpoTokoja) B cpaBHeHHe ¢ Ta3u mpe3 M_ISP-2 (kpaeto T4 e cbe croitHocT 70 1
€ HaloKeHa 1eineBo). [IpenBmxna ce W TpPAaHCIUPAHETO HA YaCTHO agpecHUpaHd MpEeXH Ha
opraHmzanusaTa KpM MyOJIM4YHA agpecalus uype3 3amuca ,,ip nat outside” B koHuUrypauusra Ha
untepdeiicn Serial0/2/0 wa M_ISP-1 u Serial0/2/1 wa M_ISP-2 (durypa 7). [leraitmHure
BB3MOKHOCTH ca KoHkpetmsupanu B RFC (Request for Comments) 7857, akryamusupanm RFC
4787, RFC 5382 nu RFC 5508.

2.2.4. Karo KOHKpeTeH MeXaHW3bM (MHCTPYMEHT) 3a aBTOMATUYHO pe3epBUpaHE Ha
KOMYHHUKAI[MMTE W MapIIpyTU3UpaIl mpoTokos ce u3noia3sa Hot Standby Router Protocol (HSRP).
To3u mpoTOKOIN € eMH OT HAYMHUTE 3a MOCTHTaHe HA MOYTH CTO MPOIEHTAa HEeMpeKbCcHaTa padoTa
Ha Mpexara, KaTo Ce OCHTypsiBa MpPEXOBO pe3epBupaHe 3a I[P Mpexu W rapaHTupane, de
MOTPEOUTENCKUAT Tpauk He3abaBHO M MPO3PAYHO CE€ BBH3CTAHOBSIBA OT TPEIIKU TMPU ITHPBU
,»XOIIOBE“ B KpallHUTE 3a Mpe)KaTa yCTPOMCTBAa WM BEPUTH 3a IOCThI. Korato nBa miam mosede
Mapmipyruzaropa cnogenst IP agpec 1 MAC (Layer 2) agpec, Te MoraT ga paboTAT KaTo €IuH
BUpTYyaJIEH MapuipyTtusatop. UneHosere Ha rpynara ,,BUPTyaJeH MaplIpyTHU3aToOp* HEMPEKbCHATO
OOMEHAT CchoOILIeHHs 3a craryca c. Ilo TO3M HauWmH eIuH MapLIpyTH3aTop MOXe Ja ,,lI0eMe
OTTOBOPHOCTTA™ 3a MapUIpyTU3UpPAaHE OT APYr, KOHUTO HE paboTh TOopaau IUIAaHUPAHU WIH
HEeIUTAHUPAHU TPUYMHH. XOCTOBETE MPOIbJDKaBaT Aa npenpamar [P makeru kpm mocrosiHeH [P u
MAC agapec, a cMsiHaTa Ha yCTPOMCTBaTa, KOUTO M3BBPIIBAT MApUIPYyTU3UPAHETO, € ,,lIpO3payHa‘
[15], [16]. Koudurypanuute, kacaemnu usnoi3sanero Ha HSRP B M_ISP-1 u M_ISP-2, u3non3sar
KIIFOYOBUTE BB3MOKHOCTH OT ,,Standby ip“, ,,standby priority” u ,,standby preempt® 3a Bcska eana
n30OpaHa rpymna u € KakTo CleBa:
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H:ISP—ltshcw running-config
Building configuration...
Current configuration : 2001 bytes

interface GigabitEchernec0/0/0
no ip address
duplex auto
speed auto
'
interface GigabitEthernet0/0/0.10
encapsulation dotlQ 10
ip address 10.10.30.2 255.255.258.0
ip nat inside
standby 1 ip 10.10.30.1
standby 1 priorxivy 120
standby 1 timers 10 &0
standby preempt
'
interface GigabitEthernetd/0/0.99
encapsulation dotlQ 99
ip address 172.16.1.2 255.255.255.0
ip nat inside
standby 3 ip 172.16.1.1
standby 3 prioxity 120
standby 3 preempt
standby 3 timers 10 €0
'
interface GigabitEchernetr(/0/0.192
encapsulation dotlQ 192
ip address 192.168.30.2 255.255.255.0
ip nat inside
standby 2 ip 192.168.30.1
standby 2 priorxity 120
standby 2 preempt
standby 2 timers 10 &0
'
interface GigabitEthernet0/0/0.200
encapsulation dotlQ 200
ip address 78.83.151.2 255.255.255.0
standby 4 ip 78.83.151.1
sctandby 4 preempt
standby 4 timers 10 €0

M _ISP-2#show running-config
Building configuration...

Current configuration : 1978 bytes

interface GigabitEthernec0/0/0

no ip address

duplex auto

speed auteo

L]

interface GigabitEchernetc0/0/1

no ip address

duplex auto

speed auto

'

interface GigabitEthernet0/0/1.10
encapsulation dotlQ 10

ip address 10.10.30.3 255.255.255.0
ip nat inside

scandby 1 ip 10.10.30.1

standby 1 timers 10 €0

standby preempt

1

intexface GigabitEchernet(/0/1.99
encapsulacion dotlQ &%

ip address 172.16.1.3 255.255.255.0
ip nat inside

standby 3 ip 172.16.1.1

standby 3 preempt

standby 3 timers 10 &0

L

interface GigabitEthernet0/0/1.192
encapsulation dotlQ 192

ip address 192.168.30.3 255.255.255.0
ip nat inside

standby 2 ip 192.168.30.1

standby 2 preempt

standby 2 timers 10 €0

1
interface GigabitEchernet0/0/1.200
encapsulation dotlQ 200

ip address 78.83.151.3 2855.255.285.0
standby 4 ip 78.83.151.1

sctandby 4 prioricy 120

standby 4 preempt

standby 4 timers 10 &0

®@ur. 9. Mudopmanus 3a ocurypsisane Ha HSRP ot mapmipyruzaropu M_ISP-1 u M_ISP-2

C wusrpagenara xoH(urypamuss U3XonAmuAT Tpaduk ot Mpexu 10.x.x.x, 172.16.x.x u
192.168.x.x me ce HacouBa mpe3 M_ISP-1, a To3u or mybmuunus cermeHt - npe3 M_ISP-2.
IToctura ce Oe3cmopHa KpEaTUBHOCT C pe3epBHpAHE UYpe3 ,,pa3MHHABAaHE Ha MapIIpyTUTE",
HArlOMHSIKM, Y€ MNPUOPUTETHO BXOMANMAT MmyOnauueH Tpaduk ce mnpuema ot M_ISP-1.
Bupryanusamusita ¢ moauHTepdelicn Bupxy peaneH ¢usmyecku nopt (GigabitEthernet0/0/0),
usnonsBaneto Ha VLANS (cermacho RFC 2674 [17]) u crtBOnoBara ,,Trunk® KOMyHHKAI[HsI
,,MapIIPyTH3aTOP-KOMYTATOP®* € OMOI30TBOpeHa GyHKIMOoHATHOCT Ha u3aenusta Cisco 4331 ISR u
Catalyst WS-C3650-24PS. J[locThmHOCTTa [0 MNYOJMYHUS PECypC OT PaIHOIOKAIIMOHHO
Ha0Ir0/IeHNe OT pabOTHA CTAHITUS ChC CHOTBETHOTO BU3yaJIM3UPAHE € MoKa3zaHa Ha (urypa 10, a o
OTHOIIICHHE Ha 3aJI0’KeHa HH(POpMalKs OT paJHOHABUTaI[MOHHO 00CIIyKBaHe - Ha gurypa 11.
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loss),

6.161.213

246.161.213 with 32

T 30
012 | e
SEC il 5 ¥

A

@ur. 11. Mudopmanus 3a 1oCThI 10 MyOJUYEH pecypc ¢ KOHCTAaHTEH CTaTyT

ITomoxxutemHUAT pasyiTar € OTIIpaBHA TOYKa 3a MPOBCPKA Ha aBTOMATUYHOTO PC3CPBUPAHC
IIpHU Bb3HUKBAHEC Ha H66HaFOHpI/I$ITHI/I 00CTOATEICTBA IT0 M3IT0JI3BaHe Ha OCHOBHATA KOMYHUKaIUAA.

2.2.5. OyHKIIMOHATHOCT Ha PE3EPBUPAHETO MPH OCUTYPSIBAHE HA MAPIIPYTHUTE
JlokasBa ce ype3 MOHMUTOPUHT IIPU OTKAa3 Ha YCTPOWCTBO W/WIIM MPEKbCBaHE Ha BPB3Ka.
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[Ipu nurica Ha OTKa3, MPHOPHUTETHO, JKEJIaHATA NECTUHAIMSA OT u30paHa pabOTHA CTAHIUS C
nmyoJMYHa ajpecanus B M3xos1a mocoka kbM MHTEpHET ce ocurypsiBa or M_ISP-2 (durypa 12).

@ur. 12. Nudopmanus 3a TpaceTo Ha KOMyHUKAIHATA U (YHKIIMOHAIHOCTTA MO OCHOBEH MapIIpyT

[Ipu HEeBB3IMOKHOCT MapmpyTu3aTopbT M_ISP-2 na ochIecTBH KOMYHHMKAIIUATA, CHIIUAST
M3BECTSBA 32 OTIMAJHAJaTa CBBP3aHOCT IO BCEKH CBOM BUPTYaTU3UpaH MOIUHTEpQEiic, mokazaHo
Ha ¢urypa 13. Upez HSRP neneBara koMyHHKaIMs aBTOMAaTHYHO CE€ MOeMa OT MapIIpyTH3aTopa
M_ISP-1, mpemunaBani ot crarytr ,Standby“ B pexum ,,Active” 3a ChOTBETHHS €JHO3HAYHO
OTroBapsil MoauHTEp(dEiic, KOETO € KaTeropuvyHo OHArjieaeHo Ha (urypa 14.

(LINEPROTO-S5-UPDOWN: Line protocol on Interface GigabitEthernet(/0/1, changed state to down
$LINK-3-UPDOWN: Interface GigabitEthernetO,/0/1.10, changed state to down

$LINEPROTO-5-UPDOWH: Line protocol on Interface GigabitEthernet(0/0/1.10, changed state to down
$LINK-3-UPDOWN: Interface GigabitEthernet0,/0/1.99, changed state to down

$LINEPROTO-5-UPDOWH: Line protocol on Interface GigabitEthernet(0/0/1.9%, changed state to down
$LINK-3-UPDOWN: Interface GigabitEthernetO/0/1.19%2, changed state to down

$LINEPROTO-5-UPDOWH: Line protocol on Interface GigabitEthernet(0/0/1.15%2, changed state to down
$LINK-3-UPDOWN: Interface GigabitEthernetO/0/1.200, changed state to down

$LINEPROTO-5-UPDOWH: Line protocol on Interface GigabitEthernet(0/0/1.200, changed state to down

®@ur. 13. Uadopmanust 3a mpomsiHa Ha ctaTyta Ha M_ISP-2

M ISP-1#%
%HSRP-6-STATECHANGE: GigabitEthernetl/0/0.200 Grp 4 state Standby -> Actiwve

®@ur. 14. Uadpopmanus 3a mpomsiHa Ha ctatyta Ha M_ISP-1

B To3u ciywail TpaceTo Ha KOMyHHKaIusATa ce mpomeHs (purypa 15), KaTo IOCTBIBT A0
KpaiiHa IeCTUHAILUS 1 HeoOXxoauMaTa nHpopmaius ce 3amnassa (dpurypa 16).

Tracing route to 184.16 - L q i imaom of 30 ho

0 ms 0 ms

1l ms 0 ms

@ur. 15. Mudopmanus 3a TpaceTo Ha KOMyHUKALMATA C U3M0I3BaHE HA PE3ePBEH MapLIpyT
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HRG

HURGHADA VILNIUS
EET (UTC+02:00 EEST (UTC +03:00)
SCHEDULED ~ 6:40am SCHEDULED 12:27pm

ACTUAL 6:44am  ESTIMATED ©12:14pm

1.862 km, 02:31 ago 1,278 km, in 01:58

LBWN RYEIntWaiyelels

Coordinates: N43°13.92' / E27°49.52"
View all Airports in Varna, Bulgaria.
Elevation is 230.0 feet MSL.

Airport Use: Open to the Public

VARNA APPROACH Approach: 124.60
VARNA APPROACH Approach: 130.45
VARNA ATIS ATIS: 126.88

VARNA EMERGENCY 121.50

mergency:

VARNA EMERGENCY 243.00
Emergency:

VARNA TOWER Tower: 118.90

VARNA TOWER Tower: 119.50

VARNA TOWER Tower: 377.60

ID  Name Freq  Radial / Range ID Name  Freq Bearing / Range
© WRN VARNA 112,40 075° 0.4 DWN DEVNYA 350 278° 7.6
= EMO EMONA 113.65 359° 28.9 7 KMN KAMENAR 399 196° 37.8
* BGS BURGAS 112.00 012° 40.7 © FSS FETESTI 335 355° 65.9
' VRB VARBITSA 114.55 063° 54.1 R FETESTI 357 356° 68.5

Dimensions: 8258 x 148 feet / 2517 x 45 meters
Surface: Hard
Runway 09 Runway 27
Coordinates: N43°14.00'/ E27°48.59" N43°13.83" / E27°50.44"
Elevation: 204 217
Runway Heading: 091° 271°

®@ur. 16. Mudopmarust 3a 10CTHI 0 MyOIUYEH pECypc B pEaTHO BpeMe U TaKbB C KOHCTAHTEH CTaTyT

AHaJOTUYHH TTPOBEPKHU TIPH MTOJTO0HHM 00CTOSATEIICTBA JOBEDKAT 0 UIACHTHUYCH PE3yIITar.

3. 3ak/aueHune

HacTos1moro eMnupruyHo U3caeiBaHe € CBbP3aHO C PEAJIHU ITPAKTUKU U Hajlara U3BOJUTE:

1. ITpu chiecTBYBAIUTE NMPEAN3BUKATEICTBA OT OOCKTHUBEH MM CyOEKTHBEH XapakTep Mpej
penuna OpraHu3alMM, IUIAaHUpAIIM eKcIUloaTalus Ha KOMYHMKAllMOHHOTO CH OOOpyJBaHE 3a
rapaHTUpPaH JIOCTHII JI0 LEJIEBU MYOJIMYHU PECYPCU ChC CENEKTUPAHO ChIAbpKAHHE, MPEKOBOTO
pe3epBUpaHe B TPAaHUYHHUTE TOUYKH HA CBBP3aHOCT € 1eJIeChOOpa3HO KaTO KATErOpUYHO U3UCKBAHE.

2. C BB3MOXHOCTHTE 32 MPEHOC OT PA3JIMYHM JIOCTABYMIM Ha IMyOIWYHH YCIYTH TIpe3
pa3HOOOpa3HH KOMYHMKAIIMOHHHM CpeId, € HEeOOXOJMMO HaJlaraHeTo Ha CTaHJIapTU3UPaHu
(BKJIIOYMTENTHO B  MEXJIYHApPOJIEH AacleKT) HWHCTPYMEHTH, TEXHOJOIMYHU MPOTOKOIU U
OpraHu3aloHHM npoueaypu. Heobxonumo e m3rpaxjaaHeTo Ha WHPPACTPYKTYpHUTE Aa ce Oa3upa
Ha IIPOBEPEHO 000pYIBAHE B €KCILJIOATAMOHHA MOIPHKKA OT IPOU3BOIUTENS.

3. Herailinute KOH(UIypalMM Ha yCTpOMCTBaTa, pa3pabOTeHHW OT aBTOpa M JIOKa3alu
e(eKTUBHOCTTa CH, MOTEHI[MAIIHO MO3BOJISBAT BHEAPSBaHE (ChC CHOTBETHO IpeaJipecupaHe) Mpu
MpPEKOBO H3TpaKJaHE WM MUIpalys Ha OpraHM3allMM WM YydpexJeHus c 1Ba MHTepHer
JIOCTaBYMKA.

4. TunoBara TOIOJIOTHS, OOEKT HA HACTOsIATa CTaTus, € 0a3a 3a Mo-HaTaThUIHU pa3pabOTKH
10 BapUaHTH 3a BbTPEIIHA PE3EPBUPAHOCT U OallaHCUPAaHE HA CBBbP3aHOCTTA 110 BUA0BE TpaUK.
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METOIUKA 3A OBYYEHUE HA ACEMBJIEPEH E3UK

Keitno UB. XKeitnos, Jlecucnasa /[. AnreaoBa

Pe3rome: Pasrmexxna ce BbBeJeHaTa HACKOpPO METOJUKA 3a OOydeHHWe Ha CTYJACHTHUTE Ha €3HMKa 3a
nporpamupane AcemoOiep 1Mo AUCHUILIMHATA ,,MUKPONPOIICCOPHA TEXHHMKA’, U3y4aBaHa OT CTYACHTUTE OT
Bropu Kkypc Ha crnenuanHoucture ,KCT” u ,,CUT” mpm TVY-Bapna. llpaBu ce kparbk Tmperien Ha
M3y4YaBaHUTE MUKPOMPOIIECOPH U TEXHUs aceMOJIepeH €3WK, KaKTO W Ha W3MOJI3BAHUS HMHCTPYMEHTAPHUYM
npu o0y4yeHueto. Pasriexaar ce OCHOBHUTE MOXBATH, M3MOJI3BAHU IPU MPOTPAMHUPAHETO, CTPYKTYPHUTE OT
JAaHHW, TUIIOBUTE pEIIaBaHU 3aJla4yd, HAYMHWTE 3a TNPEACTABIHEC Ha ajJrOPUTMHUTEC M Kak C€ IOJydaBa
MallMHHMAAT KOJl OT TeKCTa Ha aceMOnepHara mporpama. OmucBa ce XapAyepHOTO U CO(PTYEepHOTO
OCHUTYpPsIBAHE, HY>KHO 3a IMporpaMupane Ha Acemsiep U 3a Bpbh3Kara My C €3UK OT BUCOKO HUBO.

KarouoBu aymm: nporpamuipane Ha AcemOjep, alropuTMH, TUIIOBE pelllaBaHM 3aJayd, BPb3Ka C €3WK OT
BHCOKO HHMBO, XapyepHO 1 COQTYEPHO OCUT'YpsIBAHE Ha 00YUICHHUETO.

Assembly language teaching methothology

Zhejno I. Zhejnov, Desislava D. Angelova

Abstract: The recently introduced methodology for training the students in the programming language
Assembler in the discipline "Microprocessors”, studied by the students of the second year of the specialties
"KST" and "SIT" at TU-Varna, is examined. A brief overview of the studied microprocessors and their
Assembly language is given, as well as the tools used in the training. The basic concepts used in
programming, data structures, typical problems solved, ways of representing algorithms and how to obtain
machine code from the text of the Assembly program are considered. Describes the hardware and software
required to program Assembler and to interface it with a high-level language.

Keywords: Assembler programming, algorithms, problem types, high-level language connection, hardware
and software support for training.

1. YBoa

Huctunnuaata “MUKpoONpoIiecopHa TEXHUKA C€ M3y4daBa OT CTYJIEHTUTE BTOPHU KypC OT
cnenuanHocrure ,,KCT” u ,,CUT” na TY-Bapna.

[Ipenu HAKOIKO TOAWHM B Hesl Osixa m3ydaBanu camo 16—6uroBute CISC mukpormpoiecopu
Ha Intel, usnomspanu B nepconanuure kommtorpu (PC) B Beirapus. Passutuero Ha uHTErpaiHara
CXEMOTEXHHKA W Cch3JaBaHeTo Ha npyru PC, m3rpaneHn Ha OCHOBaTa Ha HOBH MHKPOIPOIIECOPH,
HAJIOXKW OOHOBsIBaHE Ha yueOHMA Marepuan. HoBUTe NpoekTH JHEC ce YIpaBisBaT dYpes
MHUKPOIIPOIIECOPHU CUCTEMH, pa3paboTenu Ha ocHoBata Ha CISC u RISC mMuxpomnporecopmu.

JlucumIoinHata € TMOoCBeTeHa Ha momyisipHuTe 32-O0utoBu Mukponpouecopu Intel 80x86 u
Arm Cortex A-8. Pasrmexna ce apxurtektypara Ha nBata Buma nomyiaspau CISC u RISC
MHUKPOIIPOIIECOPU M M3TPaXKAAHETO HAa MUKPOIIPOLIECOPHU CUCTeMH C TAX. OmmcBaT ce OCHOBHHUTE
YCTPOWCTBA B CTPYKTypaTa WM, CHUCTEMHHUTE UIMHH, BXOJHO-M3XOJHATa mameT. M3ydaBar ce
cucremMara OT MallMHHU KOMaHJIW, METOJHWTE 3a aJpecupaHe, CUCTeMara 3a INpPEeKbCBaHE MU
BB3MOXKHOCTUTE 32 OOMEH Ha mH(popMalus ¢ BhHITHATa cpeaa. M3ydaBa ce aceMONIepHUAT €3UK 3a
nporpamMMpase M paboTaTa ChC CHOTBETHHTE NPOTPAaMHHM CPeAM 3a Ch3JaBaHE M HACTpOiika Ha
acemOsepHu nmporpaMu. Pasrnexnaar ce ocobeHocTuTe Ha 64-0UTOBUTE MUKPOIIPOLIECOPH.
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2. N3i10xkenue

OcHOBHa dYacT OT OOYYEHHETO € TIOCBETCHO Ha H3Yy4aBaHETO Ha OCOOCHOCTUTE IMpH
nporpamMupaHeTo Ha AceMOJIepeH €3UK 3a ABaTa Tuia Mukpomnporecopu: |1A-32 u Arm Cortex A-8.
PasraexxaT ce mocineaoBaTeHO IPOrPAMHUTE MOJIEIH, TUIIOBETE U CTPYKTYPUTE HA U3IOJI3BAHUTE
JaHHH, TUPEKTUBUTE 32 OMHCAHKUE HA TaHHUTE. M3yyaBaT ce MHEMOHUYHUTE KOJIOBE HA KOMAaHIUTE
3a MPEeXBbPJSHE HA JaHHUTE, 32 APUTMETUYHU OIlEepallly, 3a yIpPaBICHUE Ha IPEXOAUTE, 3a LIUKIIHU,
3a OWTOBU oOIlepaly, 3a W3BMKBaHE Ha moamporpamu. CrenuanHo BHHMaHHE C€ OTIENs Ha
MIpe/laBaHeTO Ha MapaMeTpuTe MEXIy TJaBHATa MporpaMa U MOANpPOTrpamMHTe U Ha paboTaTta ChC
creka. M3ydaBa ce crpykTypaTa Ha MHOIOMOAYJIHHUTE MpPOTrpamMH M Bpb3KaTa MEXIYy MOJIYJIUTE.
Pasrnexxnat ce omepalnuuTe 3a BXOJ-M3XOJl HAa JaHHM HAa HHUBO IMOPT MU HHUBO IMOTpeOUTENICKa
nporpaMa. Iloka3Ba ce nmpeacTaBsHETO Ha JAaHHUTE B ITaMETTa HA MUKpPOIIPOLIECOPHATa CUCTEMA B
nBouueH U BCD kon. Pasrnexxmar ce M3BMKBaHETO Ha KOMaHAUTE 3a Kompoiecopute 3a Intel u
Arm. OmnmucBa ce pa3zpaboTkara Ha acemOjepHH mporpamu. JlaBar ce HaYMHHUTE 3a Ch3JlaBaHE U
TECTBaHE M MPOIIelypUTe 3a TpaHCIAIMs, CBbpP3aHe, TECTBAHE U HACTPOMKA MPU JBaTa pasriIeKIaHH
nporecopa. OO0yueHueTo ¢ obe3meueHo ¢ 2 ydeOHHW IMomarajga - pbhbKOBOJCTBA 3a JaOOPAaTOpHH
yIpaxxHeHust 10 MUKPOMpOIlecoOpHa TEXHUKA U 3a Iporpamupane Ha AcemOiiep, choTBeTHO 3a Intel
u Arm npouecopu [2], [3].

N3yuaBanero Ha nporpamupane Ha AcemOiep (B CpaBHEHHUE C MPOrpamMHUpaHe Ha €3HUK OT IO-
BHCOKO HMBO) /1aBa CJIE€IHUTE IPEIUMCTBA!

1. u3dcHsABa U3MBIHEHUETO HA UHCTPYKIIUUTE;

2. TIOKa3Ba KaK JJaHHUTE Ca MPEJCTaBEHHU B IAMETTA;

3. MOKa3Ba B3aUMOJICHCTBUETO Ha MporpamMara C onepalroHHaTa cuctema, nporecopa u /O
CUCTEMA;

4. u3sicHsIBA KaK €[Ha MporpaMa OChIUIECTBSIBA JOCTHII 10 BHHIIHHU YCTPOICTBA.

[Iporpamuctute Ha AceMOiep craBaT MO-I100pUM IPOrpaMUCTH HAa €3MK OT BUCOKO HHBO
(HLL). Te monyuaBar mo-mo0pa mpeacTaBa 3a 1efeBust e3uk, Ha koito HLL ce mpeBex/a.

AceMONEepHUAT €3MK € €3MK 3a IporpaMupaHe, KOMTO € Ha Kpauka OT MAIUUHHUS €3HK.
OOHMKHOBEHO BCSIKA MHCTPYKIIMS HAa aceMOJIEpHUS €3HK Ce MPEeBEX/Ia B €Ha MAITMHHA HHCTPYKITUS
oT AceMOisiepa. AceMOJepHUAT €3MK 3aBUCH OT Xapayepa. Bceku Tum mporecop uma pasziudeH
aceMOisiepeH e3uk. MHCTpykuunTe Ha aceMOJIEpHMs €3MK MOraT Jila ce M030BaBaT Ha KOHKPETHU
pErucTpu B MpoOILIECOpa, /a BKIIOUBAT BCUYKU KOJIOBE Ha ONEpPAlMK Ha MPOLecopa U Jia oTpassBar
IbIDKMHATa Ha OMTOBETE HA PA3IMYHUTE PErHCTPU Ha MpoIlecopa M OMEpaHIuTe Ha MAIIMHHUS
€3MK. 3aTOBa MPOrpaMUCThT Ha AcemOiiep TpsiOBa 1a pa3Oupa apXUTEKTypaTa Ha KOMITIOTHpa.

[Iporpamuctute psako u3mon3Bar AceMOiep 3a NPUIOKEHUS WIM JOpPU 3a CHCTEMHH
nporpamu. HLL ocurypsiBar u3pasuTesNHa CHja M CTETHATOCT, KOUTO 3HAYUTEIIHO YJIECHSBAT
3aj1aunTe Ha nporpamucta. Hepocrarpuute Ha u3non3Banetro Ha Acembiep Bmecto HLL ca [1]:

1. Bpeme 3a paspabortka. [Iucanero Ha kojq Ha AceMmOjep OTHEMa MHOTO TIOBEYE BpeEME,
OTKOJIKOTO ITMCAHE Ha €3UK OT BUCOKO HUBO.

2. Hanmexmnoct m curypHocT. JlecHo € 1a ce mpaBsT TPEmKd B aceMOJIEpHUS KOJI.
AcemOnepbT He POBEPSIBA JAJIH CE CMA3BaT KOHBEHIIMHUTE 32 U3BUKBAHE U 32 3alUC HA PETHCTBHP.
Huxkoit He npoBepsiBa BMecTo Bac nanu Opost Ha PUSH m POP uHcTpykuuute € eIHAaKbB BbB
BCHUYKM BB3MOXXHHM DPA3KIOHEHUs M NbTUIIA. MiMa MHOro BB3MOXHOCTH 3a CKPUTHU TPEIIKU B
aceMOnupanus koja. ToBa BiMse Ha HAJEKIHOCTTa U CUTYPHOCTTAa Ha MPOEKTA, OCBEH aKO MMare
MHOT'0 CUCTEMAaTH4€EH MO/IX0Jl KbM TECTBAHETO U IIPOBEPKATA.

3. OrcTtpaHsaBaHe Ha Tpemikd U npoBepka. KoabT Ha aceMOnupaHeTo € MHO-TpYyAeH 3a
OTCTpaHsIBaHE Ha I'PELIKU U IPOBEPKA, Thil KATO MMA M1OBEYE BH3MOKHOCTH 3a TPEIIKH, OTKOJIKOTO
B KOJIa Ha BUCOKO HUBO.
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4. Tlonapwxka. AceMONEPHUAT KO € MO-TPYACH 3a MOAM(UIMpPAHE U MOJAPHKKA, 3aII0TO
€3UKBT II03BOJISIBA HECTPYKTYpUpaH KOA U TpPUKOBE, TPYAHU 3a pa3OupaHe OT JApYyruTe.
Heo6xoanMma e nzuepnaTenHa JOKYMEHTAIUS U MTOCIIeI0BATEICH CTHII Ha IPOrpaMHUpaHe.

5. Ilpenocumoct. KoabT 3a acemOnupane e crnenududeH 3a miaardopmara. [IpeHacsne kbm
apyra miaargopma e TpyaHo.

6. CucTeMHMST KOJ MOXE Ja M3MO0J3Ba BBTPEIIHM (PyHKIMM BMecTo aceMOaupane. Haii-
nobpute mozaepan C++ KOMIWIATOPM HMMAT NPUCHINM (YHKIMU 32 JOCTHI JO CHCTEMHHTE
KOHTPOJIHM PErucTpu M JApPYrM cHCTeMHM HHCTpyKuuu. KonbT 3a acemOiupaHe Beue He €
HE00XO/UM 3a YCTPOWCTBOTO 3a JpailBepU M JIPYyT CUCTEMEH KOJ, KOraTro ca HaJU4HU BBTPEIIHU
GbyHKIMN.

7. KoabT Ha NpUIIOKEHUETO MOXKE J1a M3MO0JI3Ba BETPEUIHHN (DYHKIIMU WM BEKTOPHU KJIACOBE
BMecTO aceMmOnupane. Haii-nobpute cpBpemenan C++ KOMOWIATOPH UMAT BrpaJeHu (QyHKIMU 32
BEKTOPDHU OIEpallud M JAPYrM CHEUUAJIHU HWHCTPYKLUH, KOMUTO TMpeAd ToBa M3HMCKBaxa
IporpaMupasne Ha Acemouiep.

8. Kommnunaropure ca nmogobpeHu MHOTO Ipe3 nocieanute roquHu. Heobxonumu ca MHOTro
€KCIIEPTH3H U OIUT, 33 JIa CE ONTUMH3UpPa M0-100pe OT Hail-noopust C++ kommuiaTop.

W3non3anero Ha AcemOJep 1aBa HIKOM MPEIUMCTBA!

1. OtcTpaHsiBaHe Ha TPEIIKU M MPOBEpKa. PasriexxaaHeTo Ha reHepupaHus OT KOMIIMIIATOpa
aceMOJIeH KOJi B mporpaMa 3a TectBaHe M Hactpoiika (Debugger) e monesHo 3a namupane Ha
IPEIIKH U 32 IPOBEPKA KOJIKO T00pe KOMITMIATOPBT ONTHMHU3HPA OTPEACIICHa YacT OT KOJa.

2. N3pabotBane Ha komnuiaaTopyu. Heo6xonumo e 3a pa30upaHeTo Ha TEXHUKUTE 3a KOJUpaHe
Ha aceMOJupaHe 3a Ch3/laBaHEe HAa KOMITMJIATOPH, MPOTPAaMH 32 OTCTPAHIBAHE HA TPELIKU U IPYTH
MHCTPYMEHTH 3a pa3paboTKa.

3. Brpagenu cucremu. Mankure BrpaZieHd CUCTEMH UMAaT MO-MaJIKO PECYPCH OT KOMITIOTPHTE
u MeitHdpeiimu. [Iporpamupanero Ha AcemOiep Moxe /1a € Heo0OXOAMMO 3a ONTUMU3UPAHE Ha KO
3a CKOPOCT WJIM pa3Mep B MAJIKH BIPaZICHA CUCTEMHU.

4. XapnyepHu npaiiBepd M cHCTeMEH KoA. JlocThmbT 10 Xapayep, CUCTEMHHM KOHTPOJIHHU
PETUCTPH | T.H. IOHSKOTA MOXKeE Ja ObJIe TPYJCH WIH HEBH3MOXKEH C KOJI OT BUCOKO HUBO.

5. JlocThll 10 MHCTPYKLUH, KOMTO HE ca JOCTBIIHM OT €3MK Ha BHCOKO HUBO. Hsxom
WHCTPYKIINHU 32 aceMOJIMpaHe HIMAaT €3MKOB €KBHBAJICHT Ha BUCOKO HUBO.

6. Camomonudunupair ce koa. CamoMonu(puIMpaHETO Ha KOJ OOMKHOBEHO MpeyYd Ha
e(EeKTUBHOTO KemMpaHe Ha Koi. Mojke Ja € M3roJHO 3a BKJIIOYBaHE HAa MaTbK KOMITWJIATODP B
MaTeMaTHYeCKHu Mporpamu, AepUHUpaHU OT MOTpeOuTeNs, KbAeTo eAHa (yHKIMs TpsOBa 1a ce
W3YHCIISIBA MHOTO ITBTH.

7. OnTumM3Mpall KoJ 3a pasMmep. MsCTOTO 3a ChXpaHEHHME U MaMeTTa ca MHOTO €BTHHHU
pecypcu B JTHEITHO BpeMe M HE CH CTPyBa M3IMOJI3BAaHETO Ha AceMOiep 3a HamalsiBaHe Ha pa3Mepa
Ha Koja. Pa3MepsT Ha kelra obade Bce OIe € KPUTHUEH pecypc M MOKEe B HSKOM CiIydau Jia Obje
MoJIe3eH 32 ONTUMHU3MPAaHEe Ha KpUTHYHA YacT OT KOJia 10 pa3Mepa Ha Kella.

8. Onrtummsupan; kona 3a ckopocT. CbBpemeHHuTe C++ KOMNMIATOPU OOMKHOBEHO
ONTUMH3UpPAT KOJa JOCTa J00pe B IMOBEUETO Cciydyan. Bce ome uma ciydad, B KOHUTO
KOMIMJIATOpUTE paboTAT JIOMIO M KBAETO MOXE Ja Ce IOCTHUTHE IPAacTHYHO YBEIMYCHHE Ha
CKOpOCTTa Ype3 BHUMATEITHO acCeMOJIEPHO MPOTrpaMUpaHe.

9. bubnuoteku ¢ ¢pyHkuuu. O6maTa moi3a oT ONTUMU3UPAHETO Ha KOJa € MO-BHCOKa IMpH
ch37aBaHe Ha OMOIMOTEKH ¢ QYHKIUHU, KOUTO CE U3MOI3BAaT OT MHOTO MPOTPAMUCTH.

10. Cp3naBane Ha (PYHKIMOHATHU OMOIMOTEKH, CHbBMECTUMH C MHOKECTBO KOMIMJIATOPU U
pabota cucreMu. Bp3MokHO € J1a ce mpaBsT OMOIMOTeUHN (YHKIIMH C MHOKECTBO 3aIlMCH, KOUTO
Jla ca ChbBMECTUMH C Pa3IUYHU KOMIMJIATOPU U PA3JIMYHU ONEPAllMOHHU CUCTeMHU. ToBa M3HMCKBa
nporpaMmupasne Ha Acemoep.

AcemOnepbT € mporpamaTta, KOsITO IpeBex/1a aceMOJIepHUS €3UK B MALITMHEH KO/I.
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AceMOJIepHUT €3UK € CUMBOJIHO MPE/ICTaBsiHe Ha MAIIMHHUS €3UK Ha KOHKPETEH IpOIIecop,
TONBIHEHO OT MAONBIHWUTEIHH THUIIOBE H3pa3H, KOHTO YIECHABAT NHCAHETO Ha IporpamMa H
IIPEIOCTABIT UHCTPYKIIMU Ha Acemobiepa.

MamvHeH e3UK WM MallMHeH KOJ € JIBOMYHOTO HPEACTaBsiHE HAa KOMITIOThPHA Hporpama,
KOSITO BCBIHOCT CE€ YE€T€ M MHTEPIPETHPA OT KOMIIOTHPA. M3MBIHUMUAT KOJ € MAIIMHHUAT KO/,
TeHepUpaH OT €3MKOB IPOIEcOp 3a M3XOJCH KON, Karo Hampumep AceMOJep WM KOMIIMIATOP.
ToBa e codryep BBB popma, KOITO MOXKE /1a Ce CTapTUPa Ha KOMITIOTHpa.

OOeKTHHAT KOJ € MAaIIMHHO €3UKOBO IPE/ICTaBSIHE HA MPOrPaMHUS U3X0/eH Koa. OOeKTHHAT
KOJI ce Ch3aBa OT KOMIMIaTop minm AcemOiep W ciel TOBa ce MPEeBPbIIa B M3IIBJIHUM KOJ OT
cBbp3Banius penakrop (Linker). 3apexmariiara nporpaMa ¢ nporpamHa mporeaypa, Kosato Komupa
U3IBJIHMMA [TPOTpaMa B MAMETTa 32 U3ITbJIHCHHUE.

[Tpu pa3paboTkaTa Ha AceMOiepHa MporpaMa CTyA€HTUTE MPABAT CIEAHOTO:

- CpcraBaT 010K0Ba cxeMa Ha anropuTbMa. OyHKIMOHATHUTE OJOKOBE B OJIOKOBATa cXxema
OIMCBAT UHCTPYKIIMHUTE HA U3IOJI3BAHUS POLIECOP;

- OT OnokoBara cxeMa ce€ pa3NUCBAaT MHEMOHMYHHTE KOJOBE Ha IIporpamara ChIVIACHO
CIHChKAa C WHCTPYKIMH 3a CBOTBETHHUS BHJ[ TIPOLECOp, MPHIOXKEH B PHKOBOACTBOTO 32
71a00paTOPHU YIPAKHEHHUS U MaTEPHAINTE 3a ChCTaBsIHE HA COPCa;

- BeBexna ce momydyenara AcemOiepHa nporpama ¢ TeKcToB penakrop B PC u ce 3amucBa Ha
IMCKa My KaTo TEKCTOB (haili chC CHOTBETHO pas3IIUpeHHe. B 3aBUCHMOCT OT H3IIOJI3BAHUS
MHUKPOIIPOIIECOp, 32 KOWTO € ChCTaBeHa mporpaMarta Ha AcemOuiep, ce IeHCTBYBa pa3INydHO:

ITpu 1A-32 mporecopu ce monsBa uHCTaaupanusaT Ha PC Oesmiaren codryep Microsoft
Masm32 [4]. Toii npencrasisBa unTerpupana nporpamua cpeaa (IDE), kosTo BKIIIOYBAa TEKCTOB
pemaKkTop, TpaHCIAaTOp M CBbp3Baml penaktop. Cpemara ce crapTHpa 4Ype3 H3BHKBaHE Ha
u3mbIHUMES Gaitn ot makera geditor.exe. AcemOsiepHaTa mporpaMa ce BBBEXKIa M 3alMCcBa Ha
JMCKa KaTo TeKCTOB (hailyl ¢ pasmmpeHue .aSM ype3 BrpaJeHus TEKCTOB pelakTop Ha cpeparta. C
HaTuckaneto Ha Oyron Project\Assemble ASM file or menroto nHa IDE cpenara ce Tpanciupa
noydeHusT (aitn 10 o0ekTeH ¢ pasmmpeHue .0bj, ako HiMa rpeliky B copca. [locie ¢ HaTUCKaHe
Ha O0yrton Project\ Assemble & Link wmu Project\Build All Ha nucka ce ch3gaBa ¢aitn ¢ H3MbIHEM
kon (c pasmmpenue .eXe). AKO TpaHCIaTOPhT HAMEPU IPELIKH MPH TPAHCIUPAHETO U CBBP3BAHETO
Ha copca, ce M3BEXJaT ChOOLIeHMS 3a BHJa Ha Tpemkara. [IporpamucTsT TpsiOBa Ja KOpHTHpa
copca ¥ IaK Jja TpaHCIIUpa U CBbp3Ba AceMOIepHaTa nporpaMa, J0Kato ObJaT OTCTPaHEHH BCUYKU
HaMEpEHH TPEeIIKH.

Ilocne ce u3BbBpIIBa NpOBEpKaTa/TeCTBAHETO/ HA MOJY4YEHUs MalIMHeH koia. dainbT ¢
MalllMHHATa MMporpama ce BbBEK/a B IMaMeTTa ¢ momoira Ha otaenno npuinoxenne /Olly Dbg ver.
2.01/. Ta3u mporpama 3a TecTBaHe M HacTpoiika e OesrarHo WIiNndows mpuiokeHue, KOeTo uMa
BCHYKH BB3MOKHOCTH Ha KJIAaCHMUYECKaTa MporpaMa 3a TeCTBaHE. T IMO3BOJISIBA pasriekKIaHe U
npoMsHa Ha TaMeTTa C MallMHHHUA KOJ W JaHHWTe Ha AcemOnepHaTa mporpama, KakTo M
CbCTOSSHUETO Ha PErucTpuTe M CTeKa, au3aceMOiMpaHe Ha Koja, BKIoYMTenHOo M Ha FPU
MHCTPYKIIMUTE, MOCTHIIKOBO M3MBJIHEHUE HA Iporpamara, IMOCTaBsSHE Ha TOYKH Ha TPEKbCBaHE,
W3ITBJIHEHHUE Ha Mporpamara OT Ha4aJoTo J0 Kpasi, KAKTO U MHOTO JIPYTH TOJIe3HH (QYHKIUU. AKO
nporpamara npaBd OHOBa, 3a KOETO € Ouiia HamucaHa, paboTaTa Ha MPOTrpaMUCTa NPUKIIOYBA.
Wuaue Toii TpsiOBa 1a KOpUTHpa choOpa3HO rpemkara 0J0KoBaTa cXeMma, copca Ha rmporpamara, 1a
ro 3anuiie Ha nucka Ha PC u 0THOBO /12 s TpaHCIMpa U TecTBa padoTara Ha MAaIMHHUS Kox. Te3n
KOpEeKIIMM Ha KOJa W TPOBEpKa Ha JEHCTBHETO HAa MAaIIMHHATA Iporpama 4Ype3 MPHIIOKEHHETO
Debugger ce npasar nororasa, J0KaTo ce MOJy4YH MpaBUIIHO padboTenia AcebiiepHa mporpama.

[Tpu Arm mporecopure CTyAEHTUTE TpsiOBa Ja MporpaMupaT chlara 3agada Ha AceMmouep,
KosiTo e pemaBaHa npu 1A-32 mpouecopa. Ilporpamara me ce wu3mbIHABa Ha Arm
MHUKPOIPOIIECOpHA CUCTEMA, pealn3upaHa ¢ IPYru KOMIIOHEHTH. [IpoBepkaTa Ha paBUITHOCTTA Ha
HampcaHaTa TIIporpamMa ce OCBIIECTBsIBa, KaTo C€ Cce TMOoJi3Ba HporpaMeH CHUMYJIaTop Ha
MHKpOTpoIiecopHa cuctema ¢ Arm mukpornporecop (ARMSim#191). Tosa 6e3miaTHo mporpamMHO
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Windows mnpunoxenue, onucano B [5], ce mon3Ba 3a cumynanus Ha onucanata B [6] ARM
mukpornporiecopra cuctema ARM7TDMI ¢ BxiroueH BxoaHo-u3xoaeH Moy Embest — purypa 1.
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®ur.1. Pa3Boiina miatka Embest u cumynupaneTo u

MukpornporiecopHara CHCTeMa [OJ3Ba pa3BoiiHa 1iaTka Embest cvc  7-cermenTen
CBETOJMOJIEH MHJUKATOp, 2 OyToHa, 2 cBeroauoaa, 4X4 OyroHHa KjaBUaTypa U TEYHOKPHUCTAJIEH
LCD nucnueit.

CumynaTopbT NO3BOJISIBA MPOBEPKA U TecTBaHE HA HanrcanuTe ARM acembniepHu mporpamu,
KaTo 3a IIeJITa B HETO Ce BbBEXkAa ACeMOJIEpHUAT COpC - TEKCTOB (aill ¢ pa3iupeHue .S, Cb3aeH
¢ OOMKHOBEH TEKCTOB penaktop - Hampumep ¢ Notepad wnm ¢ texcroBus pemakrop Ha Microsoft
MASMS32 cpenara. To3u cumynaTop € MoJyi3BaH 3a oOyueHHe MO nporpamupaHe Ha AcemOnep B
yHuBeputera Bukropus B Kanana. Toli npeuiara penuna npeguMcTBa:

1. Asromarusupano tectBane Ha ARM nporpamu. Te ce 3apexnat kato ¢aiin ¢ Acembiepex
copc-koa. [loTpeOurtensiT He TpaHCIHMpa IMporpamara W He 3apek]a MallMHEeH KOJl B IaMeTTa.
CumynaTtopbT M3MUCBA Ha pela ChC CIPELICHUTE ONepaTopy Ha MporpaMaTra BHJa Ha Ipelikara.
[To3BonsiBa ynoOHO TecTBaHe M HacTpoiika Ha AcemOnepaun ARM nporpamu. CumynaTopbT aaBa
BB3MOKHOCT 3a pasriexJaHe M INpoMsHAa Ha MaMmeTrTa ¢ MAIIWHHUS KOJA M JaHHUTE Ha
AcemOnepHara nporpama. M3Bexaa ChbCTOSHUETO Ha PETHCTPUTE U cTeKa. [103BoIsiBa mocTaBsHE Ha
TOUYKH Ha NMPEKbCBaHE, U3ITBIHEHUE Ha IPOorpaMaTa Mo CTHIKH U OT HAYaJIOTO J10 Kpasi.

2. TlpenoctaBs mpensaputenHo neduuupanu (yHkuuu kato plug-ins, w3BHKBaHU C SWI
MHCTPYKIMA. Te H3BeXIAT ChCTOSHUETO Ha HATUCHATUTE OYTOHHM, MHAMLUPAT 3aJaJeHU 4Ype3
PETUCTPUTE CEJIEMCETMEHTHH KOJOBE, W3MHWCBAT JePUHHPAHH CTPUHTOBE B Iporpamara KaTo
Haanucu Bepxy LCD expana nim Ha pabOTHOTO 1oJie Ha cuMynatopa /padotent karo Debugger/.
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3. JlaBa BB3MOXKHOCT 3a paboTa y JAoMa, Thil KaTo He € HeoOXoauM pa3BoeH maker ¢ ARM
MHUKPOTMPOIIECOPHA CUCTEMA U Pa3BOEH codTyep, KOETO MO3BOJISIBA JIECHO YCBOSIBAHE HA OCHOBHUTE
ARM wunctpykuum ot Acemb6biepa 6e3 JOIbJIHUTETHH Pa3Xxoiu.

Ta3zu Bepcuss Ha cumynaropa obade He IO3BOJIABA MPOBEpPKa Ha MPOTrPaMHPAHETO Ha
BKJIIOYEHUSI B apXUTeKTypata Ha Arm mukponpouecopa FPU, kakTo u He mMoraT Ja ce U3IIBIHST
MIPOrpaMu, ChIbPKAIIM HAKOU CHEIHATHU UHCTPYKIMH. 3a npodecuoHanHa ynotpeda ce U3ucKBa
yIipaBJieHHE ¢ aceMOJIEpHH MporpamMM Ha paboTara Ha pa3sBOCH MHKpPOMPOIIECOPEH MAaKeT. 3a Taszu
[eJT MOXKE Jla CE HM3I0JI3Ba peajiHa MHUKPOIPOILECOpHA CUCTeMa ¢ BKIOYeHH Aonbiaautendu 1/O
eneMeHTu. MHOecTBO (pUpPMU Ipeaarar CBOM pa3BOMHU IUIATKU C BKIIOYEHO MHCTPYMEHTAIHO
MIPOrpaMHO OCUTypsiBaHe. V3moa3BaHeTO HA TaKbB MAKeT € YA00HO U 3a n3ydaBaHe Ha AcemOiep u
3a Bpb3kara My ¢ npyru HLL e3uru 3a mporpamupase.

B To3m cmyuait moxe na ce m3nonsBa npoct ARM PC, karo nHampumep mnpeanaraHusi Ha
Hamust asap eBTuH Raspberry Pi. TpanciupaneTO, CBbp3BaHETO U HACTPOHKATa Ha aceMOyiepHaTa
mporpama B TO3M Cliy4dail O MOTJIO Jla ce HalpaBH O]l YIIPABJICHUETO Ha ONEepaloOHHATa CUCTEMa
¢ BrpaacH Acembiep, karo Hanpumep GNU Acem6iep mox Linux [7].

Nma mHoro mo0pa mokymeHTanus 3a u3BukBaHeTo Ha C ¢yHkumum B Linux cpema. C
M3MOJI3BaHETO HAa TaKbB KUT CTaBa Bb3MOXKHO M3IIBIHEHUETO HAa BCUYKU aceMOJIEpHU UHCTPYKIIUU,
KOMUTO HE Morar jaa ObIaT IycHaTH Ha cUMylnaropa 0e3 Cepuo3HH CO(PTyepHU KOPEKIHH —
Hanpumep uHcrpykimu 3a FPU 1 NEON monynute u 3a ynpasienue Ha I/O kpauera Ha ARM [8].

3akjaueHue

Omnwucanata MeTouKa 3a 0O0ydeHue Ha AceMOJiep MO3BOJISIBA JICCHO U €BTHHO OOydYeHHE Ha
AceMOJep 3a JIBa pa3iMuHU ChbBPEMEHHU MHUKporpoliecopa. CTyJIeHTUTE YCBOSIBAT OCOOCHOCTUTE
Ha aceMOJIEpHUS €3UK M MSICTOTO MYy B CBBPEMEHHUTE Pa3pabOTKH.
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HPUJIOKEHUE HA CUMETPUYEH KPUIITOI'PA®CKHU
AJITOPUTHBM AES HA 8 BUTOB PIC MUKPOKOHTPOJIEP

ITnamen U. CrossHoB

Pe3tome: Kpunrorpapckusr anropurbMm AES (Advanced Encryption Standart) e unaycrpuanien cranaapr 3a
KpUITUPaHEe W JeKpunTupase. Tol € MMPOKO M3MOA3BaH B Pa3IMYHM KPUNTOrpaCKu HPUIIOKEHHUS KaTo
OC3KUIHM CeH30pHH Mpexu, Smart kapte, RFID u ap. To3n aaropurbM mpuTekaBa BHCOKa €(PEKTHBHOCT
MpU pa3iu4Hu MIaThopMu oT 8 OutoBu 10 64 OUTOBM mpolecopu. B cratusra ce mpeanaraT eQeKTHBHU
pelieHus 3a MOBUIIaBaHe Ha OBP30JCHCTBHUETO NPH KPUIITHPAHE W IEKpUNITHpaHe Ha 128 O6uTOB OJOK OT
nanHu. IloBumaBane Ha OBpP30AEHCTBHETO BOAM OO0 HaMalsBaHE HA KOHCyMalMsATa Ha EHEPrus u
yBeJMUaBaHe Ha CHTypHOCTTa. [IpennokeHuTe pelieHHus ca CpaBHEHW B TaONM4YEH BUA C MyOJUKyBaHU
W3CIIEeIBAHUS 32 YCKOPEHO U3ITBIIHEHHE, KATO OCHOBEH TOKa3aTell € OpOsIT IUKIIU 33 U3IIbIIHEHHUE.

KarouoBu gymu: xpunrorpadcku anmroputbM AES, codrTyepHO mpunoxkeHne, § OUTOB MHUKPOKOHTPOIED,
CPaBHHUTEJICH aHAJIM3.

Implementation of symmetric cryptographic algorithm AES of a 8-bit PIC Microcontroller
Plamen I. Stoianov

Abstract: Cryptographic algorithm AES (Advanced Encryption Standart) is the industry standart for
encryption and decryption. AES is most widely used in cryptographic applications typical for wirless sensor
nodes, Smart cart, RFID etc. It is extremely efficient on many different platforms ranging to an 8-bit to 64-
bit proccessors. This paper presents effective solutions to increase the speed of encryption and decryption of
a 128-bit block of data. Increase in speed leads to a decrease in energy consumption and increase in security.
The proposed solutions are compared with published research on accelerated execution. The main indicator
is the number of cycles for execution.

Keywords: cryptographic algorithm AES, Software implementation, 8-bit microcontroller, comparative
analysis.

1. YBox

Hymara kpunrtorpaduss mmMa TPBLUKH NPOM3XOJ M O3HayaBa TaillHO mucaHe (KPLmTog,
Kpunmoc — ,,CKpUtT*, u ypaow, epago — ,,iuma‘). 3agaya Ha KpunrorpadusaTa € npeodpasyBaHe Ha
oTKpUT TekcT (plaintext) B mmdpupan Tekct (ciphertext) upe3 u3Moa3BaHE HAa KpUOTOrpadCKu
AITOPUTHM U €IHO3HAYHO BH3CTAHOBSIBAHE HA OPUTHHAIHUS TEKCT. [IpomechT Ha mpeodpa3yBaHe B
mudpupan TEKCT ce Hapuya MudprUpaHe WK KpUITHPaHe (encryption), 10KaTo 0OpaTHUAT MpPOIEC
Ha BB3CTAHOBsIBaHE € Jemudpupane uim nekpuntupane (decryption). 3a1bHKUTEIIHO H3UCKBAHE €
BB3MOKHOCTTa €IHO3HAYHO U ITBJIHO BH3CTAHOBSIBAHE HAa OTKPUTHUS TEKCT OT MIM(PHUpaHUs TEKCT
9ype3 ONpEeAe]CHN JIOTHYECKH oOmepanuu. 3a TmpeoOpa3yBaHe Ha JaHHUTE C€ H3IIOJI3BA
KpUNTOrpaCKH aJIrOPUTHM, OCHOBaBalll Ce€ Ha OIpeJesieHa MaTreMaTHuecka (QyHKIHUS 3a
mmpupane u aenmbpupane [1].

CpBpeMeHHHUTE U3MCKBAaHUS ca JOBENHU JI0 N0sBaTa Ha HETPAJAUIIMOHHY 3a/1a41 32 3alUTa Ha
naHHWUTEe. TUNMYeH TpuMep € aBTEHTUKANUS B CIy4auTe, B KOHTO JBETE CTPaHW, OOMEHSIIH
uHbopManus, HAMAT JOBEpUEe eHa Ha JApyra. PemieHuero Ha TO3M NMpoOJieM € M3MOJI3BaHe Ha
KpUNTOTPAaQCKH aNTOPUTMH C JBa PAa3IMYHA KIIOYa — €IUH 3a KPUNTHpPaHEe W BTOPH 3a
nexkpuntupane. Hauanoto e nocraBeHo ot amepukanckute yuenu Diffie u Hellman npes 1976r.
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[IpouiechT Mo KpUNTHpPaHE U NCKPUINITUPAHE HA JAHHU € MpelIcTaBeH Ha ¢urypa 1 B GI0KOB
BuJ. Bxonnute nanau M, ¢ momoinra Ha KiIro4 3a kpuntupane K., ce mpeoOpasyBaT B KpUIITHPaH
Buja E, upe3 m3mon3BaHe Ha ompeaencHa mareMmatudecka ¢ynkmus f. B mpuemnara crtpana
KpUnTHpaHata HHGOpMaIMs ce Bb3CTAaHOBSABA, Thil KaTo M e GyHKIMS Ha KpUnTUpaHus TeKcT E u
KJII04 3a gekpuntupane K. Mma 1Ba OCHOBHHU TuIa KpUNTOrpad)CKU aJrOpUTMH — CUMETPUYHHU U
acuMeTpuuHH. ToBa pasjesisHe € CHOpe] OTHOIICHHETO UM KbM KIIOUOBETE 3a KPUITHUpAHE U
naekpuntupane. Ako Tesu kimodoBe Ko u K cbBHagar, anropuTbMbT € CUMETPUYEH WU OIlE
QITOPUTBM ChC CEKPETeH KoY. B TO3M ciiydail € HeoOXOJMM CEKpeTeH KaHal 3a OOMEH Ha
CECHUMHHU KITFOUOBE.

HeoTopuaupax
AOCTbN
OTKPWUT TEKCT E OTKPWUT TEKCT
KpunTupave OekpuntupadHe
—_— — .
M et o, ) KpUnTupaH M= fLE Kp) M
TEeKCT
Ke Xp

®@ur. 1. O6m1a 6s10K-cXeMa Ha KpunTorpad)cka cucreMa
2. MI3n0xeHue

Haii-mmpoko wusnmom3BanusaT cuMerpudeH anroputbM ¢ DES (Data Encryption Standard)
paspaboten ot IBM. DES e ot tuna mudpu na deiicren (Horst Feistel- kpunrorpad padotun B
IBM), mpu KOUTO OTKPHUTHUSAT TEKCT C€ pa3zAeiis Ha JBa OJI0Ka, KOUTO ce 00paboTBaT OTAeNHO. To3u
aJITOPUTHM NpeodpaszyBa 64-0UTOB OTKPUT TEKCT B 64-6uToB mudpotekct. KimoubT € 64-61TOB, OT
kouTo 56 OuTa ce U3Mo3BaT AUPEKTHO B AIrOpUTHhMa. 3a yBeJIMYaBaHE Pa3psIHOCTTA Ha KIKo4a U
MOBMIIIABaHE HAa YCTOMYMBOCTTA, KbM METOJUTE 3a KPUNTOAHAIU3 ca pa3pabOTEHU pa3IndHU
BapuaHTH. M3MOa3BaT ce pa3jMyHU MOJKIIOUOBE B OTJIEIHHUTE €Talld WM JONBJIHUTENEH KoY
(mpu DESX e 64 OuroB) 3a mpoMsHa Ha BXOAHUTE W M3XOJHU JaHHU. 3a yBeJIUYaBaHE
paspsaHocTTa Ha Kitodya Haii-uecto ce u3nonsBa TDES (Triple-DES) usBecren kato 3DES.
W3BbpuiBa ce nMocine10BaTeNHO KPUIITHPAHE-IEKPUIITUPAHE-KPUIITUPAHE Ha JTAHHUTE C JBa WIN TPH
He3zaBUcUMHU Kimtoda. [lopagm Huckata pasMEpHOCT Ha KJl04a M MPOBEACHUTE YCHELIHU KPHUIITO
araku, NIST (National Institute of Standards and Technology) craptupa nmporenypa mo 3amsiHa Ha
to3u cranaapt. Ilpes 2000r. e u3bOpan amroputrsM Rijndael, m npe3 cneapamara roauHa e
crannaprusupan karo AES (Advanced Encryption Standard) upe3 FIPS PUB 197 [2]. Jlocera Hsima
JJaHHM 32 U3BBPILIECHU yCIIENIHH aTaku cpenly AES ¢ m3kimroueHue Ha M3MOJI3BAaHETO HA ChKPATEHU
BapUaHTH, T.€. TI0-MaJIKO Ha Opoii eTanu oT npeasuaeHuTe B ctanaapta 10, 12 u 14 [3, 4]. Llenra Ha
BCHUYKH CO(TYEPHU H3ITBJIHEHUS € YCKOpsSBaHE Ha Mpolieca Ha KPUIITHUpAHE W JIEKPUNTHPAaHE TpU
BB3MOXKHO TTO-MaJIKa 1o o0eM nporpama. 3a peanusanus Ha AES e n3bpan muxkpokontposiep PIC18
Ha ¢upmata MICROCHIP. Toif nputexaBa Tpu OTAETHH UHIACKCHHU PETUCTHPA C BB3MOXKHOCT 32
aBTOMAaTUYHOTO UM yBeJIHMUYaBaHE U HamalsiBaHe, KakTo U peructsp TBLPTR 3a pabota ¢ tabnuuu
oT 1aHHU. ToBa JaBa Bb3MOKHOCT 3a JieCHa U Obp3a 00paboTKa Ha HAKOJIKO MacHBa.

[Mpu anroputsM AES ce u3BbpuiBar jaeiicTBusi ¢ noiuHOMH B moje Ha [amoa GF (29).
JlaHHHTE Cce TPE/ICTABAT KaTo IMOJMHOMHU ChC CTEIICH NMO-MajKa oT 7 U kKoeduueHTH B oneto GF(2).
MeXIMHHATE pe3yiTaTH Nmpu oO0paboTkaTa ce HapuuaT cherostHue (State) m ce mpencrTaBsT KaTo

KBajlpaTHa Martpuna oT 4 pena u 4 xojoHu. Bceku GaliT oT chCTOSHHMETO ce OENeku CbC S, .,

KbJIeTO I' € peasT u C € kosmoHaTta oT 0 o 3. [lanuute ce oopadoTsar B 10, 12 wim 14 eqHOTHIIHU

Kommiorspuu Hayku u texnonorun 1 2024 Computer Science and Technologies 87



erarna - N,, kaTo OposT MM 3aBUCH OT pa3pAJHOCTTa Ha Kiaroda — 128, 192 umm 256 Oura. B

3aBUCUMOCT OT KIIIOYa, CTAaHAApTHT ompenens Tpu BapuwanTta: AES-128, AES-192 u AES-256.
Bceexkn eran ce chcrom oT 4 pasiauuHu 00paboTkM Ha cbhcrosHHeTo - SubBytes, ShiftRows,
MixColumns, AddRoundKey, u mombiIHHTENHA 3a TOJdy4YaBaHe Ha IMOAKIIOYOBETE 32 BCCKHU €Tall —
ExpandKey. TlocienoBarenHocTTa Ha M3MBJIHCHHE HAa aJfOPUThMa € MPEACTABeHA KAaTo IICEBJIO
KOJI:

Anroputsm 1 - AES algorithm

procedure AES (state, key)

: state «<— AddRoundKey(state,key)
: key «— ExpandKey(key)
:fori=1toN, -1do
state «<— SubBytes(state)
state «<— ShiftRows(state)
state «— MixColumns(state)
state «— AddRoundKey(state,key)
state «<— ExpandKey(key)
. end for
: state <— SubBytes(state)
11: state «<— ShiftRows(state)
12: state «<— AddRoundKey(state,key)
13: return state
end procedure

[EEN

RN N

[HEN
o

ANropuUTBMBT MOJKE J1a C€ pa3/ieny Ha 3 eramna. B mbpBus eTan ce Konupar BXOJHUTE 1aHHH B
obmactra Ha chcrosiHEeTo (State) u ce cymupar mo mod2 ¢ wagamuus kiarod — AddRoundKey
(;mums 1). M3uncnsBa ce KIOYBT 3a ciepamiara oopaborka ExpandKey (munus 2). Ipu BTOpHS
eTarn ce U3BbpIIBaT BcuukuTe 4 00paboTKM Ha State u pasmMpeHue Ha KIroya 3a ClIe[BAllUs eTan
(muanm 4 no 8). BropusaT eran ce m3BbpimiBa B UKL OT 9, 11 mau 13 mbTH B 3aBUCUMOCT OT
pa3mepHocTTa Ha Kimova. Ounanausar eran (uuuu 10, 11, 12) ce u3nbiaHABa U3BBH IMKBIA, Thid
KaTo He ¢ HeOoOXOJHMM KIII0Y 3a Clie/Ballus eTan U He ce m3mbaasBa MixColumns. B otaennure
TpaHcQopMaIH U [T0JIy4aBaHE Ha MOJKIIOYOBE C€ U3IIBJIHSBAT CIEIHNUTE NEHCTBUS:

50,0 | 80,1 | 50,2 | 50,5 S-Box ﬂ:h 80,2 |80,
81,0 || Bre .fz 81,3 3'1,0 Sre 2 3i,s
82,0 82,1 (822 (82,3 820 |82,1 | %22 833
83,0 83,1 |83,2 |83 830|531 |32 |33

@ur. 2. M3neiHenne Ha npeodpasyBane SubBytes
- SubBytes — 3a mosgyuaBaHe Ha W3XOJHATA CTOMHOCT C€ H3BBLPIIBAT JBE OTACITHU
W3YHUCIICHHS: MYJITHUIUIMKATHUBHA WHBEPCHS M CBBP3aHO MpeoOpasyBaHe. AKO a(X) € BXOIHHST
TOJIMHOM, TO MYNTHILUTMKAaTUBHATa mHBepcus a(X) ~ ce Hammpa upes a(x).a(x) ' =1mod m(x).
W3nomsBa ce HenpusoauM nomuaoM M(X) = X® + x* + x® + x + 1. TIpu pasMepHOCT Ha MONETO OT
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(2%) enemeHTa, € yaayHO MPENBAPUTEIHO M3YKMCICHUE HAa CTOMHOCTUTE W 3allUC B IAMETTa Karo
TabauIa ¢ pasMepHocT 256 Gaiita. ToBa BoAM 0 MO-BHCOKA CKOPOCT HA M3ITBIHEHUE M MMO-MaTbK
o0eM Ha M3MoJ3BaHaTa nmporpamMua namer. @urypa 2 wirocTpupa 3amMsiHaTa Ha OalT OT MaTpHIara.

IIpy wm3nbiIHEHME Ha CBBP3aHO IMpeoOpa3yBaHE BCEKM OMT Ha M3XOJHATa CTOHHOCT ce
ompezeast oT cyma mo mMod2 MexIy ompelelicHH OWTOBE Ha BXOJHATa CTOMHOCT M 3ajaJicHa
KoHcTaHTa. Ilpn MonynHa mHBepcus ce M3Moi3Ba TaliMIA, CIEJOBATEIHO HEHHHTE CTOMHOCTU
MOJKE J1a C€ MPEU3UUCIIAT CIOpEe]] YCIOBUATA HA CBBP3aHOTO npeodpasyBane. [1o To3u HauuH aBeTe
OIlEpalLliyu Cce M3IBJIHABAT CaMO C €HO MHAEKCHpaHe Ha TabnMua. 3a mpoleca Ha ASKpUNTHpPaHE €
HeoO0XoAuMa JONBbJIHUTENHA Tabuuua. 3a M3BJIMYaHe OT Tabuuua € HeoOXOAMM IpelBapUTeleH
3armuc B peructbp TBLPTR, mopamum koeto 3a 3amsiHa Ha eauH OaiiT ca Hy)XHH 6 LUKBbJIAa Ha
MHUKPOKOHTpoOJIepa. 3a €IUH pell UM CTHIO ca HeoOXxoauMu 24 1uKbIa, a 3a Isu1aTta MaTpuna - 96
LUKBJIA.

- ShiftRows — u3BbpIIBa ce poTalys Ha IyMU B OTICIHHUTE peJoBe Ha MaTpuuaTa. HyneBust
pen 3a BCEKM eTall ocTaBa 0€3 mpoMsiHA, 10KaTo 1-Bu, 2-pu U 3-TU pel OT MaTpulaTa ce poTupar

HaJISIBO, ChOTBETHO Ha 1, 2 u 3 Oaiita. durypa 3 winrocTpupa poranuara Ha peioBeTe Ha MaTpHUIaTa.

8 '

80,0 | 80,1 | 80,2 | 80,3 80,0 |S0,1 | 80,2 | 80,3

81,0 | 81,1 | 81,2 | 81,3 @ 81,1 (81,2 | 81,3 | 51,0
82,0 | 82,1 [82,2 |52,3 LT i< 822 | 82,3 | 82,0 | 82,1
83,0 | 83,1 | 53,2 (83,3 T 1< 833 (83,0 | 83,1 |83,2

®ur. 3. 3nenuenne Ha mpeobpasysane ShiftRows

[Tpeodpasysanusita SubBytes u ShiftRows moxe 1a ce 00eAMHAT, IPU KOETO CE ChKpaliaBaT
MUHCTPYKI[MHTE 3a IIOBTOPHO YETECHE U 3amuc. B pe3ynrtar o0moTo BpeMe 3a H3IbJIHEHHE H3HCKBa 96
IIUKBJIA, KOJKOTO € ipu SubBytes.

- MixColumns — Bceku ¢TI0 OT MaTpHIaTa Ce MPEACTaBs Karo 4-d4ieHeH MoJuHOM S(X) ¢
Koe(HUIeHTH, KOUTO ca enemenTH Ha moneto GF (2f). Hosata croiinoct S (X) ce momydasa cien
yMHOKaBaHe Ha S(X) ChC 3a/1ajieH B CTaH1apTa MOJTHHOM:

a(x) = {03}x? + {01}x? + {01}x + {02} (1)
I[IpoussenenueTo ce peaylupa mo moayn (X * +1), T.e:
s (x) = a(x).s(x) mod (x* +1) } 2)
B mporieca Ha aexpuntupate (InvMixColumns) ce n3non3Ba HHBEPCHUST MOJIHHOM:
at(x) = {0B}x?® + {OD}x? + {09}x + {OE} (3)

nonydeH upes a (X). a(x) = 1 mod (x* +1).
Bxomgnoto cbcrosinue (State), mpeactaBeHo kato matpuia 4x4, ce yMHOXaBa 1o (PUKCHpaHa
MaTpua, TpeacTaBeHa dYpe3 aymara [a,, &,, a,, a,] = [{02},{01}{01},{03}]. Cnen
YMHOXKEHUETO, HOBUTE CTOWHOCTH Ha ChOTBETHATA KOJIOHA Ca!

Spc=25,, @38, DS, @5,

$1.=80.® 25, ® 35, D s,

S, =80 @S, ® 25, ® 3.5,

S3c=3Sy, DS, DS, @ 2.5, 4)
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@urypa 4 wmoctpupa npeoOpasyBaHe Ha KOJOHHUTE Ha MaTpHIaTa ¢ BXOAHUTE JAHHU Ype3
M3I0JI3BaHe Ha 3aJaJCHUs NTOJIMHOM B CTaHapTa.

| MixColumms ()
80,0 ',,-“"—_—— ——\—\* ‘E,e
So0,0 b2 | S0,3 5.0 i "'u,a
Bl.e * 3;,¢
81,0 2 | 81,3 3;_,[' 22 3;-,3
&2
82,0 “ 2 |s2s 520 = 2 | 52,3
830 83, |2 |F3.3 -"5:,u 35,': 2 s;lrﬂ

®wur. 4. 3nbeiaenue Ha npeodpazyBane MixColumns

KoeduueHture Ha M3MOI3BAHUSI IOJIMHOM CE Pa3jndaBar caMmo C |, mopaau KOeTo MOXKe Jia ce
M3I0J13Ba 3aBUCHMOCTTA :C.5; @ (C+1).s; =C.(S; ® s;) @ S ;. AKO NPEIBAPUTEIHO CE UZUUCIU

cymata Temp=s, ® s, ®s, @ s TO CTOMHOCTTA Ha IbpBUA 0alT OT KOJOHATA MOXKE J1a

3¢
ce mpexcraBu upes S,.= (S, @® S,.)2 @ s, ® Temp. Onepauunrte mO yMHOXKCHHE Ce

HaMaJIsIBaT, MPH 3ala3BaHe Opos Ha cyMupaHusTa 1o Mod2. 3a HamMHupaHe Ha YEeTHpUTE OaiTa OT
KOJIOHaTa ca HeoOXoauMu 32 IMKbJa, ClIe0BaTeIHO 3a BCHUKU 16 Oaiita Ha MaTpuLaTa ca HYXXHU
128 uuxsbia.

- AddRoundKey — Bceku 6aiiT oT MaTpHIIaTa ce CymHpa mo Mod2 ¢bC ChbOTBETHUS OANUT OT
TEKYIIHsI TTOJIKIIIOY, 32 IMOJIyYaBaHe Ha HOBOTO ChCTOSTHUE. V3MCKBa ce TIPOYHUTAHE M CyMHPAHE I10
mod2, xoeto oTHeMa 32 LMKBJIA 32 BCUYKATE 16 Oaiita. B TA10TO Ha NMKBIIA U3IBIHEHUETO HA
AddRoundKey e nemnocpenctsero cien MixColumns u crnemoBarenHo aBere TpaHchOpMaLUH
MoOke na ce obeaunsT. Crien moixydyaBaHe Ha HOBaTa CTOMHOCT OT CMECBaHE Ha KOJOHUTE, TS ce
CyMHpa ChC CHOTBETHHUS OalT OT KIF0Ya M C€ 3alMCBa B MaTpuIllaTa KaTo HOBO ChCTOsSHUE. B
pe3ynraT Ha OOeIMHEHUETO Ha JBeTe TpaHcOpMalMK C€ ChKpallaBaT MHCTPYKIIMUTE 3a YETEHE,
MpU KOETO 0OIIOTO BpeMe 3a M3MmbJIHeHHE oT 128 + 32 muksbia, ce HamansaBa Ha 128 + 16 = 144
UKBJIA.

- ExpandKey — 3a Bceku OoT/elnieH eTan ce M3M0JI3Ba pa3iniyeH KII0Y, MOJy4eH OT OCHOBHHS
ype3 npeoOpa3yBanus. KakTo u npu 1aHHMTE, 006JacTTa Ha KIIIOYa Ce MpeACTaBs KaTo MaTpuia oT 4
pena u 4 creaba. Cnen Besko m3mbianenne Ha AddRoundKey (¢ uskimodyeHne Ha MOCIEIHUS €Tarl),
YETBBPTHAT PEJl CE POTHUpPA HAISABO Ha equH OaiiT u ce u3BbpuBa SUbBYtes mo crpiiara tabnuia,
KaKTO U 3a AaHHUTE. [IbpBUAT OAlT ce cyMupa ¢ KOHCTaHTa, KOATO € pa3jiMyHa 3a OTJCIHUTE €TallH.
CrnenBa cymupane o mod2 Ha 4eTBbPTH KbM IBPBHU, IbPBH KbM BTOPHU, BTOPH KbM TPETH, U TPETH
KbM 4eTBbPTH pena. Ilo To3um HaumH ce mojy4yaBaT MOAKIIOYOBETE 3a BCEKM CIeABalll eTarl.
Heo6xoanMoTo BpeMe 3a W3MTbJIHEHUE Ha BCAKA CThIKA € 53 1uKbiaa. Te MoraT 1a ce HaMassT, ako
3aMsiHaTa Ha OaiiToBe ce M3BbpIIBa OT TabiauIa B JaHHOBaTa MaMeT, BMECTO OT IMporpaMHara
nameT. Jpyr HauuH 3a ycKkopsiBaHe € upe3 u3HacsiHe Ha ExpandKey u3BbH 00paboTkaTa Ha JaHHHU.
HpI/I BCiKa CMsHaA Ha HOTpe6I/ITeJ'ICKI/I$I KJIFOY C€ U3BBpIIBA NPEABAPUTCIIHO U3UHNCICHUC HA BCUYKH
nojkiIto4oBe. CTOMHOCTUTE Ce 3alKCcBaT B ONEpaTUBHATA IMaMeT U B MpoLeca Ha KPUIITUPAHE CaMO
ce MpouuTart, 6e3 aa ce u3uucisiBar. MHOTo OJIOKOBE C€ KPUIITUPAT C €UH U ChUI K0, IPH KOETO
00III0TO BpeMe 3a U3IIbJIHEHHE ce HamalsBa. HepocTarbk e 3aemaHe Ha JonbjaHuTenHu 160 Gaiita
OT OIlepaTUBHATA MTAMET 33 BCHUKH TIOIKITFOUOBE.

JlekpunTupaHeTo € B oOpaTeH mopsabk. [IbpBO ce M3BBpIIBA pOTalMs HAa PElOBE HAASICHO
(mpu KpUIITUpAaHE € HaJABO), ClieJ KOETO ce 3aMeHsST OalToBeTe CHopea HHBEpCHa Tabiuua.
Bb3MoxkHO € J1a ce u3non3Ba eHa U Chllla Tabiauia, HO ToBa OU JIOBEJO /10 MOBEUE U3YHCIECHUS U
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CHOTBETHO JIO yBEJIMYaBaHE HA BPEMETO 3a JIeKpUITupane. ThpCeHETO Ha ChBMA/ICHUE B Ta0IHIIaTa
e 1mo-0aBHO W 3aBUCHMO TI0 BpeMe OT BXOJHHUTE AaHHU. [10-BHCOKO OBp30ACHCTBUE CE TIOCTHTA Ype3
no0aBsiHE HAa HOBA Ta0NWIA M yBelMYaBaHE Ha MPOTpaMHATA MMaMeT TOIMBIHUTENHO ¢ 256 Oaiita.
Jlpyra pasziuka npd JCKPUNTHPAHE € HM3IMO0JI3BaHETO Ha MHBEpceH monuHoM (3) ¢ KoeduIeHTH
pa3IMYHA OT KOC(HIICHTUTE HA TOJMHOMA Npu KpuntupaHe. llo-romemMute KOe(UIIEHTH MpH
nexpunrtupane (E,D,B,9) B cpaBHenue ¢ kpuntupane (3,2,1,1) yBeauvyaBaT 3HAYMTEIIHO BPEMETO 3a
U3ITbITHEHHE.
3. Pe3yararu

Ta6auna 1. CpaBHUTEHU pe3yJITaTH MIPH KPUNITUPAHE U nekpunTipane ¢ AES-128

KpHUIITUPAHE JACKPUIITUPAHE
npeaBapu- npeaBapu-
TCIIHU KpUITUpaHe| nporpama TCJIHU JACKPUIITUPAHE nmporpama
N3YUCIJICHUA N34YUCIICHUS
[cycles] [cycles] [bytes] [cycles] [cycles] [bytes]
(1) Daeman - 3168 1016 - - -
Rijmen [5] : 4065 768 - - -
(2) Plos [6] - 3084 2158 - 4505 -
756 2474 1102 1977 3411 2352
(3) Poettering [7]
- 4059 - - 4675 -
(4) Otte [8] 2039 2555 - - 4764 -
(5) Kim [9] - 2289 - - - -
(6) nonyuenn 782 2328 1165 824 3502 1697
pe3yaratu
- 2866 1185 - - -

B Tabmuma 1 ca mpuBeneHu monydeHuTe pe3yntatd (6) mpu copTyepHO M3ITBIHEHHE Ha
KpUNTHpaHe W jAekpuntupane c¢ airoputrbM AES-128. Ilpemioxxkenute copTyepHH pelieHus ca
CpaBHEHH C JPYTH W3BECTHHU pemieHus. Haii-Ba)XHHMAT MOKazaTell 3a CpaBHEHHE € HEOOXOIMMUST
Opo¥i LIMKIM 3a KpUNTUpaHe U AekpunThpaHe. Ha Ta3um ocHOBa MOXe Jla ce CpaBHSBAT Pa3IMuHU
pemieHust 3a TsAXHaTa €(QEeKTHBHOCT, HE3aBHCHMO OT 4YecToTaTa Ha IMpolecopa, Ha KOHTO ce
u3MbJIHABA. [Ipyr KputepHii € HeoOXoquMHAT 00eM MaMeT 3a 3amuc Ha mporpamara. Ha ocHoBarta
Ha TE3W JIBa KPUTEPHs MOXKE Jla ce u30epe M3MOI3BAaHETO Ha €HO, WM JPYro pemeHne. B MHOTO
cllyyal HaMaJICHHETO Ha Oposl LIMKIM € 33 CMETKAa Ha YBEJIMYEHHETO Ha obeMa Ha Iporpamara.
[IpuMepHO W3MBIHEHHWETO Ha MOANPOTpaMH HamalsBa oOOeMa Ha H3MOJI3BaHaTa MaMeT, HO
yBeNnu4aBa Obp30JeicTBUETO NMpU U3MBbJIHEHHE. B mbpBaTa KOJIOHKa ca pasrieflaHd MpeularaHu
codTyepHH pemeHus M TOodydeHuTe pesynratn. CreiBamiuTe TpH KOJOHW ca 3a Mpoleca Ha
KpUNTHPaHE U MOCIETHUTE TPH 3a JAeKpUNTHpaHe. B mbpBUTE KOJOHKM 3a ABaTta mpoieca ca opoi
IIUKJIM 32 TPeIBapUTETHN u3uncienus. [Ipu kpuntupane u AekpunTupane Ha OJOKOBE OT JaHHU Ce
U3IONI3BA €IMH M CBhII CeCHeH KiIo4u. [Ma BB3MOXKHOCT 3a IpEIBApPUTENIHO H3YUCIEHHE Ha
HeoOxoaquMuTe moakmodoBe B ExpandKey, mpu koero BpemMeTo 3a M3MBIHEHHE B IMKBJIA Ha
AnroputeM 1 (muHMM 4 1o 7) ce chKpamiaBa 3Ha4MTENHO. HemoctaThk € MpeaBapHTEIHOTO
M3YHCIICHUE U 3alUChT B JJaHHOBATa TMaMeT, 3a KoeTo ce otnensaT 160 Gaiita mpu 128 OGUTOB KiIrOY.
B crnenBamure aBe KOJOHKM ca MpPEACTaBEHU HEOOXOIUMHAT Opod IUKIM 3a mpeodpazyBaHe
CBHOTBETHO 3a KpUNTHpaHE W JeKpunTupane. [lociaemaure nBe KOJIOHKU MPEICTABIT HEOXOIUMUS
o0eM mamer 3a 3anuc Ha nporpamata. [Ipeanoxenue (1) e Ha aBTopute Ha anroputbM AES — Joan
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Daemen u Vincent Rijmen, pa3paboTreHo Ha OCHOBaTa Ha MHUKpPOKOHTposiep Ha ¢upmara INTEL.
Astopckoro mpemiaoxenne (6) e Ha ocHoBara Ha MHUKpOKOHTposep or (amwmimus PIC18 nHa
MICROCHIP, nokato ocrananure ca Ha MukpokoHTpoiepu AVR na ATMEL. Ilpennoxenus (3)
u (6) ca B aBa BapuaHTa: C IpEIBAPUTEIIHUA H3UMCIeHUs u 0e3. 3a mpemioxenus (3) u (4) ca
MyOJIMKyBaHM M CaMHUTE MPOTPaMH, KOETO JaBa BBH3MOXKHOCT 3a IMO-IACTAWITHU CpPaBHEHUS HaA
MOKa3aTeUTe U H3MOJI3BAHUTE AITOPUTMHU. BB3MOKHOCT 32 HamallsiBaHE Ha HEOOXOIUMUS Opou
UK € NP MHULIMAIU3alKs, a ce MPEeXBbpiU Tabiunara 3a 3amsHa S-DOX ot mporpamuara B
JAHHOBATa MaMeT. XapaKTepPHO 3a M3IMOJI3BAHUS MUKPOKOHTPOJIED €, Y€ M3BIMYAHETO HA OAaWT OT
nporpamHara namer upe3 ITBLPTR otrnHema 5 mukbia, A0KaTO HWHAMPEKTHO aJpecHUpaHe Ha
JaHHOBaTa MameT oTHeMa 3 1uKbia. Tabmuiara 3a 3amMsHa S-DOX ce u3no3Ba 3a Bcuuku 16 Oaiit B
SubBytes, koeto mo3BoisiBa chKpaieHre ¢ 16x2x10=320 1uKbiIa IpH IpeMeCTBaHETO Ha S-DOX B
nanHoBata mameT. [Ipemnoxenue (5) e ¢ mo-mManko Ha Opoit muKin ot (6), HO HsIMa JOCTaThUHO
JIAHHU KaK € MOCTUTHATO. BB3MOXKHO € yBenuuaBaHe Ha OBP30JCHCTBHETO J1a € MIOCTHTHATO 4Ype3
yBeJIMYaBaHE HA MMPOTPaMHATA TTAMET WJIH MO-TIPOABIDKUTEITHY MPEABAPUTEITHA U3UUCIICHHUS.

4. JakaoueHue

B crarusra ce ananusupa cumerpudeH anroputbM AES u HeroBoTo m3mbiiHeHHE HA 8-OMTOB
mukpokoHtponep PIC18 na d¢upmara MICROCHIP. To3u anropuTbM HaMupa IIHPOKO
MPUIIOKEHNE TTpH Oe3KUUHU CeH30pHH Mpexu, Smart kaptu, RFID u np. [eraiinHo ca pasriieganu
yeTupuTe 00paboTku Ha cherosHuero: SubBytes, ShiftRows, MixColumns u AddRoundKey. 3a
BCAKa OTAeNHA o00paboTka ca TPEUIOKEHHM KOHKPETHH peIICHHs] 3a MOoA00OpsBaHEe Ha
O0bp3oaeiicTBueTo. Te3u pelieHus ca B pe3ynTar Ha crneun(uuHuTe 0COOCHOCTH Ha U3IOJI3BaHUS
MUKPOKOHTPOJIEp M Ha TPEJIOKEHHs 3a Mo-epeKTHBHa 00a00TKa Ha ITaHHUTE B MpoIeca IO
KpUINITUpaHEe U JeKpunThpaHe. B TabnuueH BHA € W3BBPIIEH CpPaBHUTENICH aHAlIW3 Ha
pa3paboTeHOTO cOPTYyepHO MPEIOKEHUE C JPYry MyOIuKyBaHu pa3padboTku. OCHOBEH KPUTEPHA
3a CpaBHEHHE € HEOOXOAMMHSAT Opod LUKIU NpPU KPUIITUPAHE U JEKPHUNTHpPAHE, KOETO MOKa3Ba
e(EeKTUBHOCTTAa Ha TIPEIJIOKECHHUTE pPEHIeHUs. J[OMBIHUTEIIHN KpUTEpUN ca HEOOXOAMMHAT 00eM
mamMeT 3a 3alic Ha IporpamaTa M BPEMETO 3a W3BBPIIBAHE HA MpeABapUTEeNHU H34HcieHus. Ha
OCHOBaTa Ha T€3U KpUTEPHUH MOXKe Jia ce n30epe 3a U3IMO0JI3BaHe €IHO WM JIPYro OT MPeICTaBEeHUTE
pemienus. [IpeanoxkeHOTo B cTaTusATa pelieHne € cuMynupano Ha nporpama MPLAB 3a nokasBane
Ha TMpaBWJHATa OOpa0OTKa HAa JAHHUTE W W3YMCIIABAHE HA HEOOXOIUMHS Opoil LUKIHM 3a
npeoOpa3yBaHe MpU KPUTITUPAHE U ICKPUTITUPAHE.
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CPABHEHME BPEMETO HA U3N'bJIHEHUE HA CRUD
OIEPALINU NIPU PEJJALIMOHHM U HEPEJIALIOHHM BA3U OT
JTAHHU

Husn K. luHes

Pe3tome: Cratusara mpeactaBs pe3yiATaTUTE OT HM3CIACABAHETO HA BpeMeTo Ha u3mbjiHeHue Ha CRUD
OTICpallMH TIPH PEJIAIIMOHHU W HepealMoHHW 0a3u oT maHHM. [IpoBekma ce TeopeTWdeH Mperiienl, KOWTo
06XBaH_Ia OCHOBHUTE XapaKTCPUCTHUKU U PaA3TITUINA MC)K,I[y aBaTra TUIIa 6a31/1 OT JaHHU B KJIFOYOBHU CECTMCHTHU
KaTo CTPYKTypa, MamabupyeMOCT, I'bBKaBOCT M MPOM3BOAMTENHOCT. [IpakTHdeckaTa yacT Ha aHaiu3a ce
OCBHIICCTBABA UPC3 U3MOJI3BAHC HA pA3JINYHU ITPUIIOKCHUA 3a USMEPBAHC Ha C(beKTHBHOCTTa " CKOPOCTTA Ha
n3nbiHenne Ha CRUD omnepanuute B pasrienanurte 6a3u oT AaHHH. Bb3 OCHOBa Ha pe3yNiTaTHTE OT TOBa
M3CJIe/IBaHe, CTaTUsATa MPEIOCTaBs MPENOphKU 3a M300pa Ha MOAXOJANI THI 0a3a OT JaHHH CIOpE
CHCHH@)H‘IHI/ITC Hy)K[II/I Ha pa3J'II/I‘IHI/I HpOCKTI/I n HpI/IHO)KeHI/Iﬂ.

KuarouoBu xymu: comparative analysis, MSSQL, MongoDB, non-relational databases, relational databases

Comparison of execution time of crud operations in relational and non-relational databases

Diyan Zh. Dinev

Abstract: The article presents the results of the study of the execution time of CRUD operations in relational
and non-relational databases. A theoretical overview is conducted that covers the main characteristics and
differences between the two types of databases in key segments such as structure, scalability, flexibility and
performance. The practical part of the analysis is carried out by using various applications to measure the
efficiency and speed of execution of CRUD operations in the considered databases. Based on the results of
this research, the article provides recommendations for choosing an appropriate database type according to
the specific needs of different projects and applications.

Keywords: comparative analysis, MSSQL, MongoDB, non-relational databases, relational databases

1. BbBeaenue

Cucremute 3a ympaBjieHHE Ha 0a3W OT JaHHH WrpasT KIOYOBa poJid 3a €(PEeKTUBHOTO
ylpaBieHHe Ha JaHHUTE, KaTo MO3BOJIABAT Ha MOTPEOUTENUTE JIECHO Jla M3BBPIIBAT Pa3IUYHU
onepanuu. [lomoOpsiBaHETO HA MPOU3BOJUTEITHOCTTA HA TE3M CUCTEMH 3HAYMUTEIHO ITOBHUIIIABA
edeKTUBHOCTTa Ha OM3HEC MpOoIleCUTe U HaMamsBa oOmuTEe pa3xodu. Te3u cHUCTeMU MPeAOCTaBsAT
MOIIEH M HAaJIekKJCH MOJX0J] 3a 00pab0oTKa HAa MHOXKECTBO THIIOBE JaHHU. B ChBpeMEHHUs CBST
OpraHM3alMUTe M KOMIAHHHUTE Ce CONBCKBAT C MPUIOKEHHS, KOUTO TeHepupar U HaTpyIBaT
OI'POMHHU KOJIMYCCTBA JAaHHH Ha PETYJIsIpHA OCHOBA, BOJIGI\/'IKI/I A0 CKCIIOHCHIHAJICH PBCT HAa TCXHUA
ob6eM. ChIlecTBYBaIIMTE PENAIMOHHY 0a3M OT JaHHU Ca IIUPOKO U3MOI3BAHU 33 TE3U MPUIOKECHUS,
HO TSAXHaATa MPOU3BOJAMTEIIHOCT 3HAUYUTEITHO CE BJIOIIABA C YBEJIMYaBaHETO Ha oOema Ha JaHHUTE,
KaTo HEe MOraT Jia ce CIpaBsT eEeKTUBHO C mpobdiema 3a o0paboTka Ha ronemu nanHu. OCBEH TOBA,
10 BpeMe Ha pa3pabOTBAHETO M EBOIIONHUATA Ha JAJCHO MPUIOKEHWE, peallMOHHUTE 0azw OT
JAaHHY W3MUTBAT 3aTPYAHECHUS TIPU POMSHA HAa CXeMaTa BbB BPEMETO, KOETO OTpaHM4YaBa TSAXHATA
CIOCOOHOCT Ja 00paboTBAT Pa3IMYHHM THIOBE JaHHU. Te3M OrpaHUYCHHs BOAST J0 BBHBEKIAHETO
Ha NoSQL 6a3u oT JaHHM KaTo pelleHre 3a MPEoJoIsiBaHe Ha T€3H MPEAN3BUKATEIICTBA.

NoSQL e BbBeneHa HE KaTO KOHKYPEHT Ha peJIallMOHHHUTE 0a3W OT JaHHU, a KaTo
QITePHATUBEH TOJXOJ, KOHUTO ajapecupa MpoOJIeMHUTE, KOUTO pelallMOHHUTE 0a3u OT JaHHU HE
Morar na pemar. NoSQL 6a3ute oT 1aHHM HE TPECTABIISIBAT 3aMECTUTEN Ha PEIAIlMOHHHUTE 0a3H
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OT JaHHHU, a TO-CKOpPO JOMBJIHEHHE, KOETO IO3BOJSBAa CHBMECTHOTO ChHINECTBYBAHE HAa JBETE
TexHosoruu. Jlokaro pemanroHHUTE 0a3W OT JaHHW CE€ OCHOBABaT Ha ChXpaHsIBaHE Ha JaHHU B
TAOMUIM W TpeaBapuTeHO nedunupanu cxemu, NoSQL 0a3uTe OT AaHHM HE W3MOJ3BAT WIIH
npuiarat Te3W NPHHIMIN B I10-CJIa00 CBBbp3aH BHJ. BbIpekn 4Ye HAMA YHUBEPCATHO WIH
neppeKTHO peIlIeHne, KaKTO PENIAllMOHHNUTE, TaKa W HEePEIAIMOHHUTE 0a3u OT JaHHU UMAT CBOUTE
MPEANMCTBA U HEJOCTATBIIN.

C passutuero Ha VT ma3apa Bb3HUKBA HEOOXOJMUMOCTTA OT Mperiie]] Ha HATMYHUTE PEIICHUS
3a 0a3u OT JaHHH, KAKTO M OT TSXHOTO aIallTUPAaHe KbM pa3IMuHU ycinoBus. HacTosimara curyamnus
B UT cBera, 3aenHo ¢ HapacTBamara nomyisipHoct Ha NoSQL 6a3urte oT gaHHU, Hachp4yaBa I10-
3aIBJI0O0YEHO M3CIICJIBAHE M aHATU3 HA MPUYNHHUTE, TIOPAJN KOUTO JTHEC CE M3IMOJ3BAT BCE MOBEUE
HepeNnanroHHM 0a3u OT JaHHU Hape ChC CTAaHIAPTHUTE peallioOHHU 0a3u OoT naHHU. B Ta3u craTus
ca MPEACTABCHU PENAIMOHHHUTE W HEPENAMOHHUTE MOJETH Ha 0a3u OT JaHHW, KaKTO W aHAIU3
BpeMeTo Ha m3nbiHeHHe Ha CRUD onepanum npu naTta Buaa 0a3u OT JaHHU — PEIANIMOHHU U
HEpeJallMOHHH.

2. PeranmoHHu 0a3M OT JaHHH

Penanmonnute 6a3u ot ganau (RDBMS) ca 0ocHOBHU KOMIIOHEHTH B yIIPaBJICHUETO Ha IaHHU
OT JIECeTWJIETUSI HacaM. Te ce OCHOBaBaT Ha peJIallMOHHUSA MOJEN, npeayiokeH ot Exrap Kox npes
1970 r., KOITO CTPYKTypHUpa TaHHUTE BbB (OPMHU Ha TaOnULU (peraiun), CbCTOSIIN Ce OT PEIOBE U
KOJIOHU. Ta3u CTpyKTypa IMO3BOJISIBA SICHA OpraHU3allMsl HA JIAHHUTE W YJIECHSIBA JIOCTBIA JO TAX
ype3 e3uka 3a 3asBku SQL (Structured Query Language). Bcesika Tabnuma chabpika yHUKalleH
KIIF04Y, KOUTO WICHTH(HIIMpPA BCEKU PEl, a BPH3KUTEC MEXKTY TAOJIUIIUTE CE OCHINECTBIBAT Upe3
M3II0JI3BAHETO Ha ITbPBUYHK U BHHIIHM Kirodose [1][2].

OCHOBHU XapaKTePUCTUKHU Ha peslallMOHHUTE 0a3u ot nanuu [2][3]:

1. Crpora cxema Ha nanHute: Penanmonnurte 6a3u OT JaHHU pa3yuTaT Ha MPEABAPUTEIHO
neUHUpPaHU CXEMH, KOETO OCHTYpsiBa MOCIEIOBATEIHOCT M BAJIUIHOCT HAa BBHBEICHUTE JAHHHU.
Bceska Tabnuiia uMa sicHo neduHUpaHa CTPYKTypa U TUIIOBE JaHHU 33 BCAKA KOJIOHA.

2. CpoiictBa: Te mommbpkaT TpaH3aKIUH, KOWUTO TrapaHTHpar Atomicity (aroMapHOCT),
Consistency (mocnenoBarenHoct), Isolation (um3omanums) u Durability (ycroifumBoct). ToBa e
0COOEHO BaXHO 32 KPUTHYHH OW3HEC TPWIOKEHUs, KBACTO 3arybara Ha JaHHU WIH
HETOCJEeI0BATETHOCTUTE HE Ca IOMyCTUMH.

3. Hagexxmaoct m koHcucteHTHOCT: RDBMS cucremuTe ocHurypsiBaT BHCOKAa CTCIICH Ha
HaJeXJAHOCT Ype3 HUHTErpalnusTa Ha CHUCTEMHU 32 BbB3CTAHOBSBAHE HAa JAaHHM WM PE3EpBUPAHE.
Crtpororo mpuiiaraHe Ha OrpaHUYCHHSTA 32 I[EJI0CTTa Ha JaHHUTE (HAapuMep YHUKAITHU U BBHHIIHA
KIIFOUOBE) TApaHTUPA, Y€ JaHHUTE OCTaBaT TOYHU U KOHCHCTEHTHHU.

4. Cnoxnu 3asBku: SQL mpemoctaBs MOIIHKM BBH3MOXXHOCTH 32 W3MBIHEHHUE HA CIIOXKHHU
3asiBKU ¢ momotra Ha JOIN omnepanuu, moa3asiBKu U arperaiuy. ToBa mpaBu penaloHHUTE 0a3u
OT JIaHHU TTOAXOJISIN 32 IPUIIOKEHHS, M3UCKBAIH OIPOOHU aHATIU3H U PEMOPTH.

5. llogxomsaum 3a OLTP: PenanuonHute 06a3u OT JaHHU C€ U3MON3BAT IMUPOKO B
tpan3akiuoHHu cuctemu (OLTP - Online Transaction Processing), kbeTo Obp30TO U HAACKITHO
yIpaBieHUE Ha JaHHHU € KPUTHUYHO 32 OU3HEC MPOLIECUTE.

[Ipenumcraa:

o CTpykTypupanu AaHHHU: VneanmHuw 3a cHUCTeMH, KOMUTO OOPaBSIT C BHCOKO CTPYKTypUpaHU
JAHHU, KBJETO (popMaTa Ha JAHHUTE PAJIKO CE TPOMEHS.

e SQL karo crangapreH e3uk: SQL e cranmapTu3upaH M IIMPOKO Pa3NpPOCTPAHEH, KOETO
yIeCHsIBa pa3pabOTUUIIUTE U aJMUHUCTPATOPUTE MpH padota ¢ paznuuaun RDBMS cucremu.

ellenmoctra Ha nmanHute: CTPUKTHUTE CXEMHW W OTpaHWYCHHUSATA Ha Oa3uTe OT JaHHU
rapaHTHpar, 4e JTaHHUTE OCTaBaT KOHCUCTEHTHU U TOUYHH.
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Henocrarpuu:

e Jlommra mamabupyemoct: I[lpu mammabupane mo Xopu3oHTana (paslmIUpsBaHEe HA CHCTEMara
4pe3 100aBsiHEe Ha TIOBEYE ChPBBPH) PEIAMOHHUTE 0a3H OT JaHHH CPEIaT CEPHO3HU 3aTPYIHEHHUS,
ocoOeHo npu 006paboTKa Ha roJieMu 00EMU JTaHHHU.

eHe rbBKaBU CHpsMO HECTPYKTYpUPAaHW JdaHHU: PenanuoHHuTe 0a3u OT JaHHM HE ca
MOJIXO/ISIIH 32 00pabOTKa Ha HECTPYKTYPUPAHU WIH TTOTYCTPYKTYPHPAHH TAaHHH, KaTO JTOKYMEHTH,
JSON wnu rpadoBU CTPYKTYpH.

e CIIOKHM M CKBIIM aKTyallM3alluk Ha cxemata: [IpoMsHaTa Ha CTpyKTypara Ha 0a3ara OT
JTaHHU (HampuMep Jo0aBsiHE HA HOBU KOJIOHW WJIM NPOMsHA HA THUMA JaHHU) MOXKE Ja WU3UCKBA
3HAYUTEIHU YCUITUSI U PECYPCH.

3. BugoBe Hepe1auMOHHM 0a3M OT JaHHHU

B Ta3u wacr ca pasrieganu ocHoBHM TunoBe NoSQL xpaHunuina Ha JaHHU U HOIMYJIAPEH
IIPUMED 32 BCEKU OT TSIX.

A. XpaHWINIIA ¢ KJII0Y-CTOHHOCT

M3non3BaHeTo Ha XpaHWIHUINA C KIIOY-CTOMHOCT O3HayaBa, Y€ ChXPAaHEHUTE CTOMHOCTU ca
CBBp3aHU C KOHKPETEH KIII0Y M €IWHCTBEHHUAT MOJIXOMSII HAYMH 33 M3BIMYAHE HA JAaHHU € Ype3
TO3M KJIH04. Te3n XpaHWINIIA U3M0JI3BaT CTPYKTypa Ha JaHHUTE, OJ00HA HA Ta3u B KapTH (maps)
u peunnnu (dictionaries), KbETO NaHHUTE MOTAT Ja OBJAT MAHWITYJIMPAHU U O00pabOTBaHH Upe3
YHUKaJIeH KoY [4]. ['bBKaBOCTTa Ha T€3HM XpaHWIMIIA TH IPAaBU YJOOHM 3a ChXpaHsIBaHE HA JaHHU
B HecTpykrypupan (opmar. OcBeH TOBa Te MO3BOJISIBAT OBpP3M M Mam@aOUpyeMH IMPOW3BOIHU
3afBKM 3a 4YeTeHe/3almuc, KakTo M e(EeKTHBHO M3BIMYaHEe Ha MouckaHute aaHHu [5]. Tesm
XpaHuwiuima ce wm3noimsBar oT Facebook 3a chxpaHeHme Ha TyONMKAIMU C  YHHKAJIHU
uaeHtupukatopu. CToMHOCTTa Ha JaJ€H YHUKAJICH HIACHTU(DUKATOP ChABPKA CHOOILICHHUETO,
UJCHTUYHOCTTA Ha MOTPEOUTENss W BPEMETO Ha MYOJIMKYBaHE Ha ChOTBETHaTa MyoOnaukauus [6].
XpaHuIMIaTa ¢ KIo4-CTOMHOCT ca MOJAXOIAIIM B CIIlydauTe, KOraTto TpsiOBa Ja ce CbXpaHHU cecusitTa
Ha TOTpeOuTeNs, KOJIMYKaTa 3a Ia3apyBaHe WM Jla ce MOoNydyd uHbopmaius 3a JTIoOUMHUTE
IPOAYKTH Ha moTpedutens. @urypa 1 uiarocTpupa HOpoCT NMpUMeEp 3a CTPYKTypa Ha JaHHU B
XPaHWIHUILE C KJIF0Y-CTOMHOCT.

TG

Koy CroiHocT

=) —

4 < 4

,
g
1

@ur. 1. [Ipocra cTpyKTypa Ha TaHHUTE HA XPAHWJIHIIE 3 TaHHU KIIOY-CTOHHOCT

Enno or Hail-nmomynspHMTE XpaHWIWIIA C KiIrod-cToiHOCT € Redis, pa3paboreHo oT
CanBarope Candmmmmno [7]. ToBa XpaHWUIUIIE C OTBOPEH KOJ MMa CIOCOOHOCTTA J1a OCHTYpsBa
Obp3u ¥ ManabupyeMu MPOU3BOJIHU 3asBKM 3a yeTeHe/3anmuc. To Moxe Ja o0paboTBa moBeye OT
100 000 omeparuu 3a 4yeTeHE WU 3amUC B ceKyHAa. Redis chImo Taka moabpka pa3iTudHu TUIIOBE
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CTPYKTYpU OT JaHHH, KaTO HHU30BE, XEIIOBE, CHUCHLM, MHOXECTBA, IMOJPEICHU MHOKECTBA,
OUTManyu M TeonpoCTPaHCTBEHU HHAEKCH. OCBEH TOBa pasmosiara ¢ BrPajeHH PEIUIMKH, KOUTO
MoraT Ja ce peIUIMKHpaT 4pe3 Mojaed master-slave, mpum KOHTO e€auH master Moke 1a HuMa
MHOXeECTBO slaves [8].

B. Document Datastores

XpaHunuiara 3a JOKyMEHTH Ce€ M3IO0J3BaT 32 CbXpPaHEHUE M OPraHU3MpPaHE HA JaHHU IOJ]
¢dopmara Ha JOKyMEHTU. Te3u IOKYMEHTH MO3BOJSABAT ChbXPAHEHHE W M3BIMYAHE HA JAHHU B
pazmuuan popmaru karo XML (Extensible Markup Language), PDF u JSON (JavaScript Object
Notation). XpaHuiumara 3a JOKYMEHTH ca MHOTO I'bBKaBM IO CBOSATA CBIIHOCT, ThH KaTO HE
M3HCKBAT MPEIBAPUTEIHO AeUHUPAHU cXeMU. Te ChIIo Taka ce XapakTepu3nupar ¢ Bb3MOKHOCTTA
1a 100aBAT rojsiM Opoit pa3IMyHU NOJIeTa KbM €UH WM I10BeYe JOKYMEHTH, 0e3 Ja ce IyOu MsCTO
3a 1o0aBsiHEe HA CHINUTE MPa3HU MojeTa KbM Apyru gokymentu [9][10]. lokymeHTuTre ce rpynupar
3aeHO B KOJIEKIMU. Bbopeku ye enHa KOJIEKLUS € ChCTaB€Ha OT MHOIO JOKYMEHTH, BCEKH
JOKYMEHT MOXe€ Ja UMa pa3jlMyHa CXeMa U Pa3IMYHU TUIOBE CbXPAHEHHU JJaHHU. Bceku TOKyMEHT
IPUTEKAaBa YHUKAJIEH MICHTU(UKATOP B pPAaMKUTE Ha CBOSTa KOJEKIMA. XpaHWIMIIATa 3a
JOKYMEHTH Ca TMOIXOASIM 32 Yye0 TPUIOKEHHS, KOWTO BKIIOYBAT CHXpPAHEHHE Ha
HOJYCTPYKTYpUpaHHU JaHHU M U3I'BJIHEHHE HAa JAMHAMHU4YHU 3asBKU. Purypa 2 uzobpassBa mpoct
IIPUMeEp 3a CTPYKTYpa Ha JaHHU B XPAaHWJIHILE 32 JOKYMEHTH.

MongoDB e enHO 0T Hali-ONMYISPHUTE XPaHUIMIIA 32 JOKYMEHTH C OTBOPEH KOJI, HAIIUCAHO
Ha e3uKa 3a mporpamupane C++ u pazpaboreHo ot codryepnara kommanus 10gen [11]. Tosa e
BHCOKOITPOU3BOIUTENIHO U €PEeKTUBHO XpAHWINIIE 32 JaHHU. T0o € ChIo Taka I'bBKABO U O€3 cXeMH,
KaTO MOXE Ja BKJIOYBA €HA WJIM NOBEYE KOJIEKUIMH OT JOKymMeHTH. MongoDB moxe na ce
U3I0JI3BA 3a CBhXpPaHEHUWE M IEPCOHAIM3MpaHE Ha TrojieMd (QailioBe Karo H300paXKeHus u
BuzeokaumoBe. ChIIO Taka pasmoiara ChbC CIOXKEH €3MK 3a 3asBKM M nojabpka MapReduce 3a
00paboTka Ha pasnpeencHu gaHau [12].

——
1d: <ghjectldas,
TRy 0bqact Id1

phigne: Y123-456-7
email: Umyrdexample . com’

dacumient

id: <0bjectIdl>, :

usernana: U1Z3xyE" | HEGeAE dacumant

@ur. 2. [Ipocra cTpyKTypa Ha TaHHUTE HA XPAHWJIHUILE 34 JaHHU OT THI JOKYMEHTH

B. I'pa¢d 6a3upaHu XpaHWIHILA HA JAHHHU

I'pagoBuTe XpaHMIMIA HA JAaHHU ca NMPOEKTUPAHU OKOJO HAedTa 3a rpadoBa CTPYKTYpa,
KOSITO CBhABPXKAa BB3JIM, CBOMCTBa W CBBbp3Balld pbOOBE. Bb3nure mnpeacraBiasBaT OOEKTH,
CBOMCTBaTa omucBaT peajgHa MHpopManus 3a OOEKTUTE, a pbOOBETE MpPENCTaBIsIBAT BPbH3KUTE
MEXIy Bb3MTE. ['padoBUTE XpaHUIHINIA U3MOI3BAT YCHBBPIICHCTBAHU AITOPUTMHU 32 Hal-KpaThK
II'bT, 3a Oa HaIlpaBiAT IIpoIcCa Ha 3asdBJABAHC Ha IaHHU HO-e(i)eKTI/IBeH. IToBeueTo oT TE3M
XpaHWJIUIIA ca 06e3 cxeMa M Malko OT TAX MOJUIbPXKaT XOPU30HTAHO MaladupaHe, Thil KaTto e
TPYAHO Jla ce IPEMUHaBa U MaHMIIYJupa rpad, KOraro CBbp3aHHUTE BB3JIM Ca PA3NPEAEICHU IO
kiberepu. ['padoBute 6a3m JaHHU ca CIEHUANN3UPAHU B PEIIaBaHETO HA MPOOJIEMH C HAMUPAHETO
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Ha THTHINA B HaBUTAMOHHY cucTemu [13]. Te chio Taka ca mpoeKTUpaHu Ja ObIaT MOAXOASIIH 32
Mpe/ICTaBsIHE Ha CUJIHO CBbP3aHU JAHHMU KAaTO COLMAIHU BPB3KU, reorpad)Ccku JaHHH, COLHAIIHU
MpEeXH, OMonH(pOpPMaTHKA U yIpaBjieHue Ha oOanu [ 14].

Ourypa 3 moka3Ba MpOCT HpUMEP 3a CTPYKTypa Ha JaHHU Ha TpadoBO XpaHUIMILE C
HErOBHUTE BB3IIM U HACOYCHHW pHOOBe. T moKa3Ba HIKOJIKO MOTPEOWTENH, KAKBO XapecBaT U KOTO
cnenpar. Neo4j € eqHa OT HaW-TONMYJAPHUTE W MOIIHM TpadoBu 0a3u NaHHM, HamMcaHa Ha Java.
ToBa e BucOKOmpou3BoaUTENHA TpadoBa 0a3a NaHHU, KOSTO MOXKE Jla OCHTYpH T'bBKaBa MPEKOBa
CTpyKTypa. Ts € BUCOKO OCTBhIIHA U Mamiadupyema, Thil KaTo UMa CIOCOOHOCTTA J1a ChXpaHsBa U
OpraHu3upa OrpoMeH Opoi BB3IIM U BPB3KU MEXKAY TAX ePeKTUBHO. Ts pa3mnosara ¢ e3uK 3a 3asiBKU
Cypher, koiiTo ce u3moi3Ba 3a OBpP30 3asBsiBaHE M CPEKTUBHO NpeMUHaBaHe. Ts CHIIO Taka
npemyiara uHTepdenc 3a mnpeactaButTeneH abpkaBeH TpaHchep (REST) u Java mporpamum
untepdeiicu (APIs) [10] .

HoxkTtop B

AnarHosza NauueHt
MaymeHT A 5

A
AuarHoza
b

AwnarHosa
B

fNokTtop b
A

JAokTtop A

®ur. 3. Ctpykrypa Ha ganHute ot tun Graph

4. CpaBHeHue Ha BpemeTo 3a n3nbjaHeHue Ha CRUD onepannu, nsnoassaiiku MSSQL u
MongoDB 6a3u ot 1anHun

Bbp3moxkHOCTTa 32 €(pEeKTHUBHO YIpaBlI€HHE Ha JaHHM € OT CBIIECTBEHO 3HAY€HHE 3a
CbBPEMEHHUTE NPUIIOKEHHUs, KOETO Hajara HeoOXOJUMOCTTa OT M300p Ha mojxonsmia 6as3a oT
TaHHU.

CRUD omnepanuute (Create, Read, Update, Delete) mpeacraBnsBar OCHOBHUTE NeHCTBHS,
U3BbpUIBAHU MpU paboTa ¢ JaHHM, U TAXHOTO BPEMEBO M3IIBJIHEHHE € KIHYOoB (hakTop 3a
MIPOU3BOIUTEIIHOCTTA HA MPUIIOKEHUETO.

MSSQL u MongoDB ca nBe oT Hali-OMyJSIpHUTE CUCTEMH 3a yIpaBieHUe Ha 0a3u OT JaHHH,
BCSKAa OT KOWUTO MpeJulara YHUKaJIHHM XapaKTEpUCTUKHU U IMPEIUMCTBA 3a Pa3jIMYHU CLEHApUU Ha
ynotpeba. CpaBHeHHETO Ha BpemeTo 3a m3nmbiaHeHue Ha CRUD omeparuu mexny Te3u aBe 0a3u
JIAHHU 1€ MPeJOCTaBH BakHAa MH(OPMAIUS OTHOCHO TAXHATa MPOU3BOAUTETHOCT M €(PEeKTUBHOCT
pu 00paboTKa Ha JaHHU.

Ilenta Ha HACTOSALIOTO CpPaBHEHWE € J1a aHAJTU3UpPa U CPAaBHU BPEMETO 3a M3IBIHEHUE HA
CRUD omnepanun, usnonspaiiku MSSQL u MongoDB, ¢ akueHT BbpXy pasiauuusara B TsIXHaTa
MIPOU3BOIUTEIIHOCT U MPUIOKHUMOCT 32 PA3IMYHU THIIOBE MPOEKTH. BCHUKHM 3a8BKM U TECTOBE 3a
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MPOU3BOIUTEIIHOCT Ca M3MBJIHEHM Ha €IHAa U ChIla KOMIIOThpPHAa KoHGurypamus. Tabmuma 1

MOKa3Ba MPUMEPHHU 3asBKH 3a m3nmbiHeHne nmpu MSSQL u MongoDB.

Tadoauua 1. [TpuMmepHA 3asBKH 32 H3ITBITHCHHAE

Books as B JOIN Book_Genre as BG ON BG.Bookld = B.Bookld
JOIN Genre AS G ON BG.Genreld = G.Genreld

MSSQL MongoDB
SELECT * FROM Film db.Book.find();
SELECT B.Book_Name, B.Release_year, G.Genre_name FROM db.Book.find();

SELECT B.Book_Name, B.Release_year, G.Genre_name FROM
Books as B JOIN Book_Genre as BG ON BG.Bookld = B.Bookld

db.Book.find({Book name:"Tlox
Uroto™});

JOIN Genre AS G ON BG.Genreld = G.Genreld WHERE
B.Book name = ‘Tlog Uroro’
SELECT COUNT(*) as BookCount FROM Books

db.Book.count()

Tabnuia 2 nmoka3Ba pe3yaTaTUTE OT BPEMETO 3a U3M'bJIHEHUE Ha 3asBKH C PA3IMYHA CII0XKHOCT
B MSSQL 6azara manau u MongoDB 6a3ata ot nanHu. /laHHute B aBere 0a3u JaHHH ca
UJIEeHTUYHU. bposar Ha 3amucute, cb3aanenu B tadnunara c ,,Kauru®, e 100 000. Cnensa ga ce
noJ4epTae, Y€ MHOTO YECTO Pe3yJITaTUTE OT M3ITBIHEHUETO Ha 3asBKa M B JIBETE 0a3H OT JIaHHM ca
3HAQYMTEJIHO 110-0aBHM TPH ITBPBOTO M3IBJIHEHWE;, KOraTo 3asBKaTa C€ W3IBIHH OTHOBO,
M3ITBITHCHUETO € 3HAUYUTEIIHO T0-0bp30. Pe3ynrarure, mokazanu B TabauIaTa, ca B3eTH KaTo CPeIHA
CTOMHOCT OT MeT IMOCJIeIOBATeHU M3MEpBaHUs BbpPXY Chluus Opoi 3amucu. durypa 4 mokas3a
CpaBHEHHUE Ha BPEMETO 3a u3mbJiHeHue Ha 3asBkuTe mpu MSSQL 1 MONGODB.

Tabauua 2. Bpeme 3a U3bIHEHUE HA 3asIBKUTE

Bpeme 3a usnbAHeHUe Ha 3aaBKUTE npu MSSQL

Bpewme 3a Bpewme 3a YcnenrHo 1 MONGODB
U3IBJIIHCHNE HA | M3IIBJIHEHWE | BbPHATH =
MSSQL 3asBka | Ha MongoDB | 3anucu £
3as1BKa £
389 ms 50ms 100 000 200
468 ms 49ms 100 000 g . o
12ms 19ms 1 io = =
10ms 16ms 1 . S e

MSsSQL OMONGODB

@ur. 4 CpaBHEeHHE IPU BPEMETO 32 U3IIBIIHEHUE
Ha 3asBkute npu MSSQL 1 MongoDB.

3a 1a ce U3MEPU U CPaBHU BPEMETO 3a n3NbiaHeHHe Ha ocHOBHUM CRUD onepanuu Bepxy MS
SQL 6a3u ganam 1 MongoDB 6a3u ot manHm, € Ch3aJ€HO CPABHUTEITHO OMPOCTEHO MPUIIOKEHHE,
B KOETO ca HamlpaBeHH BPB3KM KbM JBeTe 0a3u OT JaHHU. [IpuiioskeHHeTo e pa3paboTeHO Ha
nporpamuus e3uk C#. JloctenbT 1m0 Oasutre OT ngaHHUW € ocurypeH upe3 NuGet makeTturte
MongoDB.Driver 1 MongoDB.BSON. Kato ce uma mpensua, ye ca M3MON3BaHU JBe 0a3u OT
JaHHY, 32 Ja Ce OCUTYpH Obp3a M JiecHa CMsiHa Ha Oa3uTe OT JaHHU, HU30BETE 3a BPB3Ka,
ChIBPIKALIM MIBTUIATA KbM 0a3UTe OT JAaHHH, Ca ChbXpPaHEHU B KOH(UrypalroHeH ¢aitn. B camus
KOJI HsAMa 3HAUMTEIHH DPA3IMKHM MEXAy HAauMHUTE Ha W3MOJ3BaHE Ha JBeTe 0a3u OT JaHHMU.
CrpIkuTE NPHU CH3/IaBAHETO HA IIPOEKTA BKJIIOYBAT Ch3JaBaHE HA BPb3Ka, Ch3JaBaHEe HA METOJH 3a
nobOaBsiHe Ha JTaHHU B 0a3uWTe OT JaHHU, YeTeHe, Moauduiupane u u3TpuBaHe (T.Hap. CRUD
onepauuu). Cb3lafeHd ca METOJHM, KOUTO TEHepupaT HabOpW OT JAHHU B 3aBHCHUMOCT OT
npenajeHus: mapaMersbp 3a Opolt 3amucu. 3a LenuTe Ha TeCTBAHETO € Ch3/aJieH TeCTOB Habop OT
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nanan. CRUD omepamuute BBpXy AaHHHUTE ca U3MBJIHEHH BBpXy mpobu ot 1, 10, 100, 1000,
10,000, 100,000 3amuca, 3a 1a ce HaOIIOIaBa 3aBUCUMOCTTa Ha BPEMETO C yBEJIIMYABAHETO HA Opost
Ha 3aIlHCHUTE.

Tabmuma 3 moka3Ba BpEeMETO 3a HW3MBJIHCHHE Ha orepanus aodaBsHe npu MSSQL u
MongoDB, a Ha ¢urypa 5 e noka3aHo TAXHOTO TpapUIHO MPEICTABSIHE.

Tadanna 3. Bpeme 3a usnbiiHeHUE Ha 3a9BKUTE 32
nob6aBstHE HAa HHPOPMAITHS

Bpeme 3a M3Nb/IHEHMUE Ha 3aABKUTE 3a
ApobGaeaHe Ha MHGopMauua

Bpewme 3a Bpewme 3a VYenemno
U3IIBJIIHEHUE HAa | U3MBJIHEHHUE Ha Jo0aBeHH %
MSSQL 3asBka | MongoDB 3asBka | 3amucu H
33.19 ms 7.65ms 1
18.65 ms 19.95 ms 10 H
56.33 ms 11.82 ms 100 &
353.98 ms 51.75 ms 1000
1845.08 ms 338.91 ms 10 000
2695.66 ms 1955.36 ms 100 000 @ur. 5. CpaBHEeHHE TIPH BPEMETO 32 U3IIBIHCHHE Ha

oneparus nodassae npu MSSQL u MongoDB.

Omnepanusra 1mo dYereHe OT 0a3a OT JaHHM C€ BIMsAE OT MHOXECTBO (DaKTOpH, KaTo
CBILECTBEHO 3HAYECHNE UMAT CTPYKTypaTa Ha JaHHUTE U HAYMHBT Ha TSIXHOTO cbXxpaHeHue. [lopagu
HECTPYKTypUpaHaTa CH MPHUPOJIA, METOIBT HAa M3BIMYaHe Ha naHHU B MongoDB Mosxe nga 0b1e mo-
CIIO’)KE€H, OCOOEHO INpU ThpPceHE M HamupaHe Ha uHpopmauusa. Bpemero 3a usmbiHeHHE Ha
orepaiys 10 YeTeHEe 3aBUCHU IJIaBHO OT CJIOXHOCTTA HAa CTPYKTypaTa Ha JaHHUTE W HAauWHA, 110
KOHTO T€ ca 3amucaHu. B KOHKPETHOTO H3Cle[BaHE M3IOJ3BAaHUTE [JAHHU HE Ca CbC CIIOXKHA
CTPYKTYypa, KOETO BOAM 110 Mo-100pa Mpou3BoaAUTENHOCT Ha MongoDB npu u3Bnuuane Ha MpocTu
3anucu B cpaBHeHME ¢ MSSQL. Pesynrtature OT €KCHEpHMEHTHTE IOKa3BaT, Y€ BPEMETO 3a
M3MbJIHEHHE Ha 3asBku B MongoDB e mo-kpaTko, ocoOeHo mpu pabota ¢ roisMm Opoil mpocTu
3anucH. V3MepBaHusTa ce 6a3upaTr Ha CPeAHOTO BpeMeE 3a M3BJIMYAHE HAa JAHHM MPU PA3IUUYHU
o0emu OT 3anucu. PezyntaTture or u3MepBaHUsTa ca MpeacTaBeHu B Tabnuua 4, U BU3yaTu3upaHu
Ha ¢urypa 6.

Tabauua 4. Bpeme, He00X0aMMO 3a H3IMBIHCHUE HA
BPEME 3a U3NMb/IHEHMWE Ha onepauua YyeTeHe

oreparysi YeTeHe. o 2
Bpewme 3a Bpewme 3a YcnemHso 2
M3IBJIHCHHE Ha V3IIBIHCHUE | TPOYETEHU .
MSSQL 3asBKa Ha 3aIHCH g
MongoDB £
3asIBKa %
16.19 ms 8.65 ms 1 H
13.65 ms 3.95ms 10 @
12.33 ms 3.82 ms 100
20.98 ms 5.75 ms 1000
35.08 ms 6,01 ms 10000
185.66 ms 7.56 ms 100 000

®@ur. 6. Bpeme 3a U3IbIHEHUE HA ONEpaLs YETEHE
mpu MSSQL u MongoDB.

Kommiorspuu Hayku u texHonorun 1 2024  Computer Science and Technologies 100



Tabauma 5. Bpeme, HeoOX0IUMO 3a W3ITBIHCHUE
Ha OIleparnus YeTCHE

Bpeme 3a uanbnHeHUe Ha onepawuuva NpomsaHa

Bpewme 3a Bpewme 3a Ycenemno .
U3IIBJIHEHHUE HA | U3IIbJIHEHHE peIaKTHpaHH s
MSSQL 3asiBka | na MongoDB | 3ammcu .
3asBKa 2
17.12 ms 25.05 ms 1
15.66 ms 10.05 ms 10 2-
15.68 ms 11.82 ms 100
124.98 ms 64.95 ms 1000
844.08 ms 618,06 ms 10 000
7195.66 ms 5411.36 ms 100 000

@ur. 7. Bpeme 3a U3NBIHEHUE HAa Onepanus IpoMsHa
npu MSSQL u MongoDB

HpOMeHI/ITe B JAHHHUTC Ha 6a3aTa OT AaHHHW MOorar aa 6’I)IlaT HU3BBPUICHU II0 pPa3JIM4YHU
kputepuu. [Ipu U3NBIHEHHETO HA 3asBKaTa B MPUIOKEHUETO € M3IO0JI3BAaHO aKTyalM3UpaHE Ha
BCUYKM 3allUCH, KaTO ca MOAUQPUIMPAHH JBa arpuOyra B paMKUTE Ha BCEKH 3aIlHC.
[Ipon3BoaUTENHOCTTa HA M3I'BIHEHUETO 3aBUCH OT KPUTEPUUTE, M3MOJI3BAaHU 3a HaMUpaHE Ha
KoHKpeTeH 3amuc. [lo-mobpu pesynratu ce HabmomaBar mpu MongoDB, mokaro mpu ClIOKHH
kputepun MSSQL nemoHcTpupa mo-no0pa epexTuBHOCT. Hampumep, mpu mpomsiHa Ha BCUYKU
3aucH, KOUTO ChIbPKAT CTPUHTOBU JaHHU ,,BapHa®, B moisieTo 3a HaceneHo msicTo. Oneparuure
[0 IPOMsIHA HA 3alMCUTE M CPABHEHUETO HA BPEMETO 3a TAXHOTO M3IIBJIHEHUE Ca MPEACTABEHU B
tabymna 5 u purypa 7.

[Tpon3BOUTENHOCTTA HA ONEPALMUTE IO U3TPUBAHE B JBETE 0a3M OT JIaHHU ca MOKa3aHU B
Tabymna 6 W MmoKa3BaT CXOJHM BpeMeHa 3a u3nbiHeHue. [lpu m3tpuBane Ha 10 000 3amuca ce
HabIo1aBa Mo-100po cpenHo BpeMe 3a u3nbinenue npu MSSQL cbpBbpa, 10KaToO B ApYTrH ciaydau
BPEMETO 32 U3ITBIHCHHE € TIPUOIM3UTEITHO eJHAKBO. TOBa € MPeICTaBeHO BU3yallHO Ha (urypa 8.

Ta6amnua 6. Bpeme, HE00X0IMMO 3a M3ITBIHCHHE
Ha orepalys U3TPUBAHE

eme 3a U3Nb/IHeHWEe Ha onepauuva UsTpueaHe

Bpewme 3a Bpewme 3a YcnenrHo £
V3OBJIHCHUE HA | U3MBJIHEHUE HA | U3TPUTH 3
MSSQL 3asieka | MongoDB 3aIiCH 3
3asiBKa :
18.95 ms 9.55 ms 1 :
16.97 ms 8.15ms 10 - s 5.5
12.98 ms 5.52 ms 100 : 0 1000 10000 100 000
22.08 ms 46.38 ms 1000
11550756683ms &2995'0366m5 11000000000 ®ur. 8. Bpeme 3a u3NBIHEHHE Ha oOIepanys
02 S 20 S ustpuBane npu MSSQL u MongoDB7.
3akiioueHue

[IpoBenenuTe u3cneaBaHus B obigacTTa Ha 0a3uTe OT JaHHU MO BpeMe Ha MOJATrOTOBKAaTa Ha
JIOKYMEHTa U aHAJIM3bT Ha MOJyYEHUTE pe3yiTaTu rnokassar, ye MongoDB nemonctpupa mo-godpa
MIPOU3BOIUTENIHOCT MpPH MO-TOJIsIM o0eM 3amucu W jnaHHW. [Ipu mo 1000 3ammca BpemeHaTa 3a
M3IBJIHEHHE ca CXOAHM, HO Ipu nosede oT 1000 3anmrca MongoDB 3nauntenno npeb3xoxiaa. B
ciyyaute, korato MSSQL mokasBa mo-100pu pe3ynTaTH, ce YCTaHOBSIBA, Y€ HM3IOJ3BAHETO Ha
MSSQL Management Studio qupekTHO BbpXy 0a3aTa OT JaHHW BOJAU JO TO-KPAaTKHW BpeMeHa 3a
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m3mbiaHeHne. CnenoBatrenno MSSQL 0asute OT AaHHU ca TO-TIOAXOJSAIIM 33 MAJIKH U CPEIHH
MIPUIIOKEHHUS, 0COOCHO KOTaTO MPOU3BOAUTEIHOCTTA HE € OCHOBEH MPUOPHUTET. PenanronnnTte 6a3u
OT JIaHHU C€ W3I0JI3BAaT MACOBO M MPEIOCTABAT JOOpPU pe3ydaTaTu mpu paboTa ¢ OrpaHudYeH 00emM
naHHu. M300pbT Ha 6a3a oT JaHHU TpsAOBa 1a Obae OOMHCIIEH, KaTO C€ B3eMaT MPEIBH/I KIFOYOBH
¢dakTopu kKato o0eM Ha JaHHUTE, T'bBKABOCT, CXeMa, OKO/DKET, THUI Ha ChPBBPA, KOJIHYECTBO H
YeCTOTa Ha TpaH3akIuuTe. Te3u GakTopu HE ca eAMHCTBEHUTE, Thid KaTO M300PHT 3aBUCH CHIIO H
oT crienuuKaTa Ha KOMITAHUATA U [IeNITa Ha pa3padoTBAaHOTO MPUIIOKCHHUE.
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INTEGRATING ADAPTIVE AUTOSAR WITH SERVICE-
ORIENTED ARCHITECTURES INAUTOMOTIVE SYSTEMS

Ivan Orfey Ivanov

Abstract: The automotive industry is rapidly evolving with the integration of advanced software
architectures. Adaptive AUTOSAR and Service-Oriented Architectures (SOA) are at the forefront of this
transformation, offering enhanced flexibility, scalability, and interoperability for modern vehicle systems.
This paper explores the integration of Adaptive AUTOSAR with SOA, discussing the benefits, challenges,
and potential solutions. Key technologies, including SomelP and middleware solutions, are examined to
provide a comprehensive understanding of the current state and future directions in automotive software
development.

Keywords: Adaptive AUTOSAR, Service-Oriented Architecture, SOA, SomelP, automotive systems,
middleware, vehicle communication

1. Introduction

Historically, one of the main factors driving the automotive industry has been customer
expectations and demands, which subsequently become trends that all OEMs must comply with in
order to be competitive in the market. The extremely intensive development of information
technology in recent decades has confirmed some indisputable trends that lead car manufacturers to
provide technological innovations that satisfy the customer's requirements. Easily noticeable
examples of such trends are autonomous driving, electrification, connectivity, which has made the
topic of receiving functional improvements through over-the-air (OTA) updates in modern vehicles
increasingly popular. These aspects are changing the way we perceive modern cars as software-
defined vehicles (SDVs), where the separation of hardware and software is not only possible, but
highly desirable, which can be achieved thanks to Service Oriented Architecture (SOA). This
allows software components to be developed, updated and deployed independently, which is critical
for SDVs where functionalities are highly dependent on software services. All those actual
directions in the automotive area require much more software which reveals some big challenges to
face on. To address these evolving demands, Adaptive AUTOSAR has emerged as a crucial
standard that is designed to complement the principles of SOA, provides a flexible and dynamic
framework that supports the integration of complex software systems required for modern
automotive applications. By leveraging Adaptive AUTOSAR, manufacturers can ensure that their
vehicles can handle the sophisticated computing tasks associated with autonomous driving,
electrification, and V2X (Vehicle-to-Everything) communication. Furthermore, the modularity
provided by the standard allows for seamless integration of new features and services, enhancing
the vehicle's functionality over its lifespan. The convergence of Adaptive AUTOSAR and Service-
oriented Architecture can be considered as a significant advancement in the automotive industry
which gives the opportunity for comprehensive infrastructure that supports the rapid development,
deployment, and updating of software, ultimately leading to smarter, more adaptable, and more
reliable vehicles.

2. Examination of the AUTOSAR Adaptive Platform

What can be noticed in the depicted Figure 1 below is an architecture logical view of the
Adaptive Platform (AP), which gives good understanding of what layers it is divided. Starting from
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the top, the Application layer takes its place, constructed by all Adaptive Applications developed by
the automotive engineers. Those applications are running on top of ARA which stands for
AUTOSAR Runtime for Adaptive Applications. This layer of the AP contains application interfaces
provided by Functional Clusters, which belong to either Adaptive Platform Foundation shown on
the left side of the figure or Adaptive Platform Services on its right side. Functional clusters play a
crucial role in the AUTOSAR Adaptive Platform by organizing and managing various
functionalities, some of which are: modular organization, service provisioning and resource
management. Finally, POSIX PSE51 can be mentioned that provides a standardized, efficient, and
real-time capable environment that aligns with the objectives of the AUTOSAR Adaptive Platform.

AUTOSAR Runtime for Adaptive Applications (ARA)

Adaptive Platform Foundation Adaptive Platform Services
API API API

Service Service

Execution Communication State

Management Management Diagnostics

Management

API API API

Identity & Signal-to-Ser- Network
Access Mgmt. vice Mapping Management

Service Service

Persistency Cryptography

Fig. 1. Architecture logical view of Adaptive Platform

Adaptive AUTOSAR applications are organized in software components (SWCs) that
communicate via services that they may provide or request. We call a SWC that provides a service a
server and an SWC that requests a service a client. Client and server roles may be fulfilled by the
same SWC. SWCs provide or request services as needed; the binding between clients and servers is
determined at runtime by the middleware through service discovery. The dynamic binding of
services is the core mechanism for providing adaptivity in AP [1].

The typical development process for the Adaptive AUTOSAR Platform is to create an
ARXML Manifest file and design an AUTOSAR modeling and E/E architecture based on the
Manifest file. Typically, this is completed with a toolchain from companies that offer different
AUTOSAR tools. The specification for the application to be executed is written and passed as an
argument through the ARXML Manifest file, and the argument is then used to execute the Adaptive
AUTOSAR Platform. First, Execution Management via ara::exec is executed, and then the AA,
which is responsible for interfacing with Execution Management, is executed [2].
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3. Methodology and Technical Scope

There are two major groups of technology drivers behind the Adaptive Platform. One is
Ethernet, and the other is processors. The ever-increasing bandwidth requirement of the on-vehicle
network has led to the introduction of Ethernet, that offers higher bandwidth and with switched
networks, enabling the more efficient transfer of long messages, point-to-point communications,
among others, compared to the legacy in-vehicle communication technologies such as CAN. The
Classic Platform (CP), although it supports Ethernet, is primarily designed for the legacy
communication technologies, and it has been optimized for such, and it is difficult to fully utilize
and benefit from the capability of Ethernet-based communications. On the other hand, the
AUTOSAR Adaptive Platform is specifically designed to take full advantage of Ethernet's high
bandwidth, switched network capabilities, offering a more suitable architecture for modern vehicles
compared to the CP. Similarly, performance requirements for processors have grown tremendously
in recent years as vehicles are becoming even more intelligent.

It is also worthwhile to mention that there is a combined effect of both processors and faster
communications. As more processing elements are being combined in a single chip like manycore
processors, the communication between these processing elements is becoming orders of magnitude
faster and efficient than legacy inter-ECU communications. This has been made possible by the
new type of processor interconnect technologies such as Network-on-Chip (NoC). Such combined
effects of more processing power and faster communication within a chip also prompts the need for
a new platform that can scale over ever-increasing system requirements [3].

Some key features of Ethernet in the scope of Automotive Systems are mentioned and
explained in Table 1.

Table 1. Summary of Ethernet in Automotive Industry

Feature Description
Technology Type High-speed, packet-based communication protocol
Bandwidth Typically ranges from 100 Mbps to 1 Gbps or higher
Network Topology Commonly used in star or switched network topologies for efficient data

handling
Infotainment systems, ADAS (Advanced Driver Assistance Systems), V2X

B (CREE (Vehicle-to-Everything) communication, over-the-air (OTA) updates
Real-Time Supports real-time communication with protocols like TSN (Time-
Capabilities Sensitive Networking) for deterministic data transfer
. Includes various security measures such as encryption and secure protocols
Security

to protect data integrity and confidentiality

The modeling of service-oriented E/E architectures and the lower-level Ethernet networks is
already relevant for many ECUs of different performance classes. The spectrum extends from
intelligent sensors such as camera, radar and LIDAR systems through to central high-performance
computers that implement sensor fusion and the higher-level driver assistance applications. ECUs in
the lower and medium performance classes are often based on a conventional AUTOSAR software
architecture. However, other operating systems are necessary for high-performance ECUs. On the
one hand, support is needed for the corresponding hardware accelerators, for example for graphical
units. On the other hand, there is a need for greater flexibility in application handling and the updat-
ing of data. This is why POSIX-based operating systems are mostly used in this field. The best-
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known software solutions in the automotive environment include Linux — for safety-relevant
applications under Linux [4].

4. Overview of SOME/IP Protocol Specification

In the context of integrating service-oriented architectures within automotive systems, the
Service-Oriented Middleware over IP (SOME/IP) plays major role. SOME/IP is a communication
protocol that facilitates efficient and fluid service-oriented communication between software
components in modern vehicles. It is designed to support the complex requirements of in vehicle
networks, enabling seamless data exchange over Ethernet networks. This protocol aligns with the
adaptive platform's goals by supporting dynamic discovery and binding of services, allowing for
more modular and expansible system designs. The integration of SOME/IP into the AUTOSAR
Adaptive Platform helps in achieving interoperability and coherent communication across various
vehicle domains, leveraging the high bandwidth and low latency of Ethernet networks. SOME/IP is
flexible and scalable, supporting various communication methods and data types. In addition, it has
many other advantages, like not depending on the platform and being economical because it
transmits data only when the receiver needs the data. Since the data exchanged through SOME/IP in
the vehicle are mainly vehicle control messages, it cannot be emphasized enough how vital
SOME/IP communication security is. A vehicle control message that has been maliciously
manipulated by an attacker causes the vehicle’s control system to operate in a way the driver does
not want, which can lead to life-threatening consequences for the driver and passengers [5].

SOME/IP is based on service definitions that list the functionality that the service provides. A
service can consist of combinations of zero or multiple events, methods and fields. Events provide
data that are sent cyclically or on change from the provider to the subscriber. Methods allow the
subscriber to issue remote procedure calls (RPCs) executed on provider side. Fields are
combinations of one or more of the following three:

e a notifier which sends data on change from the provider to the subscribers

e a getter which can be called by the subscriber to explicitly query the provider for the value

e a setter which can be called by the subscriber when it wants to change the value on

provider side

The major difference between the notifier of a field and an event is that events are only sent on
change, the notifier of a field additionally sends the data directly after subscription [6].

On Figure 2 below, the SOME/IP protocol data frame structure is seen. It is mainly composed
of the message header (Header) and message body (Payload). The Header part contains:

e Message ID which shall be a 32-Bit identifier that is used to identify the RPC call to a

method of an application or to identify an event.

e Length field shall contain the length in Byte starting from Request ID/Client ID until the
end of the SOME/IP message.

e Request ID - The Request ID allows a server and client to differentiate multiple parallel
uses of the same method, getter or setter.

e Protocol Version identifing the used SOME/IP Header format.

e Interface Version shall be an 8-Bit field that contains the Major Version of the Service
Interface.

e Message Type is used to differentiate different types of messages.

e Return Code shall be used to signal whether a request was successfully processed.
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Fig. 2. Stucture of SOME/IP data frame

By following the explanations regarding the different fields mentioned above and as well as using
the formula below, the total size of a data frame in the SOME/IP protocol can be calculated by
summing the sizes of the header and the payload.

Frame size = Header size + Payload size 1)

In order to ensure the interoperability of the SOME/IP protocol, the format of all protocol
headers is consistent. The fields in the header are displayed according to the transmission order. The
fields in the upper left corner are first sent, and the order to be processed is also determined by the
position of the fields in the message. Therefore, unicast, multicast, and broadcast are supported, and
different communication types can be applied to different communication scenarios [7].

A crucial aspect of the SOME/IP protocol is its robust Service Discovery mechanism, which
plays a pivotal role in enabling dynamic and efficient communication within service-oriented
automotive architectures. Service Discovery in SOME/IP allows for the automatic detection,
announcement, and connection of services between software components across the vehicle's
network. This functionality is essential in modern automotive systems, where software components
must dynamically interact with one another to provide advanced features and adapt to varying
operational conditions. By leveraging Service Discovery, the AUTOSAR Adaptive Platform can
seamlessly manage the lifecycle of services, ensuring that communication endpoints are
consistently and reliably established across the vehicle's Ethernet network.

SOME/IP-SD (Scalable Service-Oriented MiddlewarE over IP - Service Discovery) is used
to:

e | ocate service instances

e Detect if service instances are running
e Implement the Publish/Subscribe handling

Inside the vehicular network service instance locations are commonly known; therefore, the
state of the service instance is of primary concern. The location of the service (i.e. IP-Address,
transport protocol, and port number) are of secondary concern [8].

The service discovery process (Figure 3) is performed when the system starts, including three
phases: initial wait, repetition, and main. Servers and clients notify each other of service
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information through SOME/IP-SD messages, consisting of the entries array and options array [9].
The find service entry shall be used for finding service instances from the client side and shall only
be sent if the current state of a service is unknown, while the offer service entry is used by the
server side to explicitly offer access to particular service to the given client. Next step performed by
the client is to subscribe for receiving events part of the provided service or event group containing
specific events and on the other hand the server side has to acknowledge the subsription. After that,
the communication for sending and receiving data between the client and server starts.

Client Server
Find Service >
- Offar Service:
Subcribe >
- Subcribe Ack
- Motification

Fig. 3. Sequence of service discovery process

5. Conclusion

This study mentions some popular trends in the automotive industry and address the
accompanying challenges with them. The research goes through one major problem that car
manufactures are forced to deal with which is mainly the growing amount and complexity of
software in modern vehicles. It suggests integrating Adaptive AUTOSAR with service-oriented
architectures as an effective engineering aproach to face this issue, highlighting the benefits of
Adaptive Platform and its compatibility with Ethernet-based communications in vehicle networks,
as well as the usage and specifics of the SOME/IP communication protocol.
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AHAJIN3 HA CbBPEMEHHU UHTEJIUI'EHTHU CUCTEMMU 3A
MOHHUTOPHUHI" HA CEJICKOCTOITAHCKHA U IIMTOMHHA
AKNUBOTHHA

Humutsp B. ABpamon

Pe3rome: [Ipe3 mocinegHuTe roauMHU IMPOCIEASBAHETO HAa 3/pPAaBETO HA JKUBOTHUTE C PA3IMYHU
BUJIOBE MHTEJIINTEHTHU CHCTEMHU CE€ pa3BUBa Bce IoBeue. B craruATa € HampaBeH CpaBHUTEJIEH
aHaJIM3 Ha TaKbB BHUJ CHUCTEMHM KaTO ca OOXBAaHATH CEJICKOCTONAHCKU JKUBOTHH M JIOMAIIHU
mobumim. [lokazarenure u pakTopuTe, KOUTO C€ CIEIAT, ca TeMIepaTypa, KpbBHO HAISATaHE | JIp.
Pasrnenanure cucreMu ca CpaBHEHH IO Pa3iM4YHU I[OKa3aTeld — MHUKPOKOHTpoJep, codryep,
TEXHOJIOTUsl, CEH30PU.

Kiao4oBH AymMH: UHTEIMIEHTHH CHUCTEMH, MOHUTOPMHI Ha CEJICKOCTONAHCKU KMBOTHH,
MOHHUTOPHUHI HAa IUTOMHH KUBOTHHU, UHTEPHET HA OOEKTUTE

Analysis of modern intelligent systems for monitoring agricultural animals and pets
Dimitar V. Avramov

Abstract: In recent years, animal health monitoring, with various types of intelligent systems, has
been developing more and more. In the article, a comparative analysis of such systems was made,
including farm animals and pets. The indicators and factors that are monitored are temperature,
blood pressure, etc. The considered systems are compared according to various indicators -
microcontroller, software, technology, sensors.

Keywords: intelligent systems, agricultural animals monitoring, pet monitoring, internet of things

1. YBog

[Ipenu na ObIaT omMMCaHM PA3TUYHUTE BHUJIOBE WHTEIUTCHTHH CHCTEMH, € J00pe na ce
MIPUIIOMHU Kak (hepmepuTe ca HabroJaBaiu 100UThKa ci B MuHanoTo. Haili-uecto, B exenHeBHaTa
cH paboTa, TOBa ce € CIy4YBaloO ChC CTaHIAPTEH ayAHO-BU3yalleH KOHTakT. Karto mpobiem, KoiTo
MOXKE J1a ce TOSIBU €, Y€ TO3W THUN HaOJI0JIeHHE HAMa Kak Jla He ce MpeKbcHEe 3a 24-Te ydaca B
JI€HOHOIIHUETO.

B Haie Bpeme jKMBOTHOBBJICTBOTO €€ IPOMEHS ¢ Obp3H TeMIloBe. ['0yiiMa yacT OT yYeHUTE U
(dbepmepuTe MPOTHO3UPAT, Ye Mpe3 cleABaIuTe 15 ToJUHN THPCEHETO Ha MECO III€ HapacHe ¢ OKOJIO
40%. 3a na ce pemu To3u, KaKTo U APYry MpodiieMu, ca HEOOXOJUMHU HOBHU MOJIXOIN U TEXHOJIOTUU
3a yBelM4yaBaHe Ha MPOU3BOAUTEIHOCTTA. BCHUKM Te3M pelieHus TpsOBa 1a Mogo0psaT rpuxkara 3a
3[IpaBETO Ha JKHBOTHUTE M CHIIO TaKa Jia ca IaIsIlyd KbM OKoJHaTa cpeaa [1].

B 6mu3koTo Obaenie Bce MO-TrOJsMO 3HAU€HHUE 3a JKMBOTHOBBJCTBOTO IIIE€ 3aeMaT MSCTO U
MOJACPHUTE TEXHOJOTHHN 3a MOHUTOPHUHI HA )KUBOTHHCKU BUIOBC. Tes3n pemieHuAd e ca OT rojsaMa
TMOJI3Ba 32 M3XPAHBAHETO HA HACEJICHUETO, KAKTO U 3a CIEJACHETO Ha )KM3HEHOBAXXHU MPOIIECU TIPU
JKUBOTHHUTEC.

WHTenureHTHUTE CUCTEMH C€ HW3IMON3BaT 3a HAONMIOJeHUE, Mpeacka3BaHe M aHamu3. Te3u
CHCTEMH ITOMarar 3a CIpaBsHETO C MPOOJIEMH KaTo:

- MOBUIIIaBaHe HAa KAYECTBOTO M KOJUYECTBOTO HA CEICKOCTOMAHCKUTE KUBOTHU;

- CJIeJICHE Ha MUTpAIyATa U OOJICCTHTE IO TUBUTE )KUBOTHH;

Kommiorspuu Hayku u texnonorun 1 2024 Computer Science and Technologies 110



- OJIy4aBaHe Ha pelieBaHTHA MH(OpMAIKs 3a MYEIHUTE CEMEHCTBA OT pa3CcTosiHue, Oe3 a ce
OTBApsIT KOLIEPUTE U Ja Ce MPEKbCBa pabOTHHS UM IIPOIIEC;

- BJIMSIHUETO Ha Pa3HOOOpa3HH OTHAIBIIM HA )KUBOTHHUTE, KOMTO KHBEST BbB BOJATA.

3aToBa B JHCNIHO BpeME C€ W3IIOJI3BAT pa3jIMuyHHM TEXHOJIOTHHU, Karo eaHa oT Tsax e loT
(uaTEepHET Ha 0OekTuTe) [2].

Hurepuer Ha obextute (IoT) e TeXHOIOruUs, KOATO Hail-4eCcTO ce CBBbP3Ba C M3TrPaXkJaHEe Ha
MHTEIUIeHTHH JoMoBe. OCBEH TOBa Ta3W TEXHOJOTHs BCE MOBEYE HABJIM3a B PA3JIMYHU CEKTOPH,
KaTO eJIUH OT TSAX € )KUBOTHOBBACTBOTO. CHILO TaKa KbM TEXHOJIOTHATA C€ Pa3pabdOTBaT pa3InyHU
CEH30pH, IpelaBaTe)ld W AITOPUTMHU 3a aHAM3 Ha IOJYyYCHUTE NaHHH, MPUCIIOCOOCHH KbM
0COOCHOCTUTE Ha JCWHOCTHTE U ONIEPAIIMUTE, U3BBPIIBAHH B PA3TMYHUTE OTPACIIH.

[Tpu paznuyauTe BUOBE KUBOTHH |0T TeXHOIOrUsTa Ce Pa3BUBa B HAKOJIKO HAIIPABIICHHUS:

- CJIC/ICHE HA XPaHCHUATA Ha KMBOTHUTE;

- Clie/IeHe Ha JIBIDKCHUETO Ha )KUBOTHHUTE, KOTaTo ca IyCHATH Ha I1alla,

- ClIe/IeHe Ha [TOBEJACHUETO Ha JKUBOTHUTE!

O MpH cpellia Ha KUBOTHH OT €MH BUJ;
O TMIpH Cpellla Ha )KUBOTHH OT Pa3IMYCH BHI;
O TIpH Cpella Ha )KUBOTHH OT Pa3IMYCH IO,
- ClIe/ICHEe Ha Pa3JIMYHM )KU3HEHH TI0KA3aTel 3a IIPEBEHIUS Ha 3PaBOCIOBHH IIPOOIEMH.

2. N3noxenue

Upes paznuyHUTE WHTEIUTCHTHH CUCTEMHU MOTaT Jia c€ HaOJI0JaBaT BCSIKAKBU JKUBOTHUHCKU
BUIOBE. Mo)ke Ja ce CledsaT OWBU JKUBOTHH, IUTOMHHU JKMBOTHH, CEJICKOCTOIIAHCKH >KUBOTHH,
KaKTO Y BOJHU OOUTATEIIH.

B 3aBHCHMOCT OT BHJa Ha >KUBOTUHCKHMS BUJ, KOMTO 1€ CE CIEAU, CHCTEMHTE MOraT 1a Obaar
pazzieNeHu 1o CJICTHUS HAaYUH:

- CHCTeMa, KOSITO J1a Ce 3aKpenu BbpXY JOOUTHKA;

- CHCTEMa, KOSITO JIa CE TIOCTaBH Ha OIMPEEIICHO MSCTO — IbPBO, XPacT, CTHJIO;

- CHCTeMa, KOSITO J1a C€ MOCTABU Ha XPAHUJIKA UJTU TIOUJIKA;

- CHCTeMa, KOSITO JIa C€ TIOCTaBH B Crpajia;

- CHCTeMa, CIIOpE] BUIa HA )KUBOTHOTO.

CHOpC,I[ BHJa Ha U3CJICABAHOTO )KUBOTHO, CUCTCMHUTC CC ACIIAT HaA:

- UHTCJIUTCHTHU CUCTEMHU 34 MOHUTOPUHI HAa CCIICKOCTOMAHCKHU KMUBOTHH,
- UHTCJIIUTCHTHU CUCTCMHU 3d MOHUTOPUHI" HAa TIMTOMHHU KUBOTHU

- UHTCJIUTCHTHU CUCTEMHU 34 MOHUTOPUHI HA ITUCIIN,

- I[p
2.1. HTEJUreHTHH CHCTEMH 32 MOHMUTOPHHI HA CCJICKOCTOMAHCKHU KUBOTHH

WHTENTUreHTHOTO KMBOTHOBBJCTBO € €1Ha OT 00JacTuTe, KOUTO OMxXa MOIVIM J1a M3BJeKar
rojsiMa TOfi3a OT U3MOJ3BAaHETO Ha CBBPEMEHHM TEXHOJIOTHU. TS BKIIOYBA IMIUPOKO
B3alMOJICHCTBUE M CHKUTEJICTBO MEXAY XOpa M >KMBOTHM M YECTO C€ Hapuya ChIIO MPELU3HO
*uBOTHOBBACTBO (Precision Livestock Farming). [ToHacTosiiieM MHTEIUIEHTHOTO OTIVIKIAHE HA
KUBOTHH OTrOBapsi Ha OCHOBHUTE HYXXAM Ha QepMepuTe, Karo HalpuMep IOAIOMaraHe Ha
CTOIIAHMTE J1a aBTOMATHU3HUpAT MIPOLECA - HAIIPUMEP, ChbC CUCTEMH 3a KOHTPOJI HA XPaHEHETO.

J’KuBoTHHTE, KOUTO CMagaT KbM Ta3HW KaTEropus, ca MHOIO, KaTO 4acT OT TAX ca: KpaBU;
CBHUHE; JIOMAIIHU MITUIH; KO3HU; OBIIE.
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2.1.1. MHHTeJUreHTHH CHCTEMH 32 HAOJIIOJeHHE HA MJICKOAANHHU KUBOTHH

[Ipu roBemara, KakTO M NpHU APYrd MICKOJAWHM >KMBOTHH, TO-IOOPOTO MM OTITICKIAHE
JOBEX/1a /10 10-100p0 MPOTUBONOCTaBSHE HA Pa3au4Hu OosiecTH. OT NMpeNuIIeH ONUT € OTKPUTO,
4ye (M3MOJIOTUYHUTE U TIOBEJCHUYECKUTE PE3YNITAaTH OT M3CIEIBAaHUS HA TOBEAa, HAMUPAIIH Ce B
CTOIIAHCTBOTO, NPENOCTaBs MHPOpPMALUsA 3a 3JpaBeTo UM 110 BpeMe Ha nama. [Ipumep 3a ToBa ca
JBIDKEHUATA HA IJ1aBaTa U CKOPOCTTA, C KOSATO JKMBOTHOTO CH JBM)KM IJIaBaTa. Te3W MoOKaszarenu
MoraT Ja MOMOIHAT KakToO 3a 3/IpaBeTO Ha )MBOTHOTO, Taka M 3a KayecTBOTO HAa MIIIKOTO. Besiko
JBMDKEHUE, KOETO Ce OTJIM4aBa OT CTaHJApTHOTO 3a J0OMTBbKA MO BpeMe Ha Iamla, MoXe Ja
IpUBJicYe BHUMAHHETO Ha cTonmaHuHa. KakBUTO M MpOMEHH J1a ce 3a0enexar B MOBEACHUETO, SICHO
II0JICKA3BaT 3a MosiBaTa Ha npobsemMu. Ciie0BaTeIHO MoraTr Jia c€ M3MOJI3BaT KaTo BXOJIHHU JaHHU
3a cHCcTeéMa 3a MOHUTOPHHT. 3HACHKU MO3WIMATA, KOATO Ca 3aelH — JIETHAIO ChCTOSHHE WIN Ca
U3IIpaBeHW M fAJaT, MMa BaXkKHa poJii B IPOU3BOACTBOTO Ha Miko. Cucremara, KOATO €
npezcTaBeHa B [3], ciean 3a HAKOJKO (akTopa, KOUTO ca:

- TeJIleCHa TeMIepaTypa;

- THHCHE Ha KOIHUTATa;

- 0oJecTu, KOUTO MOCTENEHHO OTCIa0BaT )KUBOTHOTO;

- IApa3HTH;

- KyLoTa.

Mo6mtaute WSN (0€3KHYHH CEH30pPHH MPEKH) TIO3BOJISBAT HEMPEKHCHATO HAOIIOIEHHE Ha
KMBOTHHUTE C IIO-BUCOKA YCTOMUMBOCT COPSMO CTaHAAPTHOTO HabmoaeHue. Ha Hamumiinunure upes
GPS cucremara ce naBa BB3MOXKHOCT Ja C€ OTYETE€ MPOIABJDKUTENHOCTTa Ha mnamara. Ot
JauTeparypaTa ce BIKAA, Y€ HamuiHuium ¢ BrpageHa GPS cucrema ca mpuiIoKeHHM yCHEIIHO OT
HSKOJIKO u3ciieaoBaTenu [5, 6].

CucreMara 3a MOHUTOPUHT Ha CEJICKOCTOIIAHCKH JKUBOTHH [/] ce ChCTOM OT JBE MOACUCTEMHU
- 32 XMBOTHHUTE M 3a OKOJHATa cpefa. M nBeTe MOJACHCTEMH HM3MpallaT OTYETCHHWTE TaHHU Ha
depmepcku koHTposep. Toil (hepMepcKUAT KOHTpOJIEp) CHUHXPOHM3Mpa JaHHUTE 4upe3 o0iaka,
KOMTO TpeocTaBs Bpb3KaTa ¢ MOOMITHOTO YCTPOMCTBO Ha CTOMIAHMHA.

W Tyk, KakTO HpU IMO-TOpHaTa CHCTeMa, ce HaOM0AaBaT pa3IMYHU IOKa3aTeld KaTo:
TeMIepaTrypa; KpPBbBHO HaJsiTaHe, XpaHEHe, MPOMEHH B TIOBEACHUETO; NpPHUEM Ha TEYHOCTH,
COLIMAJIHO MTOBEJICHHE.

XapayepHata 4acT Ha cCUCTeMara ce ChCTOM OT JaBa Opos MukpokommtoTpu Raspberry Pi,
KOHUTO ca 3a JIBeTe MOACUCTEMHU, CEH30PU 3a TeMIIepaTypa, BIaKHOCT, KUPOCKOII, aKCEIePOMETHP,
O6apomersp, LED wmarpuna, xamepa u mpkoicTHk 3a ynpaieHue. CodryepHara peanuzanus e
Oaszupana Ha esunute Python u Java, kato Python e m3mon3Ban 3a mpenaBaHe Ha JaHHHTE OT
MUKpPOKOMIIOTPUTE, a Ha Java € HamucaHo MOOWIIHOTO IpuiiokeHue. MOOMIHOTO MpUIIOKEHHE
MPEJOCTaBs pa3IMyHU BB3MOXKHOCTH, KaTo (GepMepbT MOKE J1a M30epe KOU XapaKTepUCTUKU J1a
cllein, KaKTO U KOM YCTPOWCTBA JIa YIPaBJsiBa — BEHTHJIAIMS, 3aTBApsSHE M OTBApsSHE HA BPATH | JIp.
bazara or naHHM, KOosATO € u3noi3BaHa, € MySQL, a KoMyHHMKanusITa MEXIy OTACITHHUTE
KOMITOHCHTH Ha cUcTemara ¢ peaimsupana upe3 TCP Bpw3ka. CurypHoctra ¢ 6asmpaHa Ha TLS
MPOTOKOJL.

2.1.2. HHTeJUreHTHH CHCTEMH 32 HAOIIOJeHHE HA JOMAIIHH MTHIH

[Ipe3 mocneaHUTEe TOAUHU OTTIIEKAAHETO U KOHCYMAlMATa HA JOMAIIHU NTUIU Ca HapaCHAJIX
B 11 CBAT [8] M TOBa ce JABDKM HA ThPCEHETO HA BHUCOKOTO ChIbP)KaHHE HA MPOTEHHH, HUCKO
ChABbpKaHUE HA HATPUM U XOJIECTEPOIL.

Cpenara B KOKOIIApHUKA € MHOTO BakeH (DaKTOp MpH OTTJICKIAHETO Ha JOMAIIHUTE MTHUIH,
3al0TO Ka4eCTBOTO HA MECOTO M siIata IO TroJisIMa CTENEH 3aBUCAT OT YCJIOBMATA, KOUTO ca
ocurypenu. ToBa OT cBOs cTpaHa Hajlara IOCTOSIHHO CIIEJICHE Ha TeMIepaTypaTa, KadeCTBOTO Ha
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BB3/yXa, MPOBETPSBAHETO HA MMOMEUICHUETO, BIAKHOCTTA, KOHIEHTPAIUATA Ha PAa3IUYHU BUIOBE
XUMHUYHU €JIEMEHTHU WIN CheIMHEHUs (Ta30Be) — BBIIEPOJICH TMOKCUI, aMOHSIK U JIp.

PMS (Poultry Monitoring System) [9] usnon3sa ESP32 mukpokontposep, DHT11 censop 3a
TemnepaTrypa u BiaaxHocT, PIR cenzop 3a nBuxenne u MQ135 cenzop 3a ras.

3a cIeleHEeTO Ha KaueCcTBOTO Ha Bb3AYyXd, CEH30PBT, KOMTO € M3IO0J3BaH, IPEIOCTABS
nHdopmanus 3a HuBata Ha: NH3; NOX; ankoxom; 6ensen; qum; CO2.

PIR ceH3opbT MOXe Ja 3achya >KUBOTHO WJIM YOBEK, KOMTO CE€ Hamupar B OJIM30CT [0
KoKkollapHuka. [Iunerata ca mpeapasnoyioKeHH 3a HamaJeHue OT XUIIHUIU KaTo KOTKH, Kydera,
JUCUIIM WM Ja ObAAaT OTKpaJHATH OT 4YoBeK. ToBa 00OCHOBaBa Hy)KJaTa OT H3IIOJI3BAHETO Ha
CEeH30pa.

DHTI11 ce wm3moms3Ba 3a 3acHuyaHe Ha TeMIlepaTypaTa W BIQXHOCTTa B NTHIedepMara.
Wneannarta temneparypa 3a ntuiure € okoio 20°C wiu 70°F, a BnaxHoctTa — Mexay 60% u 80%.
JlaTyukbT 10 nopa3zoupaHe € HaCTPOEH, KOETO YJIecHsBa paboTaTa C Hero.

ANTopUTBEMBT 32 paboTaTa HAa CUCTEMATa CE ChbCTOU OT CIEIHUTE CTHIIKH:

- Inunmanu3zanusi Ha MUKPOKOHTPOJIEpA U CEH30PUTE;

- [IpoBepka mpu cBbp3BaHE KbM O€3KUUHATA MPEXKa,;

- [IpounTane Ha CTOMHOCTUTE OT CEH30PUTE;

- Uznpamane Ha napopmarusta ot cenopute kbM Blynk npunoxenue.

CodryepsT ¢ Hamucan Ha e3uka C++. M3mon3Bat ce pasnudnau nporpamuu uarepdeiicu (API),
KOHUTO MPEIOCTABSAT JOIBIIHUTEITHA BE3MOXHOCTH Ha ESP32 MukpokoHTposepa, a 3a u3BeKIaHe HA
JaHHHUTE OT CeH30pHTe € u3mos3BaHo Blynk.

ITpu cucremara [10] ce maBa Bb3MOXHOCT Ha (epMepa ja HaOMOAaBa nTUIedepMara U Ja
KOHTpoJupa AeiHocTTa n. Cucremara € KOMOMHAIMS OT O€3KUYHU CEH30pU M MOOHIIHA CHCTEMA,
KOSATO MOJKE Jla ce ynpasisiBa U HaOmonaBa. [lapameTpu Ha okojiHaTa cpeja Karo TeMIeparypa,
WHTEH3UTET HAa CBETJIMHATA U ra3 (aMOHSK) ChIIO c€ HAONIOAABaT U KOHTPOJIHMPAT aBTOMATHYHO
[11]. Ypes NuTepHeT ce cBBP3BAT YCTPOUCTBATA, KATO UM CE OCUTYpSIBAT Pa3sHOOOpa3HU HAYMHH 32
KOMYyHHKaIus. IHTeIUreHTHUTEe CUCTEMHU MOraT Jia CIeCTAT napu, BpeMe U TPY/.

Ta3u cucrema HamainsiBa YOBEUIKUSI TPYA — HE Ce Hajlara 4oBeK Ja HaOJrogaBa IMOCTOSHHO
uMa JIn XpaHa win He. CucremaTa BKJIIOYBA JIB€ TJIaBHM CEKLMU - IIbpBaTa € 3a MOJaBaHe Ha
XpaHaTa B KOHTEHHEpHTE, a BTOpATa € 32 KOHTPOJIUpPaHe Ha TEMIIEpaTypeH CeH30p, KOMTO Ja cienu
3a CBEXXECTTa Ha XpaHaTa 3a nueraTta [12]. Cbio Taka ce mogo0psBat ClieAHUTE YCIOBUS:

® KJTUMaTa Ha JJOMAIIHUTE MITUIIH,

e HaMaJIsIBaT ce Pa3XxoJUTe 3a pabOTHA PbKa;

® CIIeCTsIBa CE XPaHa;

® XpaHEHMATA HA MTIJIETa Ca HABPEME;

¢ 1305TBa CE 3aMbpCEHA XpaHa OT HACEKOMH.

Cuctemata U3MOJ3Ba pa3IMYHM CEH30pU U open-source copryep. Moxe nga oruura
TeMIepaTypa, BIaXKHOCT, HHTEH3UTET Ha CBETJIMHA W Ka4eCTBO Ha BB3Ayxa. lIpoekTHpaHa e Taxa,
4ye GOoKyChT Ja nmaja BbpXy u3noisBaHeto Ha loT, HuckoOwKeTeH Xapayep U cBoboieH codryep.
Tst cectsBa Bpeme, HaMassiBa TpyZAa OT TJIEJHA TOYKA Ha pabOTHA PbKa U TIOBUIIIABA TIPOIYKIIHSTA.

Cuctemara W3IBJIHSABA CJIEIHUTE 3aJauyd - I'BPBO, MOTPEOUTENAT 3ajaBa KOMaHIa KaTo
BKJIIOYBAHE HA CHCTEMAaTa MM KOMaH/a 3a HAKAKBO JIBUKCHUE Ype3 MPUIIOKEHHE, KOSTO M3I0I3Ba
Bluetooth Texnonorus — ¢ apyru nymu, Ha Bluetooth Mmonyna ce usnpaia nadopmarys, KosTo ce
npenaBa Ha Arduino UNO. Btopo, monmBaHeTo ¢ BoJa — ako TeMIlepaTypara ce€ IMOBUIIM Ha
rpaHuIlaTa, KOATO € 3aJajieHa, Ha MOTpPeOMTeNs ce H3Ipalla M3BeCTHe, a TOH Beue Moxke Ja
KOHTpPOJIMpPa MOTOPUTE, KOUTO OTrOBApSAT 3a IOMIIaTa ¢ BojaTa. Tperara 3aj1a4ya € U3M0JI3BaHEeTO Ha
BMJIA 32 IPEMaXBAaHETO Ha OTMAIBILIUTE, J]a C€ HAMAJIM Ch3/aBaHETO Ha ra3oBe.

XapayepsT Ha cuctemara ce cbetor ot Arduino UNO, DHT22, Bluetooth Moy, censop 3a
pascTosiHue, ApaiiBep 3a KOHTPOJIUPaHe Ha MOTOPH.
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ANTOPUTBEMBT C€ pa3zeliss Ha HAKOIKO YacTH, B 3aBUCHMOCT OT TOBa, KOETO TpsOBa aa ce
VIpaBIIsABa:

- MBJTHEHETO Ha XPAHUJIKATA;

- KOHTPOJIUPAHEe Ha TeMIIepaTypara;

- HaMaJIsBaHEe Ha ra30BeTe;

- 3aCMYaHe Ha MPEIATCTBUS.

Maremaruueckust monen (S = (I, O, F, SP, G)), koiiTo ce u3Moi3Ba, c€ OCHOBaBa Ha
MHOKECTBO OT BXOJIHHU JIAaHHU, MHO’KECTBO OT M3XOJHH yCTPOMCTBA 3a YIPABJICHUE, ITBJIHCHETO Ha
XpaHWJIKaTa ¥ KOHTPOJIMPAHETO Ha ra30BeTe.

2.1.3. Cucremu 32 HA0JII0JeHUE HA ')KUBOTHH, OTIJICHKIAHH 32 MeCO

B cucremara [13] e mpoextupano 10T mpriokeHHe 3a HOAAPHKKA HAa MaJKd CBUHE(PEPMHU.
[Monynanusita Ha ToBa mpoy4sane e¢ B3eta or SMCE (Small and Micro Community Enterprise)
¢dbepmu B nmpoBuHnus Nakhon Si Thammarat, Taitmanna. [loctpoenara cBuHedepma € C OBAUTHAT
MOKPHUB 3a BEHTWJIANMS, B KOATO ce oTriexknar 120 mpacera, pasneneHu B 4 oTaeneHus/Ookca.
ExxenneBHOTO 3aabkeHHe Ha (epMmepa € Jja U3CUIIBAa XpaHa BbB BBPTAIL CE€ MEXaHUYEH OyHKep.
Beuepra gepmepbT HaOMONAaBA AaMH MpaceTaTa UMaT JOCTaThyHO XpaHa. OcBeH ToBa (epmepbT
TpsiOBa J1a 3amucBa KOJMYECTBOTO XpaHa, KOETO IpaceraTa u3shkaar Ha AeH. ChUlo Taka, eaHO OT
TJIABHUTE 33IbJDKEHHS € HaONIOJEHUEeTO Ha KUBOTHHUTE. B ropemr neH ¢gepmepsT mpbcka Boja B
KJIETKaTa, KaTo IIeNTa € Ja ce u30erHe TOIUIMHEH yAap Ha mpaceraTta. B ctynenute nquu gepmepsbt
BKJIIOYBA OCBETIICHHETO/OTOIUICHHUE, 32 J]a UM OCUTYpPH TOIUIMHA.

[Ipoektupanara loT cucrema e 3a HabmOAEHNE HA TeMIIepaTypa, BIaKHOCT, HUBO Ha XpaHa U
KOHTpPOJI Ha XpaHeHeTo. M3momsBaHuAT xapayep M coTyep € C OTBOPEH KOJA M IO3BOJISBA
OezxmnueH gocthil [14]. PaspaborBaneTro Ha cucTemara € OOSCHEHO B Tpu (a3, KOUTO ca
XapayepeH Iu3aiiH, copTyepeH Tu3aiiH U TeCTBaHE.

3a m3rpaxnanero Ha loT mnatrdopma Ha nokaneH cepBbp € u3noizBana NoSQL 6aza ot
nanuu, ceOpanu ot loT yctpoiictBo, karo e um3nom3BaH JSON u InfluxDB. ba3zara ot nanuu
MO3BOJISIBA MaIlabMPyeMOCT, BUCOKA JOCTBITHOCT, O0bp3 3amuc U 1no-0bp3o uereHe. Node-RED e
WHCTPYMEHT 3a MporpaMupaHe, KOWTo u3noia3Ba Opay3wsp (yeoOcait unu API) pemgaktop, koeTo ro
IIPaBH JIECEH 3a CBBP3BaHE Ha pa3HOOOpa3HU BH3IIH.

MQTT npoTokombT ce U3MOJI3BA 32 NPEXBBPJISHE HAa JaHHU OT MUKpokoHTposnep (MQTT
kiueHT) kbM Node-RED cbpBbp. Cucremara mpeacrass ,,CbXpaHeHue Ha AaHHU, ,,IlocTrosiHHA
BU3yaJM3alus Ha JaHHU® U ,,MOHUTOPUHT B peanHo BpeMme*. Pa3paboTeHOTO perieHue oOxBaila
BPB3KUTE MEX]y CbpBBP U 0a3a OT JaHHHU.

WznomsBan e cnenuusat xapayep: WEMOS D1 Mini (ESP8266) ¢ Brpagen 32-6utoB RISC
MHKPOKOHTpoJiep, padoremr Ha 80MHz. Pasmonara ¢ Wi-Fi mpuemo-npenasaren, 64KB RAM 3a
uHctpykuuu, 96KB RAM 3a mannu u 4MB ¢uam namer. DHT11 e cen3op, koiTo oTuMTa
TemIeparypara u BiIaxxkHocTTa. Pabotu B cneanus nuanasoH: temnepatypa — 0 - 60°C, BnaxHoCT -
20% ~90%. B cucremara Hamupar MscTo U ceH30p 3a pazcrossaue — HCSRO4, u penera, ¢ kouTo ce
yIIpaBJIIBAT BEHTUIATOPHU, PEAYKTOPHH MOTOPU M OCBETIICHUETO.

[IpencraBenu ca jBa anropuThMa: €HH 3a CIIEJCHE HA TeMIIepaTypara U BIQKHOCTTA U €IUH
3a XpaHWJIKaTa.

TecTBanero m3mon3Ba http 3asBka, KOATO W3Mpamia W moidydaBa gaHHute kato JSON ot
eIMHUAT MUKpoKoHTpoiep. [Tonydyenara nndopmarus ce nsnpaiia KbM 0a3aTa OT JaHHHU, OTKBIETO
MoTpeOUTENTUTe MOTaT Ja CIeIIT ToKazarenurte. J[aHHWUTE ce H3BEeXIaT, KaTo ce H3I0JI3Ba
NodeRED Dashboard package.

Wudopmanumsara ce ananm3upa U Bu3yanmsupa ¢ nmomonira Ha Grafana, a 3a cbxpaHeHHE ce
u3non3pa 6azara ot ganuu InfluxDB, xosTo € nHCTaNMpaHa Ha ChPBBHpA.
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B KHTaliCKOTO HBOTHOBBJACTBO OBLIEBBACTBOTO € MHAYCTPUATA, KOSITO 3aeMa BTOPO MSCTO
cnen muiegHata npomunuieHocT. [Ipes 2017 r. uma 302,3 MuiiMoHa KMBH OBIIE 3a Tpojaxk0da, KOeTo
e yBenmuuenue ot 1% copsmo 2016 r. IIpe3 2017 ronuna Kurtaii e npoussen 4,7 MuiaMoHa TOHA
OBHEILIKO MECO, KOETO € yBennueHue ot 2,3% crpsmo mpeaxoHaTa roauHa. bposrt Ha )KUBHUTE OBIE
B Kutait mocturna Haii-BUCOKOTO cu HUBO 1ipe3 2015 r., mocruraiiku 311,7 munuona [15].

Karo enun ot Hail-Ba)KHUTE U3TOUHUIM HA IPOTEHH B €KETHEBUETO HA XOpaTa, KaueCTBOTO U
0€30MacHOCTTa Ha OBHEIIKOTO MECO € TeMa, KOSITO BCE MO-IIMPOKO ce 3acThiBa [16].

TpancnopTupanero Ha XKUBU OBIIE € OT KJIIOUOBO 3Hau€HHWE BBHB BepHUrara 3a JOCTaBKa 3a
Meco. Haii-BaxkHaTa 3a7aua e 1a ce u30erne CMbpTTa Ha OBLIETE M0 BpeMe Ha TPAHCIIOPTUPAHETO U
[IETUTE, IPUUYUHEHN OT MPEKOMEPHHUS CTPEC IPHU OBIETE. BBIpPeKn TOBa MMa MajKO MPOYYBAHUS
OTHOCHO TOBa KaK JIa ce HaMaJM peaklMsTa Ha CTPEeC U MPOMEHHUTE B KAUeCTBOTO Ha OBHEIIKOTO
MECO I10 BpeMe Ha TpaHcroptupase. [loHacToseM TpaHCIIOPTUPAHETO HA KUBH OBLIE CE U3BBPILIBA
IJIaBHO B YCJIOBUATA HA FOJIEMHU U MPEThIKaHU KaMUOHH. TpaHcHopTHaTa cpeza JIECHO ce BJollaBa
MOpajy BJIMSHUETO HA JTUIIAHETO M MeTadoJIM3Ma Ha XKHBOTHHTE. AKO HE CE€ MOYHCTU HaBpeMeE,
TOBA I1I€ NMPEAU3BUKA CUMIITOMH Ha CTPEC MPH OBIIETE U 1€ MPUYMHU 3a00IIIBaHe, KaTO MOKE Jla ce
CTHTHE JIOpH U 10 cMBbpT. ETO 3amo, 6€30macHOTO TpaHCHOPTHpPAHE HAa OBUE MECO BHHArW € OWi
OCHOBEH MpobJieM Ha masapa.

TexHosorusara, KosTO H3MOJ3Ba NPEHOCUMU CEH30pH, € HOBAa, HO H3MOJI3BAHETO M IPHU
JOMAIITHUTE JKUBOTHH € OT TOJIIMO 3HaueHue [17-21].

OBnere ca MHOrO aKTHBHM W TPEANA3IMBH IO BpeMe Ha TMamia, Karo HE XapecBaT
MIOCTABSIHETO Ha YYKIU Tela, KaTo enekTpoau. CleoBaTeIHO CUCTeMaTa 32 MOHUTOPUHT Ha CTpeca
TpsiOBa n1a ObJe HE caMO yCToiumBa, HO W crabmiHa. [Ipenn3BukarenHa 3ajgada € HAISKIHOTO
3alMCcBaHe Ha ChpJIEYHATA YECTOTAa U TeMIlepaTypaTa Ha KoKaTa Ha OBIIETe, KOraTo HE ce JBHXKAT.
[IbpBaTa crThHKa € Aa ce mogoOpu XapAyepbT Ha (OTOoIIeTH3MOTrpaMara 3a MO-e(hEeKTUBHO
WHTETpUpPaHEe U pa3pabOTBaHE HA IO-MUHHUATIOPHO, TOYHO U HAJIEkKTHO 000py/IBaHE 3a HAOMIOICHHE
Ha PPG m3BBH oOmiara imabopaTopHa W BETEpHHApHA cpeia, OCOOSHO MO BpPeMe HAa TUHAMHUYHO
TpaHcnoptupane. HeoOxoqumo e na ce mpuiioxku Oe3KMYHAa CHUCTeMa 32 MOHUTOPUHT OT THUMA
,TJJABHO YCTPOMCTBO — MOJYMHEHO YCTpOHCTBO® upe3 wuHTerpupane Ha Bluetooth u IoT
TEXHOJIOTUUTE, 32 J1a CE HaMaJld TUCKOM(OPTHT HA OBIIETE.

[Ipenocumata cuctema 3a MOHMTOpPUHT Ha cTpeca (WSMS) BkitouBa /1Ba B3aMMOCBBHP3aHU
KOMIIOHEHTA: TJIaB€H MOAYJI, (GUKCUpPAH B peryjvpyema ejlacTU4Ha JIeHTa, KOSATO € MOHTHUpPaHa Ha
rppOa Ha oBIaTa 3a] JBaTa MPEAHH KpaKa OKOJIO TPHIHUS KOII, W IMOJAYMHEH MOJYJ, OKaueH Ha
okoJto musita [22].

WSMS (Wearable Stress Monitoring System) BkitouBa /1Ba BH/1a JaHHU:

- TaHHHU 32 HaOIr0/IeHNe Ha OMOJIOTHYHU NPU3HALY;

- JaHHU 32 HaOJII0/IeHNe Ha OKOJIHATa cpefia.

Cenzopute 3a CbpJ€UY€H PUTHM U HMHOPpPAYEpBEHH TEMIEpPATYpHU CEH30pPH B MOAYUHEHOTO
YCTPOMCTBO M3MEpBAT JaHHUTE 3a HaOIIOAEHHE Ha OWOJIOTMYHUTE MPU3HALM, BKIIOUYUTEIHO
Chbp/I€YHATa YECTOTa U TemIieparypaTa Ha KoxaTta. ChOTBETHUTE CEH30pU B IJIaBHOTO YCTPOHCTBO
M3Mpaliar JaHHU OT HAOJI0JIEHUETO Ha TPAHCIIOPTHATA Cpefia, BKIIOYUTENHO IJI00aaHa cucTema 3a
nosunnonupane (GPS), Tpuocos akcenepoMeTsp, TeMIepaTypa Ha OKOJIHATa Cpeia U BIa>KHOCT.

CeH3opuTe B MOAYMHEHHS MOJYJ BKJIIOYBAT CEH30p 3a CBHPJACYEH PUTBM M CEH30p 3a
TeMIIepaTypa Ha Koxara, KOuTo ce (pokycupar Bbpxy pu3nogoruuHaTa nHpopMalus Ha OBLETE.

WSMS Bxio4Ba IJaBHO YCTPOHMCTBO M IMOJYMHEHO YCTPOMCTBO. [JaBHHAT MOIyn €
nepuHUpaH KaTo yCTPOMCTBO, KOETO MMa BB3MOXKHOCTH 3a 00paboTka, mojyyaBaHe, o0paboTka U
3anuc Ha JaHHU. [loJUMHEHUAT MOyl € MpPeACTaBeH Karo YCTPOICTBO, KOETO OTroBaps 3a
CbOMPAHETO HAa U M3MpAIlaHeTO Ha JaHHU JI0 IJIaBHOTO ycTpoiicTBo. [Ipuunnara, mopaau KosTo e
W3MOJI3BaH HAYMHBT Ha Ipe/laBaHe Ha JaHHWUTE TJIaBEH-NOJYMHEH, € /Ja Ce HaMalHu KOJIKOTO €
BB3MOKHO Pa3MepbT Ha YCTPONUCTBOTO 3a ChOMpaHe HA JaHHU.
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2.14.

B Ttabmuma 1 e mnpencraBeHO CpaBHEHME 110 PA3JIMYHM II0KA3aTeId HA ONMCAHUTE
WHTEJUTeHTHU CUCTEMU 32 MOHUTOPUHT Ha CEJICKOCTOMAHCKH KUBOTHH.

TexHOoJIOrMYHHU, COPTYEPHHU U XapAYEePHH PeLICHUsA

Taﬁ.ﬂnua 1. CpaBHCHI/Ie Ha OIMMCAaHUTC UHTCIIMI'CHTHU CUCTCMH 34 CCIICKOCTOIIaHCKH XMBOTHH

HCTCMaA

Xapakre-
PHUCTUKU

Smart Farm
System

Cattle health
monitoring
system using
wireless sensor
network

Poultry
Monitoring
System

10T
Based
Smart
Poultry
Farm

Smart farm
prototype
for
pig farming

Wearable
Stress
Monitoring
System

H3znons3Ban
KOHTpOJIEP

Raspberry
Pi

ESP32

Arduino
UNO

ESP8266

ATmega328P

Texuomorus

loT

WSN

loT

loT

loT

loT

Cenzop 3a
TeMIeparypa
(TenmecHa)
CeHn3op 3a
TeMmepaTypa v - v v v -
(momMeneHwme)
CeHnzop 3a v
BIAKHOCT

CeH30p 32 KPBBHO
HaJlsiraHe

CeH30p 3a ChpleUeH v
PUTBM
CeHnzop 3a v
TIOJIOKEHHE
CeHnzop 3a
pascrosiHue
CeHnzop 3a v
JIBIDKCHHUE
CeH3zop 3a ras - - v v - -
CeH3op 3a OTYUTAHE
Ha MHTCH3HUTETA Ha - - v - - -
CBETIIMHA
GPS - v - - - v
Kamepa 3a v
HaOII0IEHNE
Mo6witHO v
MIPIIOKECHUE
Desktop
MIPIIOKECHUE
Web npunoxenue
ba3za ot nanuu

v v - - - v

v - - - - -

- - - - v -
MySQL - - - InfluxDB -

2.2. UHTEeJIMIeHTHN CHCTEeMHU
JH0UMIIN)

3a MOHHUTOPMHI' HAa MNMHTOMHH JKHBOTHH (I[OMaIIIHI/I

Korato craBa myma 3a MOHHTOPWUHT Ha >KMBOTHH, €HAa OT HACOKHUTE € KbM IHUTOMHHUTE
KUBOTHU. Te, KaKTO M JPYruTe )KMBOTHU, HE MOTAT J1a TOBOPAT, 3a JIa CH KakaT MpoOJIIeMUTe HIIn
OonexkuTe. 3aToBa ce pa3pabOTBAT M MpUJIAraT pPa3IMYHU WHTEIUTCHTHH CHCTEMH, KOUTO Ja
MOKa3BaT TeMIlepaTypaTa, KpbBHO HaJSITaHE, ChP/ACUEH PUTHM U JIp.

Bpw3kara wmexay xopara W OJKMBOTHHUTE HMMa MHOTO TMPEIUMCTBA 32 YOBEIIKOTO
onmarochcTosiHue [65]. PaznuuHu mpoydBaHMsI TOKa3BaT, 4e TpHKATa 3a >KMBOTHUTE MOXE Ja
MOA00PH Ka4eCTBOTO Ha KUBOT HA MHAUBUIUTE B TICUXOJOTUYECKHA U (PU3UUECKU acTieKT [66].
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2.2.1. HWHTeJINreHTHH CHCTEMH 32 MOHUTOPUHI HA Ky4YeTa

PasmpocTpaneHnero Ha JOMakMHCTBAaTa € KydyeTa M JAPYrH JOMAIIHU JIIOOMMIU ce €
YBEJIMUWIIO Tpe3 nocieanute rogunu [29]. Te3u KUBOTHU, U3BECTHU KAaTO KHBOTHU-KOMIIaHbOHH,
CBKHUTEJICTBAT C XOpara, KaTro MpeyiaraT eMOIMOHAIHA TOAKpPEa, momMaraT Ha COOCTBEHHILIUTE CH
Ja TOAIbpKaT (Pu3MyYecKka W yMCTBEHA JCHHOCT M HM3rPaXKIaT ABJIOOKH Bpb3kH [51-56]. Tazm
TEHJICHIMST BOJM JI0 HAapacTBalll MHTEPEC KbM 3[PaBETO HAa MUTOMHUTE JXUBOTHH, YCIOPEIHO C
HapacTBaus uM Opoit B nomosere [30]. B 31paBeonazBaneTo nmosBata Ha pa3jiMdyHU TEXHOJIOTHH
M03BOJISIBA HAa XOpaTa J1a 00ChkKAaT U HaOI0aBaT 3paBOCIOBHOTO CHU CHCTOSHHUE C MOMOIITA Ha
MOHUTOPHUHT B PEaTHO BpeME U TUArHOCTUYHU CUCTEMH C M3KyCTBeH MHTeNneKT [31]. OOuryBanero
IIpH Ky4yeTara € IpeIMMHO Ype3 )KECTOBE U MOBEJCHIE, KOETO MPEICTaBIIsABA MIPEIU3BUKATEICTBO 32
KOJIMYECTBEHA OIICHKA Ha 3/IpaBOCIOBHUS cTaryc [32].

Hanpumep, moBeeHNETO Ha Ky4eTo MPU MUPU3Ma Ha 3eMsi MOKe Ja IT0Ka3Ba UTPUBOCT, CTPEC
wi Oonect. bbp3ata 3aryba Ha Teriio MoXxe Ja O3HavyaBa auaber wim ObOpedHo 3abonsBaHe,
JIOKaTO HaJIaBaHETO Ha TErJI0 MOXKeE /1a O3HayaBa MpesbKIaHe WK JIUIca Ha yrpaxkHeHus. YecTtoro
gyecaHe B 00JacTTa Ha OYUTE MOXKE JIa € CUMIITOM Ha KEPaTUT WM KOHIOHKTUBHUT. Bbhrpeku ToBa,
coOCTBEeHUIIUTE O€3 BETePUHAPHU I[IO3HAHUS MOXE Ja ce 3aTpPyAHSAT Ja pa3Mo3HasT Te3u
cenuyHn MoBeJeHYecKn wWin ¢usnuecku npomenu [33]. JKuBoro3zacrparaBaiiy CreUIHA
ciydyad MoOraT Ja BB3HHKHAT OT HEJIEKyBaHH BB3MAIUTEIIHU KOKHH 3abonsBanus [34].
CrnenoBateiHO, WICHTU(PUIIUPAHETO HA CHEIU(PUYHH, HCOOWYAWHM TOBEICHHUS € OT pelaBalio
3HAYCHKE 32 OIICHKA Ha 37[paBETO Ha KYYETO M OCUTYpsABAHE Ha MOIXOIAIIO JeueHue [35].

MHOTroOpoifHN MPOyYBaHHs Ca M3CIECABAIN MPOTHO3UPAHETO HA OOJIECTH MO KyderaTa 4pe3
aHaJM3MpaHe Ha HeOOMYalHU MOBEIECHUYECKH MOJIETH KaTo CE U3IO0JI3BAT MIPEHOCUMU CEH30pH [36-
38]. Upes mpukpernBaHe Ha CEH30p MO HAYMH, KOUTO HE BB3MPENATCTBA €KETHEBHUTE JIEUHOCTH HA
JOMalIHUsS JIo0uMell, HaOIIOJEHUETO CTaBa MO-JOCTBHIIHO, KAaTO CE YJIECHSBAa OTKPUBAHETO Ha
HeoOnuaitHn mojenu. CeH30pu 3a aKTUBHOCT, TPAAWIIMOHHO H3IMOJI3BAaHM 32 HAOIIOJCHHE Ha
YOBEIIKOTO 3/IpaBe U MIMPOKO MpHJIaraHu B OOJACTU KaTO pexaOWIuTaIus, 3JpaBeora3BaHe U
3IpaBHU TOKazarenu [39], cera ce BHEAPSBAT B CHCTEMH, KOMTO CJCIAT 37paBETO HA KydueTara.
Bbhpekn uye MHOXKECTBO TMPOYYBaHHs OICHSABAT CBHCTOSHHETO HAa 4YOBEHIKOTO 3xapaBe [40],
pa3paboTBaHETO HAa CUCTEMH, CBBP3aHH ChC 3/IPaBETO Ha KydeTaTa, € TOJISIMO IPEIU3BUKATEICTBO
nopajyd TNPOMEHJIMBU KaTo TMOpPOJa, BB3pacT M TErjao, KOUTO ca TPYAHH 32 KOJIUYECTBEHO
OTIpeJIeIIsTHE C MTPOCTH MOJIENIN Ha TaHHU.

Cucremara [41] BbBexk/1a YChBBPILICHCTBAH CEH30pP 32 aKTUBHOCT, BKJIFOYEH B MHOTOCTPAHEH
AITOPHUTHM, 32 U3MEpPBaHE HAa HUBATAa Ha aKTMBHOCT Bb3 OCHOBA Ha CHENM(PUYHOTO MOBEICHHE HA
kyderara. llenta Ha cucremaTta e pa3pabOTBAHETO HAa METOJ 3a M3BEXKIAHE Ha 37PaBOCIOBHOTO
CBCTOSIHUE Ha KydJeTara.

[IpoyuyBaHeTo € peanu3upaHO B paMKUTE Ha JE€BET Mecella U € MPOBEJCHO BBPXY TPHJIECET
KydeTa. 3a Jla ce rapaHTUpa TOYHOTO pa3OuWpaHe Ha CBHIICCTBYBAIIUTE 3a00JsSBaHHUS U
3JIpaBOCIIOBHM CBHCTOSIHUSI TNpEIM HA4yajJoTO Ha EKCHepUMEHTa, BCHYKHM y4yacTBAllM KydeTa ca
NpeMUHAIM TIperjie/; BHB BeTepMHApHAa OoNHWIA. 3a aHAIMUTHYHM [EeNd Kyderara ca
KaTeropu3upaHd Bb3 OCHOBAa Ha TETJIOTO B MAJIKHM, CPEJIHUM M TOJEMHU TPYNH U JOMBIHUTEITHO
KJIacU(UIIUPAHU IO Bb3PacCT.

JlanHuTEe B cHcTeMara ce ChbOMpaT OT CEeH30pa 3a aKTUBHOCT, a CHIIO Taka ce M3MOJ3Ba U
KaMepa, KOSITO 3alicBa MOBEISHHETO Ha KydeTo. [loBeaeHnsATa ca KaTerOpU3UpaHd B CTATUYHU H
JMHAMUYHU TUNOBE. J[MHAMMYHOTO MOBEAEHME NPU KydeTaTa BKIIIOYBA JEWHOCTH Karo Osrae,
CKavaHe, XpaHeHe U mperibinane. OOpaTHO, CTATHYHUTE MOBEICHHS ca TE3H, IPH KOUTO TO3HIIUATA
Ha Ky4eTO OCTaBa IOCTOSHHA, KAaTO CeleHe, JiekaHe M ChbH [42]. M3MepBaHUATa Ha aKTUBHOCTTA,
MOJTyYeHN OT M300paKEHUATA W JaHHUTE OT YCKOPEHUETO W KHPOCKOMA, MPEeMHHABAT MPOIEC Ha
¢unrpupane. Kputepunre 3a ¢puiTpupaHe ce yCTaHOBSIBAT Upe3 KOpelIHpaHe Ha CTOMHOCTUTE Ha
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JAaHHUTE OT CEH30pa C JEHCTBUTEIHHUTE H300paKEHMs, KAaToO MO TO3M HAYMH C€ ITOBHIIABa
TOYHOCTTA U IIBJIHOTATA HA IaHHUTE.

ANropuThMBT 32 00yueHHE H3MO0J3Ba AITOPUTHM 3a aCOIMATHBHA MaMeT. To3u aaropuTbM
¢bunTpupa nMogoOHM MOJENU U W3MOJ3BAa ACOLMATUBHU TEXHHKHU 3a CHIIOCTABSIHE HAa WICHTHUYHU
JTAaHHU CJIe]] MOTBBPrK/IaBaHe Ha MOBEJICHYECKUs aHanu3 Ha Kyderarta [43]. CeH30pbT 3a OBEACHUE
Ha Ky4yeTaTa WIACHTU(HUIMPA YETUPU KIIOYOBH MOBEICHHUS, KaTO T€ Ca YCTAHOBEHH 3a pedepeHTHU
TOYKH 32 BCSKA MOPOJa. 3a MOBEJCHUETO NPU YecaHe U OOJIM3BaHE € M3IMOJI3BaHa YETUPUCTETICHHA
KJIacu(UKalMOHHA CHUCTEMA: CIydyallHO, CpenHO, 4ecTo M Texko. ClieqoBaTeTHO MHUHHUMATHOTO
JpackaHe U OnM3aHe, OTKPUTH OT CEH30pa, IMpeIoarar 3{paBocIOBHO ChCTOsIHUE Oe3 3a00IisBaHe,
JI0KAaTO MPEKOMEPHHUTE MPOSIBM HA TE3W MOBEJICHHS MOTAT Ja MOKa3BaT KOKHU 3abonsBanus [44].
HuBoTO Ha rbiaTaTeliHa akKTUBHOCT C€ OIpenessi KOJIMYEeCTBEHO upe3 Oposi Ha T'bITaHMSTA Ha Yac.
Bpoii, Io-HUCBK OT CPEHOTO HUBO, U3MEPEH OT CEH30pa, MOXKE Ja IPeIoara XpaHOCMUIIATEIHN
3a00IABaHMs WJIM HApYyIIEHUS Ha XPaHOMPOBOJAA, JTOKATO MO-BHCOKUAT Opoi MOXke Ja IoKa3Ba
MPEKOMEpPEH MPHEM Ha BOJA, MOTCHIHAIHO CHMIITOMATHYEH 3a XPOHUYHO OBOpEedYHO 3a00ssiBaHE
[45].

31paBHUAT pe3ylNTaT € KOJMYECTBEHAa METpUKa, KOSTO € pa3paboTeHa, 3a Ja YJIECHU
BU3yalHM3alusATa Ha MbPBOHAYAIHUTE PE3yATaTH OT aHaluW3a Ha aKTUBHOCTTA. 103U pe3ynraT
OTpa3sBa 3ApPaBOCIOBHOTO CBbCTOSHHE HAa KY4eTO M JlaBa SICHA WHIUKALUSA 3a IMOTEHIHATIHU
POMEHH Bb3 OCHOBA Ha Obeniy gaHHu [46]. 31paBHUSIT pe3ynTaT ce U34YKC/sIBa MO cKajga oT 1 110
10. Pesynrar 1 o3HauaBa HMCKO HMUBO Ha 3/IpaBe U IOBHILIEH PUCK OT 3a00JsBaHE, IOKATO IO-
BHUCOKUTE pE3yNTaTH O3HayaBaT Mmo-7o0po 3apaBe. Al-mpenckasaH 3paBeH pe3ynTaT, Bapupall B
auanazoHa ot 1 g0 5, mpenmoiara ChIIECTBYBAIIM 3IPAaBOCIOBHH NPOOJIEMH, KOUTO H3UCKBAT
MeAuIMHCKa momoml. Pesynratute mexay 6 u 10 ca mokaszareiaHu 3a Jo0OpO 31paBOCIOBHO
ChCTOsTHHME. BanuHOCTTa Ha TE3U OLICHKH € MMOTBBbPACHA OT TpUMa BeTepHUHAPHU Jiekapu [47].

B cucrtemara [48] e moka3aH MPOTOTHUII Ha CUCTEMa, KOSTO MOXE Jia C€ IMOCTaBH BBHPXY
KUBOTHOTO U I1OKa3Ba CJIEIHUTE CTOMHOCTHU: TEMIIEpaTypa; ChbpJACYEH PUTHM; JAUXATEJIHA JIEHHOCT;
KpbBHO Hajsirane; EKT.

Cucremara chOMpa M30POCHHUTE TMO-TOPE CTOMHOCTH OT HSKOJKO CEH30pa, ClIe]] KOETO TH
m3npama upe3 loT. BerepunapHusT nexkap MMa AOCTBI A0 JAHHUTE M IOCTaBs JMAarHo3a Ha
*KUBOTHOTO. Benuku cenzopu ce BkirouBaT B Arduino UNO, a pesynratute ce moka3Bar Ha LCD
JTUCILICH.

CeH3opuTe, KOMTO C€ U3IMOJ3BAT B CHUCTEMarTa, ca: CEH30p 3a TeMIlepaTypa; CEH30p 3a
JUXaTeHa JEMHOCT; CEH30p 3a KpbBHO HajsArane; ceHsop 3a EKI' u cepneuen putsm.

Arduino UNO e pa3BoiiHa m1aTka, KOSITO ¢€ CbCTOU OT MUKPOKOHTpoJep 328p, CbeUHUTENN
3a 3axpanBane, GPIO u3Boau u ap. Ilnatkata moxe na ce nporpamupa ot Arduino IDE upe3 USB-
to-USB kaben.

Cen3zopsT 3a Temnepatypa (DS18B20) paboTtu B tuanasona ot -55 no +125°C, a HopmanHaTa
peKTanHa Temmeparypa Ha Kydero € oT 37.9 no 39.9°C. Beska cTOMHOCT, KOATO HE MONajaa B TO3U
IMarna3oH, € IPEANOoCTaBKa 3a 3aBEXK/1aHe Ha )KUBOTHOTO IIPU BETEPUHAD.

CeH30pbT 3a IuxaTenaHa JIEHHOCT ce ChbCTOM OT CEH30p 3a HaJlsiraHe U KoJlaH, KOMTO TpsaOBa 1a
ce 3aKauyd 3a I'bpAMTE Ha *KUBOTHOTO. KoraTo momamHusT dro0uMMel] cu moema BB3IyX, OenuTe
npoboBe ce pasmupsBar, KoeTo u30yTrBa rpbAHHUS Kowl. [lo TO3M HAauMH ce OTYMTa pas3yuKaTra B
HAJIATAHETO U CE OLIeHsBA JAUXaTeIHaTa IeHHOCT.

CeH30pbT 3a KPBbBHO HsUIaraHe OTYMTA KPBbBHOTO HAJIATAaHE KaTO M3I0JI3Ba OCLIMJIOMETPUYEH
MetoA. To3u MeToa ce mpuiiara npu eIeKTPOHHUTE arapaTy, KaTo ypeabT pErucTpupa myacaluure
Ha HaJISITAaHETO HA Bb3/yXa, KOMTO ca Bb3HUKHAJIM B MaHIIETa MpU MPEMUHABAaHETO Ha KPbBTA Ipe3
y4acTbhKa, KOWTO € OUJI IPUTHUCHAT.

[TocnenuusaT Moy, KOWTO ce u3noi3Ba B cucremara, € EKI' monynsT. Toll oTunTa mysnca,
puThbMa U npoBoauMoctTa Ha chpueto [50]. M3nonssar ce pu Ag-AgCl enekrtposa, KaTo Ba OT
TAX C€ MOCTaBAT HA MpPEJHUTE KPaHULIM U €IMH Ha JIeBUs 3ajieH KpalHuk. JlobaBs ce crenuaneH

Kommorspuu Hayku v texnonorun 1 2024 Computer Science and Technologies 118



res1, KOWTO MOCTaBsl MEXy KOKaTa M eJeKTPOAUTE, KaTo TaKa ce HaMmassiBa rpeurHata nHpopmanus

[49].
2.2.2. VIHTeJMIreHTHH CHCTEMH 32 MOHUTOPHHI HA KOTKH

[IbpBUTE yeTHPH CEAMULM 3a HOBOPOJEHUTE KOTETa ca Hal-KPUTUYHH, 3alOTO HAMAT
BB3MOKHOCTTa Jla KOHTPOJHMpAT TemIleparypaTa Ha TSUIOTO CH M Ja C€ MPUCIOCOOSBAT KbM
TeMelpaTypara Ha oKoJHarta cpefa. CMbPTHOCTTA Ipe3 MbpBHTE 9 ceMuIm € Mexay 6 u 20% [57].
Tepmoperynanusara e cnocoOHOCT IIPU )KUBOTHUTE, KOSTO KOHTPOJIMpa TeMIepaTypara Ha TSII0TO.

B ciyuaute, xorato xoreTo € 0e3 Maiika WM € MHOTO MAajKO M HE MOXeE Ja KOHTPOJHpa
TeMmIepaTypara CH, Ce Hajara M3I0JI3BaHEeTO Ha MHKyOaTtop. BakHo e kuBOTMHUYETO s1a Obje Ha
TOILJIO, HO TPsIOBA J]a c€ BHUMAaBa C TOIUIMHATA, 32 J1a HE C€ IEXUAPATUPA, J1a HE CE€ IOKHPA TAJIOTO C
IIPEKaJIeHa TOIUIMHA, 3aIl0TO MOXKE J1a Ce CTUTHE /10 (paTaneH Kpau.

HaGmronenusita BBB W U3BBH HHKyOaTOopa ce TpaBAT pPBYHO, KATO TPEACTABISABAT
BKJIFOYBAHETO M M3KJIFOYBAHETO HA CBETJIMHA, YPE3 KOATO c€ KOHTPOJIUpA TemIrepaTypara. 3a Leira
€ U3paboTeH MeTo/, KOHUTO BKIIOYBa cucrema, Oazupana Ha [0T. MOHUTOPUHTBT € MHOTO Ba)KEH
KaKTO 3a CIIELUMAJINCTUTE IO 3]paBeola3BaHe Ha JKUBOTHUTE, Taka U 3a JIIOOMTEIWTE Ha KOTKH,
Korato Ha0JIr0/1aBaT TeMIEpaTypaTa U BIaKHOCTTAa B MHKYyOaTopa 4pe3 UHTEPHET, KOETO MO3BOJIsBA
JeMHOCTTA Ja ce U3BBPIIBA 10 BCIKO BpEME U HaBCAKBAE OT cMapT(oH upe3 npuioxenuero Blynk
[58].

Cucremara [59] moka3Ba pa3paboTBaHETO Ha MHKYOaTop, B KOWTO € BHEIPEHA TEXHOJIOTHSTA
[oT. HsakonkoTO erama, KOMTO ca M3BBPIIEHU NPHU CH3AABAHETO M, CE CHCTOSAT OT MPOEKTHUPAHE U
IPOM3BOJCTBO Ha UHKyOaTopHaTa Iulo4a, TecTBaHe M npuioxeHue. IIpoexTupanero u
IIPOM3BOJICTBOTO HA HMHKyOaTropHara IuloYa € HauyaJlHUAT eTal, NP KOMTO HHKYOaTopbhT ce
n3paboTBa 0€3 HUKAKBU JONBJHUTENHH (yHkiuM. Crel KaTo MHKyOaTopbT € HallpaBeH, ce
npwiara Uatepaer Ha obektute (I0T) kbMm Hero [60]. [Ipunaranero Ha Te3M KOMIIOHEHTH ChBIIaIa
C pa3pabOTBAaHETO Ha MPUIIOKEH cOPTyep, KOMTO € MHTEIPUpPaH ¢ XapAyepHU KOMIOHEHTH, KOUTO
ce mpuijaraT KbM HHKyOaTopa, JIOKaTO OTAETHUTE KOMIIOHEHTH CE€ CBbpXkaT, 3a Ja Morar Ja
pabotar onnaiin. C npuiaraHeTo Ha OHJIalH Oa3upaH NpUiIokKeH codTyep HaOIIOIEHUSATa MOTaT /1a
Ce M3BbPUIBAT JUCTAHIIMOHHO upe3 MoOuaHU Tenedonu. IlokazaTenure, kouto ce HaOIOaBaT, ca
TeMmrepaTrypara M BIQXHOCTTA, 3allOTO T€ C€ SABABAT KPUTHYHU TOYKH INPU H3MOI3BAHETO Ha
MHKYOaTOpHU 3a OTIJIEKIaHETO Ha HOBOPOJEHUTE KOTETA.

ITpu cucremara na Rung-Ching Chen [61] ce cnenu 3a mpoMsHa Ha HOBEICHHUETO Ha
JIOMAIITHHS JIIOOMMEI] BCEKH JIEH U Ce€ M3Mpalia U3BECTHUE, B CIIyJail ue € 3aceueHa Takapa.

Ts ce cbCTOM OT CIEIHUTE KOMIIOHEHTH:

- Raspberry Pi e MukpokoMmioTbp, KOHTO Mo3BosisiBa MHcTamupanero Ha Linux OC, u e

npoeKkTHpaH 3a o0ydyeHue. [Ipe3 mocneaHuTe rOJUMHU € MO0100PaBsIH MOCTOSHHO, KaTO TYK
ce BKJIIOYBAa U (pusmueckuss My pasMep. B cuctemara € u3NOI3BaH MUKPOKOMITIOTHP U
Kamepa.

- Deep Learning e nmoapazzen Ha MallimHHOTO oO0y4yeHue. To3u ThUIl 00y4yeHHE € TOMOTHAJIO
Ha y4YEHHTE Jia TOCTUTHAT JOOpH pe3ylTaTH KakTO B Pa3lO3HABAHETO Ha MpEAMETH WIN
JuIa, Taka U B OmoMmenunuHata. B cuctemara Ha [62] e m3moa3BaH caMooOydaBar ce
CNN anroputsm 1 SVM Mozen 3a pasnosHaBaHe Ha jmuara Ha 10 mpacera. B kpaiina
cmerka SVM mnocrtura pesynratr ot 91%, a CNN anropurbMbT HOCTUTa pe3yiaTaT OT
96.7%.

- YOLO 3a mspBu 16T € ciomenat npe3 2015 ronuna ot Joseph Redmon. Mmeto uaBa ot
nbpBuTe OykBH — You Only Look Once [63]. ToBa e cucrema, KOsTO 3acu4ya OOEKTH B
peasiHo BpemMe, a B ocHoBarta i ctou SNN (single neural network). 3a pa3nuka ot npyru
anroput™u, YOLO paszzpenst u300paeHHETO Ha MHOXECTBO CETMEHTH U IMPOTrHO3Upa
KOOPJIMHATUTE Ha OTpaHWYaBalaTa KyTus Ha Bcska eauauna. YOLO mpemoctaBst moOpa
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CKOpPOCT M TOYHOCT IPU 3acHMYaHe Ha OOEKTH WM MOPAAM Ta3u MPUYMHA € MPEINOYHTaH
n300p OT MHOTO yueHH [64].

Cuctemara u3non3zsa YOLOv3-Tiny mozen 3a oOyueHue Ha ChOpaHUTE M300pa)KEHHUs Ha
koTku. MuoxectBo Deep Learning anroputmu, komOunmpanu c Raspberry Pi, mosBomsBar
pa3no3HaBaHETO MO0 CHUMKH Aa Obje orie mo-eeKTuBHO. B ocHOBaTa CTOM KaMmepa, CBbp3aHa KbM
Raspberry Pi. Crnen kato ce HampaBsiT CHUMKH, C€ BKJIIOYBA MOJIETBT 3a pa3lio3HaBaHE 110 CHUMKH,
KOITO € yCTaHOBEH Ha MHUKPOKOMITIOTHPA, 3ae1HO ¢ miardopma 3a mpexxosa yciyra IFTTT. IFTTT
e obnmauna miuatdopMa 3a Xopa, KOUTO TpsOBa Ja MPOEKTUpPAT aBTOMATU3MPAHU HHTEIUTEHTHU
yCIYTH (IOMOBE). 3a MperiiexaaHeTo Ha u300paxeHusTa otaanedeHo, ¢ u3nomBadn VNC (Virtual
network computing). VNC ce cbcTou OT KIIMEHT U CbpBBp. CHPBBPHT € MHCTAIMpaH Ha Raspberry
Pi, a KIMEHTHT — HA KOMIIOTHPA WK MOOUIIHOTO YCTPOMCTBO.

ANropuThMBT Ha paboTa Ha CUCTEMATa € CICTHUIT:

1. H306paxenue B peaiHO BpeMe, KOETO Ce Ch3/laBa OT KaMmepaTa.

2. HampaBenurte n300pa)keHUsl CE€ M3IpalIaT B peasHO BpeMe KbM MOHHUTOP WJIM MOOHIIHO

yCTPOKRCTBO, KaTo ce u3non3Ba VNC (KIHeHT-ChPBBD).

3. AKO MUKpPOMHOIOTBPBHT 3aceue MPOMsHA B MOBEIEHUETO, TO HA MOOMIIHOTO YCTPOWCTBO C€

M3Mpala u300paKeHUETO C MPOMsHA B moBeaeHueTo, upe3 IFTTT .

4. 3a na ce ycTaHOBU IIPOMSsIHA B TOBE/ICHUETO HA JJOMAILHUS JTFOOUMELL, TOJyYEHUTE CHUMKHU

ce npegasaT Ha YOLOV3-Tiny mozena.

Cucremarta 3a HaO/IIO/IEHUE YyJaBsl TIOBEIEHUETO HAa JOMAIHUS JIIOOUMEL IIpU ChH, XpaHEHE,
CsiZIaHe U XOJICHE U COOCTBEHHMKBT MOXKE Ja HaOIlto/laBa MPOMSHATa B €KEIHEBHUTE UM JCHHOCTH.
Taka cucremara 3a MOHUTOPUHT H3IIpaIia U3BECTHE 10 COOCTBEHUKA, KOTaTO TOMALTHHUAT JTFOOUMEI
€ 10 ToaneTHa 3a moBede OT 30 cexkyHIuW W Thpcu B kodara 3a ormaabuu. [lo TO3u HaumH
COOCTBEHHMKBT HE € TPETOBApPEH ChC CHOOLICHWS, HO B CHIIOTO BpEeME MOXe Ja Halro/aBa
MocIeABaIIUTe AEHHOCTH Ha JOMAIIHUS JTI0OOUMEIl.

3a o6yuenuetro Ha YOLO ca u3non3Banu 246 CHUMKH, Ha KOUTO KOTETO BEpBU; 180 CHUMKH,
Ha KOUTO sae; 232 cHuMKHU, Ha kKouTo cnu; 210 cCHMMKH, Ha KOMTO € ceaHano; 260 cHUMKH, Ha
KOUTO ThpCHU B Ko(arta ¢ oTnaablu; 282 CHUMKH, Ha KOUTO OTHBA JI0 TOAJIETHA.

Cucremara [67] naBa BB3MOXKHOCT Ha MOTPEOUTENUTE Ja KOHTPOIUPAT XPAHCHETO Ha
JOMAIITHUTE CH JIFOOMMIIM U /1a IPOCIIEABAT ChCTOSHUETO UM.

XapayepHata JacT Ha cucreMara ce cbecton oT ESP32 mukpokonTponep, DHT22 cenzop 3a
TeMIlepaTypa M BIAXHOCT, C€pBO MOTOp, kieTka 3a Terno u ESP32-Cam. C wu3nonsBaHeTo Ha
WHTepHeT ce 1o3BoJisiBa CTOMHOCTHUTE /1a ce ChXpaHsABaT B 0a3a OT JaHHHU.

[ToTpebutenurte MoraT Aa U3MOJA3BAT BCUUKHU BB3MOHOXXKHOCTH, HO ciell peructpauus. Cren
yCIeIIHA PEruCTpallys, Ha MOJI3BaTeNTe HAa WED MpHIokKeHHEeTo ce JaBa Bb3MOXKHOCT C KaKBO J1a
MpOABJKAT — C KOHTPOJMPAHETO Ha XpaHaTa WIM C HPOCIEISBaHETO Ha IOKa3aTeJIUTE Ha
MUTOMHUTE KUBOTHH.

Co¢ryepHaTa 4yacT e mpejacTaBeHa OT WeD mpuiiokeHHe, KOeTO MO3BOJIsIBa KOHTPOJIUPAHETO
Ha XpaHWJIIKaTa M MPOCIEASIBAHETO HA IOKA3aTEIUTE, KAaKTO M BB3MOXKHOCTTA Ja ce Iiena
KUBOTHOTO B PEATHO BpEME.

2.2.3. TexHONOTHYHHU, COPTYEPHH U XapIyepPHH pelIeHust
B Tabmuma 2 e mpencTtaBeHO CpaBHEHHWE 10 pa3IMYHU TIOKa3aTeM Ha OMHCAHUTE

MHTEJIMTEHTHU CUCTEMH 32 MOHMTOPHHI Ha JIOMAIHU XUBOTHU. ENMHCTBEHUAT MOKa3aTes, KOMTO
ce IOKPHBA OT BCUYKH CUCTEMH, € U3M0JI3BaHaTa TexHosorus Mutepaer Ha ooekrute (10T).
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Tadauua 2. CpaBHEHHE Ha ONMMCAHUTE WHTEIUTCHTHA CUCTEMH 32 MMTUTOMHH (JIOMAIITHA) YKUBOTHH

Wearable Dog Hgalth Score Control and
Temperature Using an S L
Alert for - g Monitoring Monitoring
Cucrema . and Humidity Artificial .
Animal - . the Systems in
Monitoring Intelligence ; .
Health . behaviours | Internet of Things
XapaxTe- o System Disease
Monitoring - o of pet cat (loT) Based Cat
PHUCTHKH System Environmental Prediction Cage
Y Algorithm
HW3non3san Arduino Raspberry
KOHTPOJIECP UNO (328p) ESP8266 Pi ESP32
TexHonorus loT loT loT loT loT
AnroputeM/Mogen - - v YOLOvV3 -
Censop 3a
TeMmmeparypa v v - - -
(TenecHa)
Censop 3a
TemIepaTypa - v - v v
(moMernieHue)
Cenzop 3a ) v ) v v
BIIAKHOCT
Cen3op 3a KpBBHO v ) ) ) v
HaJIATaHe
Cen3op 3a cepredeH v v ) ) v
PUTBM
Cenzop 3a ) ) v ) )
TI0JIOXKEHHE
Cenzop 3a ) v ) v
JBHKCHUE
Kamepa 3a ) ) ) v v
HabJoieHNe
Mo6uiHo i v v v i
MIPUIIOKEHUE
Desktop i i i v i
MIPUIIOKEHUE
Web npunosxenue v - - - v
baza ot qaHHu - - - - v

2.3. OcHOBHH noxKa3aTejm, KOUMTO Ce CJICAAT OT UHTCJIUTCHTHUTE CUCTEMHU

ABTOMaTUYHUTE CUCTEMH 3a MOHUTOPHHT U C’B6I/IpaHC Ha JaHHU IIO3BOJIABAT aHAJIU3UPAHETO
Ha BC€YC C’L6paHI/ITe JaHHH,
IIOBCACHHUECTO HA JKUBOTHUTC U 3aCUYAaHETO HA Oonectu. Hali-uecto IPpU )KUBOTHUTC, HE3ABUCUMO OT
BUJa — CCJICKOCTOIIAHCKH HJIM JOMAIIHH, CC IPOCICAABAT, BbB BPEMCTO, CICIHUTEC ITOKA3ATCIN U

daxropu [23-28]:

KOHUTO BKJIIHOYBAT (I)I/I?»I/IOJ'IOFI/IIIHI/ITC pCaKknuu,

JABMKCHUCTO,

Tenecna Temnepatypa — CTpechT NpU KUBOTHUTE HA-UECTO CE€ OLIEHSABA C U3MEPBAHETO
Ha TeJecHaTa TeMIieparypa. Berepunapure u3nosi3BaT peKTalHU TEPMOMETPH 3a Ta3u LIeJ
ot romuau [4]. OTynTaHeTO Ha Ta3W XapaKTEPUCTHKA MOXKE Jia Ce TOJyYH OT HSIKOJKO
Mecta. Hopmannara temnepatypa Ha xuBoTHUTE € 38.6°C. KaTo 151710 rpaHuIuTe Morar
na Bapupar ot 37.8°C no 40.0°C;
- T'HueHe Ha KONHMTaTa — MOJTyYaBa ce, KOraTo MoYBaTa € KajiHa U BiakHa/Mokpa [3];
- bonectu, KOUTO MOCTENEHHO OTCIa0BAT KMBOTHOTO — TOBa ca 0ojiecTH KaTo OojiecTTa Ha

JI>KOH 1 TyOepKysi03a, KOMTO ca CJIeJCTBUE Ha eHa U chia Oakrepus [3];

- Production diseases — ToBa ca 6ojecTH, KOMUTO ca CBbpP3aHU C METabOJIM3Ma, TeHETHKATA
Wi uHQEKIUA, TPUMEPHO, 3aabpXKaHe Ha IianeHTa. Haii-romemure 3aryOu, KakTo Ha
JKUBOTHH, TaKa M HA MJISTKO Ca CBbP3aHM ¢ TO3H THII 6osectH [3];
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- TMapa3utu — aBaTa BUAA Mapa3sdTH, KOMTO OKa3BaT BIHSHKE, Ca BHTPCIIHH U BHHIIHH.
BbTpeninute BIUSAAT HA TETJIOTO HA )KUBOTHOTO M KOJMYECTBOTO HAa MIISIKOTO. BBHIIHUTE
napasuTe KaTo KbPJIeKU U MyXH MOBIIUSBAT Ha 37paBeTo uMm [3];

- Kyrora — HeBb3MOXKHOCTTA Ha JOOUTHKA J1a ce ABHXKH CBOOOAHO [3];

- KpbBHO Hamsirane — mokasarell, KOUTO naBa WH(OpPMAIHs 3a TOBA JajiH XUBOTHOTO MMa
NpU3HAIM 3a yBpeAeHu opranu [7, 48];

- Ilpomenu B moBenenueTo [7];

- Ilpuem nHa Teunoctu [7];

- Conwmanno noseaenue [7];

- CoppueueH putbM [22, 48];

- Jluxarenna aeiinocr [48].

B pesynrar Ha HanpaBeHUs! aHAJTUTUYEH 0030p MOTaT Jia ObJaT HAPaBEHU CICIAHUTE U3BOJIU

3a CUCTEMHUTE OT TO3HU BUJI:

- B romsiMa gacTt OT CHCTEMHTE JHIICBAT Oa3u OT JaHHM;

- B romsiMa 4acT OT CHCTEMHUTE HE CE€ OTYMTAT [OKA3aTeNId KaTo KPhBHO HAJSITAaHE U TeJeCcHa
TEMIIEPaTypa;

- TlpomsiHara Ha MOBEICHUE HA )KUBOTHOTO IO/ICKA3Ba 38 HATMYUETO HA MPOOJIeM;

- B romsima wact ot cucremure uHdopMmanmsTa He ce u3Bexna u B desktop wimm yeO
HPUIIOKEHHE;

- B moBeuero ciydau ceH3opuTe HE ca 00CAMHCHU B SIMH MOJIYJI WIIM B €IHA JOIIBIHUTEIIHA
IIaTKa,

- B maJika 4act ot CHCTEeMHUTE Ce U3I0J3Ba U3KYCTBEH MHTEIICKT;

- B Maska 4acT OT CHCTEMUTE Ce J]aBa PaBO Ha COOCTBEHHKA HA )KUBOTHUTE J]a KOHTPOJIUPA
HSIKAKHB BH[ YCTPOHCTBO.

3. 3ak/oueHmne

B W30XeHHETO ca MpEeJCTaBeHH Pa3IMYHH CHCTEMHU 3a HaOJIOJICHWE Ha >KMBOTHHU. Bceska
€/IHa OT T€3H CUCTEMH MMa CBOUTE MPEAUMCTBA U HEAOCTATHIIH.

Hpe)]I/IMCTBaTa CC u3pasdaBar B TOBA, Y€ MOBCYETO CUCTEMH UMAT WJIM MOraT aa HU3IOJI3BaT
rOTOBO MOOWIHO mpuioxkeHue. ChINo Taka eHaTa Ha CHCTEMHUTE € CPaBHHUTEIHO HHUCKA - U KaTo
OTJIETTHU €JIEMEHTH (CEeH30pU U KOHTPOJIEP), U KaTO KPaeH MPOAYKT (xapayep u codryep).

HenocraTpuute Ha MNpeAsioKEHHUTE CHUCTEMH CE€ TOSIBSIBAT Haii-Bede B MHOTOTO OTACIHU
CEH30pH U JIHMIcaTa Ha 0a3a OT JaHHU (3a rojisiMa 4acT OT CUCTeMuTe). T'hil KaTo AaTYHIUTE HE ca
o0eMHEeHH, PUMEPHO, B €IMH MOAYJ, a C€ U3MOI3BaT HAKOJKO, TaKa T€ 3aeMaT IMO-TOJIIMa TLIOIII.
JIpyrusT HeJoCTaThK € JInmcara Ha 0as3a 3a JaHHUTE, KOUTO Ce MOJydaBaT — T€ Ce M3BEXKAAT, HO HE
Ce ChXpaHABAT, 3a J]a MOXKe Jla Ce HaIllpaBu CpaBHEHHUE, KAKTO U MPOTHO3a, MPU HYXK/a.

TCHI[CHIII/I?[T& npu pa3pa60TI<aTa Ha TaKbB TUII CUCTEMH € BHCAPABAHCTO Ha H3KYCTBCH
MHTEJEKT, 32 Ja MOXE C HeroBa IOMOI Jia C€ OTKpHUBAT MO-ObpP30 M MO-JECHO OOJECTHH U
HETUIINYHU ITOBCACHUA.
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IMPLEMENTATION OF ADEVELOPED MODEL FOR
SENTIMENT ANALYSIS IN BULGARIAN LANGUAGE

Daniela Petrova

Abstract: In the author's prior research, has been developed and presented a novel ensemble method named
att SVM+biLSTM+lex_RF, which has demonstrated superior performance compared to other tested by the
author methods in sentiment analysis of user reviews in Bulgarian. This paper presents the implementation
and evaluation of this method in a web page, where everyone freely can test the method both with single
comments in Bulgarian, or by uploading a file with many user reviews, to be marked and sorted as positive
or negative.

Keywords: sentiment analysis, Bulgarian language, opinion mining, text mining, text classification, web
application

1. Introduction

In today's digital age, where technology and the Internet are integral to daily life, the volume
of web documents has surged significantly. This growth has created a critical need for methods and
techniques that enable computers to understand these documents. Natural Language Processing
(NLP) and its subset, Sentiment Analysis, is the key to this task. Sentiment Analysis classifies user
reviews and comments into positive or negative sentiments by analyzing the opinions expressed in
each sentence [1]. While there are many tools and approaches for extracting sentiment from English
texts, the situation is different for less commonly used languages like Bulgarian. There are limited
preprocessing tools, small datasets, and the research in this area is still in its early stages, leaving
much room for development [2], [3].

Research on extracting opinions from Bulgarian texts is scarce. One of the earliest attempts at
automatic classification of Bulgarian adjectives was by Boris Kraychev and Ivan Koychev [4]. They
proposed a method using predefined emotional axes, such as love-hate and good-bad, and employed
unsupervised training on word frequency data from Bing. Bing was chosen over Google because it
provided more detailed data on word frequency and proximity [5][6]. Due to the limited availability
of Bulgarian data, Kraychev and Koychev, alongside Gergana Lazarova, combined Bulgarian and
English comments for analysis [7].

While not directly focused on opinion extraction, several other studies on Bulgarian texts can
support sentiment analysis. For example, Tsvetana Dimitrova and Valentina Stefanova worked on
the semantic classification of adjectives in Bulgarian WordNet, leveraging existing WordNet data
[8]. Ivelina Stoyanova's dissertation explored automatic detection of multi-word expressions in
Bulgarian, which could improve sentiment analysis performance since multi-word expressions are
crucial yet hard to detect [9].

A significant advancement in analyzing Bulgarian user comments was made by Borislav
Kapukaranov and Preslav Nakov [2], [10], [11]. They created a 10,000-entry database of film
reviews, going beyond basic positive, neutral, and negative classifications to include 11 levels of
sentiment, applying SVM for both classification and regression [2]. Nakov also developed a
stemmer for Bulgarian, which was used in experimental studies and preprocessing data [10], [11].

Marinov and Nivre [12] introduced the first dependency parser for Bulgarian using the
BulTreeBank corpus, although it's unclear if it was made available for broader use. Savoy [13] also
created a stemmer for Bulgarian and a list of stop words, comparing his results to Nakov's [10].
However, his stemmer only handles inflectional suffixes.
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The BulTreeBank team highlighted the severe lack of tools for processing Bulgarian texts,
forcing them to develop many resources, including tokenizers, morpho-syntax analyzers, and
dependency parsers [14]. These efforts laid the foundation for future language processing tools,
which are now available through BulTreeBank’s website [15].

Another smaller Bulgarian dataset with 900 comments was developed by Tsvetanka
Georgieva-Trifonova, who applied various classifiers such as NB, KNN, SVM, and deep learning
methods [16].

These factors prompted the author to embark on research in sentiment analysis specifically
targeting the Bulgarian language. In the initial stage, two large datasets were compiled, each
consisting of around 100,000 user comments in Bulgarian. The author also developed a tailored stop
words list for preprocessing. Following this, experiments were conducted using popular machine
learning algorithms to identify the most effective approach for sentiment analysis in Bulgarian texts.
The methods tested included Naive Bayes, Logistic Regression, Support Vector Machines, Random
Forest, and Recurrent Neural Networks.

In pursuit of a more effective algorithm, researchers introduced an improved ensemble
algorithm called att SVM+biLSTM+lex_RF. This approach combines two machine learning
techniques, Support Vector Machines (SVM) and Recurrent Neural Networks (RNN), through a
stacking ensemble method, with Random Forest (RF) as the meta-classifier. To boost predictive
accuracy, an attention mechanism—which targets specific parts of the input data—is applied before
SVM, and a lexicon-based method is integrated into the RF classifier [17].

As previously discussed, the author conducted experiments with widely-used machine
learning algorithms to identify the most effective method for sentiment analysis in Bulgarian texts.
These methods included Naive Bayes, Logistic Regression, Support Vector Machines, Random
Forest, and Recurrent Neural Networks. The experiments were carried out under various conditions:
with or without stemming during preprocessing, and using either uni-grams or bi-grams. The results
were promising, with accuracy rates exceeding 90%. However, the highest accuracy was achieved
by the author's proposed ensemble method, which combined Support Vector Machines (SVM) and
Recurrent Neural Networks (RNN) through a stacking ensemble approach, with Random Forest
(RF) as the meta-classifier. To further improve predictive accuracy, an attention mechanism—
focusing on specific parts of the input data—was implemented before applying SVM, and a
lexicon-based approach was integrated into the RF classifier (Table 1).

Table 1 - Results of previous calculations

Classification method
Tf-IDF Evaluation Dataset 1 | Dataset2
Bi-grams

Naive Bayes Without ste.mming 0,841 0,864

Stemming 0,836 0,858

Lagistic regression Without ste_mming 0.899 0.940

Stemming 0.901 0.940

Logistic regression +attention mechanism Without ste_mmmg 0,898 0,937

Stemming 0,901 0.941

. Without stemming 0.894 0,933

Support Vector Machine Stemming 0.898 0.937

. . Without stemming 0,899 0,939

SVM+ attention mechanism ST 0.901 0.940

Randorn forest Without stemming 0,861 0,900

Stemming 0,872 0,908
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LSTM Without ste-mming 0,909 0,943
Stemming 0,912 0,944

With i 0,904 0,943

SVM+RF - scil;:nsrf.r:én - 0,003 0,042

With i 0,897 0,949

SVM+LSTM : Scil(::nsrfir:;nmg 0,900 0,940

. With i 0,905 0,942

SVM+LSTM+ attention It S‘i‘;:nsrfir:;n'”g 0507 0943
att_ SVM+biLSTM-+lex_RF Withsotg:nsrﬁr:gming 83(1)2 8:23;

2. Realization of implementation

For the realization of the current project have been used HTML and CSS, PHP for getting the
data from the web page and Python for the sentiment analysis part, using the already created
ensemble method. Fig. 1 presents the overall look of the web page.

AHanu3 Ha HacTpoeHue Ha 6bNrapcku eamnk

AHanu3 Ha HacTpoeHne Ha eiUHUYEH KOMeHTap
BawmaT komeHTap:

3asefenne C NPUATHA aTMOCOEpa, BKYCHA XPaMa W CTPaXOTHO
obcnyxsame. Mpenopeusam Bu ro

Axanuanpait

AHanus Ha HacTpoeHue Ha &NO)' 2CTBO KOMeHTapu

Mpuxavere Texcros daitn

Kauere TexcTos dain Che CNMCHK OT KOMEHTapH, pasaenesy ¢ HoB ped. CkpunTsT
LL© aHANM3NPA HACTPOEHHETO HA BCEKM KOMEHTAP W LLe BbPHE PesynTaTuTe B HOB
dain.

Mpoanauw daitna Tyk unW  Choose Flle

Axanuaupad daitna

Fig. 1. Overall look of the web page

The web page itself is divided into two parts. First one is for sentiment analysis for one user
review. Fig. 2 shows the user front end for sentiment analysis of one comment. The user is asked to
input one user review in Bulgarian to be assessed. After pressing the button “Analyze” the result is
shown on the screen (Fig. 3). In Fig. 3 are shown two different inputs — one positive and one
negative and the result that is generated by the application.

AHanu3 Ha HacTpoeHWe Ha BbLNrapcku e3unk

AHanus Ha HacTpoeHWe Ha eAWHWYEH KOMeHTap

AHaNMIMPa

Fig. 2. Sentiment analysis on one comment — front end
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Sentiment Analysis Result:

Comment: MHOTo CTHIHO 3aBelleHIle ¢ PIATHa aTMocdepa, BKyCHa XpaHa Il CTPaxoTHO obcmyxBaHe. IIpenopbusam B ro

Prediction: 1/1 [ ] - ETA: 0s 1/1 [ ] - 2s 2s/step positive

Sentiment Analysis Result:

Comment: KHeHT CbM Ha 3aBe/leHHeTO II0Bede 0T IBe FoAHHIL IIpH MoCIeaHOTO NoCeNIeHHe 00CTYABAHETO 0T IePCOHaTA Oellle He3aI0BOMHTEIH
BHECOXMe TopTa HII MapKIpaxa JBa IIBTH Takca CepBIrs. bapMaHkara ce Ibpika HemooesHo.HE ITIPETIOPBUBAM 3ABEIEHIIETO.

Prediction: 1/1 [ ]-ETA: 0s 1/1 [ ] - 2s 2s/step negative

Fig. 3. Results of sentiment analysis on one comment

The second part of the web page presents the option of uploading a text file with multiple user
reviews to be analyzed (Fig. 4). After finishing the analysis (which is indicated by a loading
spinner) the result is presented with estimation of how long each predicament took and a result file
which consists of all user comments, sorted and marked as positive or negative according to the
analysis. A calculation of percentage is also presented (Fig. 5).

AHanus Ha HaCcTpoeéHne Ha MHOXXECTBO KOMEHTapH

MpukayeTe TekcToB dainn:

Kauete TeKcToB chaiin CbC CNNCHK OT KOMEHTapH, pasaeneHu ¢ HoB ped. CKpUnTbT
LLle aHanu3upa HacTPOEHWETO Ha BCEKW KOMEHTap M Lie BbpHe pesynTaTuTe B HOB
chaiin.

MpoBnauu caiina Tyk unu | Choose File No file chosen

Axanuavpai daiina

Fig. 4. Multiple comments sentiment analysis user input

/1 [ ] - ETA: @s
1/1 [ ] - ©s 29ms/step
1/1 [ ] - ETA: @s
/1 [ ] - os 32ms/step
/1 [ ] - ETA: @s
1/1 [ 1 - ©s 39ms/step
1/1 [ ] - ETA: @s
/1 [ ] - os 32ms/step
/1 [ ] - ETA: @s
1/1 [ ] - ©s 28ms/step
1/1 [ ] - ETA: @s
/1 [ ] - os 3ems/step

Sentiment analysis completed. Results saved to C:/xampp/htdocs/python_to_php/uploads/output_file.txt.

Sentiment analysis completed. Results saved to output_file txt.
Positive comments: 88.79%
Negative comments: 11.21%

Fig. 5. Result of multi comments sentiment analysis

3. Results

To evaluate the accuracy of the developed model and web application the author has created
three datasets with user comments in Bulgarian, scraped from the web site grabo.bg. Some
duplicate comments have been deleted. The initial reviews had marks from one to five, but since the
model is trained to predict sentiment only positive and negative, comments with point from 1 to 3
have been marked as negative and 4 and 5 as positive.

The first dataset is for user reviews for restaurants and consists of 1 616 positive comments
and 272 negative (total 1 888). Its corpus length in words is 13 212 (Fig. 6).
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npuﬂTﬁa obcTaHoBKa

‘ xpa HaTa ' MHOT O AOBOm—M

bewe

6etue MHOT O BKYCHO

Fig. 6. Most common words in dataset 1

The second dataset is for comments for hotels and consists of 1 384 positive and 351 negative
(total 1735) reviews. Its corpus length in words is 24 433 (Fig. 7).

XxpaHaTa 6euwe

eliid PENOREEAM,

= : .
o

> o6cnvxaaHeTo 6ell.le
b ‘ CTaVITe

O damMokaTo
[’::’j(__i(&}‘r,')vi[ ]

s i ueHTpa BKYCHa XpaHg,
HAMa Y P

Fig. 7. Most common words in dataset 2

And the third dataset with user comments for cinemas and theaters has 2 759 positive and 242
negative (total 3 001). Its corpus length in words is 17 536 (Fig. 8).

.BKTROpUTE -
aKTbOpCKa mrpa

Y THW

MHOTO CHIAX 6-”;@,[‘0@'3!3.?*.
CTPaxoTHO

HeBepomHoCyrl.,epﬂpeﬂ,CTa'BﬂéHVle

urorg, acbpa[TOCTAHOBKA®P2E!

Fig. 8. Most common words in dataset 3

The results of the three datasets that have been evaluated through the suggested model are
shown in Table 2. When dealing with imbalanced classes, accuracy becomes less meaningful
because it equally values the model’s ability to predict all categories, potentially leading to
misleading conclusions and masking poor performance on the target class. In such cases, focusing
solely on accuracy can obscure the model's effectiveness in identifying the specific class of interest.
This is where precision and recall come into play, as these metrics specifically assess the model’s
performance in detecting the target class [9].

The accuracy scores indicate that the model performs well across all datasets, with Dataset 3
showing the highest accuracy at 91.63%. While accuracy is a useful overall measure, it is important
to consider other metrics, especially in cases of imbalanced datasets. Precision measures the
proportion of correctly identified positive comments out of all comments identified as positive.
Dataset 3 exhibits the highest precision at 95.50%, indicating that the model is particularly effective
in minimizing false positives in this dataset. The precision across all datasets is relatively high,
showing that the model is good at correctly predicting positive sentiment.

Kommiorspuu Hayku v texnonorun 1 2024 Computer Science and Technologies 131



Recall, which measures the ability to identify all actual positive comments, is consistently
high across all datasets. Dataset 1 has the highest recall at 95.85%, suggesting that the model is very
effective in capturing most of the positive sentiment in this dataset, though Dataset 3 is close
behind. The F1 score, which balances precision and recall, reflects the model's overall effectiveness.
Dataset 3 again leads with an F1 score of 95.45%, showing the best balance between precision and
recall. The F1 scores across all datasets are strong, indicating that the model consistently performs
well in detecting sentiment across different datasets.

Dataset 3 shows the best overall performance, with the highest scores in accuracy, precision,
and F1 score, indicating that the model is particularly well-tuned for this dataset. Dataset 1 also
performs well, especially in terms of recall, suggesting that it is very effective in identifying
positive sentiment, though its precision is slightly lower than Dataset 3. Dataset 2, while slightly
lower in all metrics compared to the other two datasets, still demonstrates solid performance, with
an F1 score above 90%, indicating that the model is reliable across different datasets.

Table 2 — Results from the implemented model

Dataset 1 Dataset 2 Dataset 3
Accuracy 88.77% 85.76% 91.63%
Precision 91.44% 89.56% 95.50%
Recall 95.85% 92.99% 95.39%
F1 Score 93.60% 91.24% 95.45%

These results suggest that the model is generally robust and effective in sentiment analysis of
Bulgarian user comments, with slight variations depending on the dataset. Dataset 3 appears to be
the most aligned with the model's strengths, particularly in maintaining a strong balance between
precision and recall.

The model’s processing times for each step in this sequence range from 25ms to 63ms, with
the majority of steps clustering around 44ms to 55ms. This slight variation in processing time
suggests the model maintains a consistent performance, although a few outliers are slightly faster or
slower. The general trend shows efficient processing, with the majority of operations completing in
just over 50ms. The occasional faster step (25ms) and slower step (63ms) might be due to variations
in the data or system load during processing. The consistent timing across different steps suggests
stable performance without significant variations, making the model suitable for real-time or near-
real-time applications where quick processing is essential.

4. Conclusion

The current paper has described the creation and evaluation of web application for sentiment
analysis of user reviews in Bulgarian language with a proposed from the author ensemble model
called att SVM+biLSTM+lex_RF. This approach combines two machine learning techniques,
Support Vector Machines (SVM) and Recurrent Neural Networks (RNN), through a stacking
ensemble method, with Random Forest (RF) as the meta-classifier. Additionally to enhance the
predictive accuracy, an attention mechanism—which targets specific parts of the input data—is
applied before SVM, and a lexicon-based method is integrated into the RF classifier. The web
application works both with individual comments or multiple reviews uploaded as a text document.
It has been tested with three different datasets and gives satisfactory results. The web application
can be found in github and used freely.
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CIIAM U KUBEPCUT'YPHOCT. ClIAM-®OUWJITPHU - TUIIOBE U
IHPUJIOKEHHUE

Credxa U. TTomosa

Pe3rome: C pa3BuTHETO Ha TEXHOJIOTHUTE U YJIECHSIBAHETO HAa JOCTHIIA 10 HHTEPHET, BCE MIOBEYE YCTPOUCTBA
MOTarT Jla ce CBBbp3BaT OHJIAMH, KOETOo o0aye yBelnndaBa pHCKa OT KnOepaTaku u m3Mamu. CropensHeTo Ha
JUYHAa W YyBCTBHTENHA HMH(GOpPMAIMs B WHTEPHET BOAM O HApacTBallla HYXJa OT MOXOOpsBaHE Ha
kubepcuryproctta. EAuH oT Haii-uecTo cpemiaHute NpoOiieMd B 0ONacTTa MpencTaBisiBa CIaMbT, KOWTO
MoOXe 1a Obae nomydeH. Bee mo-rossiMaTa momyiisipHOCT Ha OHJIAHH THPTOBUATA U COIMAITHUTE MPEXH BOIH
70 JOTBJIHUTENTHO HAapacTBaHE HAa o0eMa CrlaM-ChOOIICHHUS. 3a TAXHOTO PaslOo3HABaHE M OTCTPAHSBAHE ca
pa3paboTeHN MHOXECTBO METOJIM U MHCTPYMEHTH. Ta3u craTus mpaBu 0030p Ha OCHOBHUTE BHJIOBE CIIaM U
pasriexaa Haii-eeKTUBHUTE (QUIITPHU, U3MOJI3BaHU 3a CIpaBsSHE ¢ Ipodiiema.

Kao4uoBu qymu: knbepcurypHocT, criam, cram-(QuiaTpu.

Spam and cybersecurity. Spam-filters — types and usecases
Stefka I. Popova

Abstract: As technology advances and Internet access expands, more devices can connect online, which also
increases the risk of cyberattacks and fraud. Personal and sensitive information shared on Internet leads to a
growing need for improved cyber security. One of the most common problems is the distinct types of spam
that a user can receive. With the steady increasing volume of spam emails, especially with the popularity of
online commerce and social networks, lot of methods and tools have been developed to detect and block
spam. This paper presents a review of spam types and looks at the most effective filters used to deal with the
problem.

Keywords: cyber security, email spam, spam filters

1. BbBeaenue

VYilecHsIBaHETO Ha JIOCThIIA 70 MHTEPHET OT BCE MOBEYE YCTPOMCTBA, KOETO ce HaOJIro/1aBa
pe3 MOCIIEHUTE TOIMHH, UMa MHOKECTBO TIPEAMMCTBA, HO BOJU ChC ce0C CH M CEPHO3HU PUCKOBE.
CropensiHeTo Ha rojsiM 00eM JMYHA M YYBCTBUTENIHAa HH(OpMalus B MpexaTra J0BEAE 10
yBEIIMYaBaHE pUCKAa OT KuOepaTakd W HM3MaMH, KAaKTO M Pa3slpOCTPAHCHHETO Ha 3JI0BpPEICH
copryep. Ha kubepcurypHoctTa ce OT/essl BCe MO-rojsIMO BHUMaHKe, a HeiHaTa OCHOBHA 3a/1aua €
MPEOTBPATSABAHETO HA aTaKWd M OMMTH 3a HEOTOPH3HPAH JTOCTHII JO WHPOPMAIMOHHU CHCTEMH,
JIMYHA NN T-I}/BCTBI/ITC.]'IHa I/IH(bOpMaIII/IfL

CnambT ChINECTBYBA B MHOXECTBO Pa3HOBUIHOCTH, OT PEKJIAMHH CHOOIIEHHS JI0 TAaKHBa,
3apa3sBallld W3I0JI3BaHaTa OT IMOJIydaTelsls MalllhHa Che 370BpeneH codyrep. OT apyra crpaHa,
MOCTOSIHHO yBEJIMYaBalllaTa ce MOMYJIIPHOCT Ha OHJIAIH ThPTrOBHATA, KAKTO U HApaCTBALIUAT Opoi
COITMAJIHA MPEXKH Ca CaMO YacT OT NPUYMHUTE 3a BCE IMO-TOJIEMHS 00eM IMoJyyaBaH CIaM II0
CJIEKTPOHEH ITBT.

[Ipe3 roguHuUTE ca MpUJaraHu pa3jiMdyHUd METOJIU U ca pa3pabOTEeHN MHOXECTBO HHCTPYMEHTH
KaTo OIHUT 3a pa3llo3HaBaHE M OTCTPAHSIBAHE HA MOJy4aBaHUS CllaM, HO ¢ OypHOTO pa3BHTHE Ha
TEXHOJIOTUUTE U3CJIeIBAHHUATA B Ta3H 00aCT MPOIbIDKABaT.

Hacrosiimarta cratusi mpeacTaBs mperiiesl Ha OCHOBHUTE BHUJIOBE CIaM, KaKTO M Ha Hal-4eCcTo
[puUIaraHuTe crnam-QuaTpu 3a pas3lo3HaBaHE W NPEJOTBPATABAaHE IOJIYYaBaHETO HaA CIaM-
CBHOOIIEHHS.
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2. CnaMbT KaTO 4acT OT KHOepPCUTYPHOCTTA

KubepcurypHocTra € MHOTO HIMPOKO MOHSTHE, BKIFOYBAIIO B ce0e CH MHOMKECTBO Pa3IHIHU
acriekt. Kubepcurypaocrra mMoxe na Obae AeduHMpaHa KaTto 3aliuTa Ha KOMITIOTPH, ChPBBPH,
MPEIKH, CHCTEMH U JJAHHH OT aTaKd M HEPABOMEPEH JOCTHIL.

ChllecTBYBaT pa3uyHU KJIacH(PHUKAIMU HA THIIOBETE KUOEPCUTYPHOCT, HO €Ha OT Haii-
pa3mpocTpaHeHUTe € Ta3u Ha EBporeiickaTa areHIus mo MpexoBa U WH()OPMAIMOHHA CHTYPHOCT
(European Network and Information Security Agency, ENISA), kosTo u3moi3Ba Mojaen Ha Oasa
3artaxu. Cropes To3u MOJIes, TUIIOBETe KHOep3ariaxu ca KHOepakTUBU3bM, KHOEPIPECThIICHHE,
KHOEPILITHOHAXK, KHOePTEpOpU3bM U KOepBoiiHa [1].

Jlpyra nomyinspHa Kiacu(UKaius € pa3Ie/issHeTo Ha 3aIllaXUTe B MeT KaTerOpUH: 3J0BPEICH
codyrep (malware), mmdposamy 3moBpenHu mporpamu (ransomware), ¢pummar-araka (phishing),
coranieH umkeHepuHr (Social engineering) u nocrosiuna 3ariaxa (Advanced Persistent Threat).

CraMbT NOMaja B KATETOPHUSITA HA COL[HATHUS HH)KCHEPUHT U MOXKE J1a O'bJie M3M0I3BaH KaTo
METO]I 3a MPOBEK/IAHE HA aTaKH, MMOMAallll BbB BCSIKA €IHA OT OCTaHAINUTE Kareropuu. ToBa e eqHa
OT MPUYMHHUTE 33 OTACITHETO Ha CICIHAIHO BHUMAHWC W TIOJATAHETO HA CEPUO3HU YCHIIUS 3a
HaMaJsIBaHE KOJIMYECTBOTO IOJIy4aBaH CllaM KaTo YacT OT EJICKTPOHHATa KOPECHOHACHIMS Ha
noTpeOuTENUTE.

ITox ciam ce pa3bupa BCAKO MOYYCHO HEMOMCKAHO €JIEKTPOHHO ChodiieHue. JlaneHo crnam-
choOlIeHHe OOW4YaiiHO Tomaza TOHE B €IHa OT CICIHUTE KaTeropvH: peKiiama, H3Mama,
ChIbPKaHUE 33 Bb3PACTHH, UMEii SPOOfing (omuT 3a moaBeKaaHe Ha MOJTydaTess, 4e ca OT MO3HaT
U3TOYHHMK) M JIPYTH, KATO BCSIKA OT TAX UMa Pa3IMdHa eI

OmnpocTeHa CTpYKTypa Ha mpolieca 1o U3MpallaHe U MojayvYaBaHe Ha €IEKTPOHHU ChOOIICHUS
e mocoveHa Ha urypa 1.

POP3
SMTP SMTP :
SMTP .
— outbound ‘ @ | inbound HITP onvaaTen
P mail server mail server i
| — —
HnTepreT

®@ur.1. M3npamane 1 nonyyaBaHe Ha €JIEKTPOHHO ChOOILEHHE

Besko enHo cpoOiieHne nMa 3arjiaBHa 4acT, TSUI0, METaJlaHHU U €BEHTYAJIHO MPUIIOKEHUSI.
3arjaBHaTa 4yacT ChAbPKa UH(OpMaIMs 3a U3Mpaliaya u nojiydaresst Ha CbOOIIEHNETO, KaKTo U 3a
€BEHTYaJHH JOMBJIHUTEIHA WU CKPUTH MOJTy4YaTend, TeMa Ha MUCMOTO, HEroBaTa JaTa U ApPYTH.
Ts10TO Ha €NeKTPOHHOTO NHHCMO ChIbPKa OCHOBHATa HMHQOpMalMs, KOSTO ce MpedaBa U €
BB3MOXHO JIa ChIbpKa UACHTU(DUKAIMS Ha M3Mpaliadya Karo UMe, JUTHKHOCT, KOHTAKTH U JPYTH.
MertagaHHATE Ha EJNEKTPOHHOTO MUCMO BKIIFOYBAT MH(OpMAIMs 3a THII ChABPKAHUE, BEPCHUATA
MIME (Multipurpose Internet Mail Extensions), usmnos3Bana 3a (GopmaTtupaHe Ha ChOOIICHHETO
WM 32 HAYMHA, TI0 KOMTO TEKCTHT € KOAUPaH.

CrpliecTBYBaT MHOXKECTBO MOAXOAM M TEXHUKH 3a MUHHUMHU3HpaHE o0emMa Ha MOJydaBaHUS
cTaM, KOMTO MOTar Jia ce 000CO0sT B JIBE TPYIH: TEXHUKH, MPHJIATaHN HAa HUBO ChPBBP U TEXHUKH,
MIpUJIaTaHd Ha HUBO KpaeH MoTpeOuTen.

TexHuKHTE, IpHUIaraHd Ha HUBO CHPBBP, BKIIOYBAT aBTCHTUKAIIMS Ha m3mpaiiada upe3 SPF
[2], DKIM u DMARC (Sender Policy Framework, Domain Keys Identified Mail u Domain-based
Message Authentication, Reporting and Conformance), DNS blacklists [3], u3non3Bane Ha
CHCTEMH OT THII ,,BbIpoc — oTroBop (challenge — response, kato CAPTCHA) [4], xoHTpOiHM
cymu, SMTP proxy, u3noi3BaHe Ha pa3iIHyHH CrIaM-QIITPH U Ipyrd. Te3u TEeXHUKU M TOIXOIU
OOMKHOBEHO MMAT 32 I1e]1 YI0CTOBEPsIBaHE JICTUTUMHOCTTA Ha U3Mpaliaya.

Kommiorspuu Hayku u texnonorun 1 2024 Computer Science and Technologies 136



CTaHI[apTHI/ITG IMOHICHCKN CBHPBBPU MOraTr na GLI[aT JOMBJIHUTCIIHO TIOACUTYPCHHU CPCILY
moJiyyaBaHe W MpeJaBaHe Ha CIlaM upe3 M3IO0JI3BaHe Ha MEXIUHHU 1nTro30Be (email gateways) wimum
pas3IMyHM TOTOBH aHTHBUPYCHHM CHCTEMH M XOCTUHT yciyru karo Barracuda, Cisco Email Security,
Microsoft Exchange Online u MHOXeCTBO apyTH.

Ot cBOs CTpaHa MCPKHUTC, KOUTO MOrar ga 6’bI[aT MMPUIIOKCHU OT BCCKHU CIHUH HOTpe6I/IT€JI,
BKJIFOYBAT M3II0J3BAHETO HAa BPEMCHHU aJpCCH IIPH IOMNBJIBAHE HA KOHTAKTHHU (bOpMI/I B pa3jiIndYHA
caiiToBe, OCTaBsIHE HA TOJIYYEHO CIIaM-ChOOIIeHHe 0e3 OTroBop, AOKJIa/JBaHE WJIM MapKUpaHEe Ha
IIOJIYUYCHO CJIICKTPOHHO C"bO6H.I€HI/Ie KaTo CiaM, CIOJACIIAHE Ha aJgpeca Ha CJIICKTPOHHATa Iioia C
OrpaHUYeH KPbI' MOTPEOUTETN M MHOTO JIPYTH.

OcBeH [pujiaraHe Ha pa3jM4YHu TCXHUKU 3a OI'paHNYaBaHC IMOJTy4aBaHCTO Ha CIlaM, KOHUTO CC
IIpujarat Ha HUBO CbpPBBP U OT KpaﬁHHTe HOTpC6I/ITeJ'II/I, AO0CTAaBUMIUTE HAa UHTCPHET YCIYI'U CBhIIO
MOTaT Aa U3MO0JI3BAT pa3jIMdHHU MCTOJU 3a IMPCAOTBPATABAHC HU3IIOJ3BAHCTO HA TAXHATA yCJIyra 3a
H3NpalaHe Ha CIiaM. HpHMep 3a HO,Z[O6HI/I MCTOHU Ca IMPOBEPKAa HAa HOBU KIIMCHTH, OIrpaHHMYaBaHC
CKOpOCTTa Ha M3MpaIlaHe Ha ChOOLICHHS, KaKTO U IpUIarane Ha U3XO0JAII0 (PUITpUpaHe.

Baxxno e Ja C€ Ioco4u, 4€ OT HaA4YaJIOTO Ha XXI-Bu1 BEK MHOTO ABPIKABU Ca IIPUCTIU pa3IMIHN
3aKOHOBH HOPMH KaTO OMHT 3a O6opba CchC cram-chOOIIEHUsATa. B HAKOM ABpKaBU THPrOBCKHUTE
C’bO6H_I€HI/ISI 3aABJIDKUTCIIHO Tp}I6Ba Jda CbAbpKAT OIPCACICH TCKCT, KOCTO IIPpaBHU JICCHO TAXHOTO
pasnno3HaBaHEC.

Hsxon oT Hali-u3BECTHUTE CBHLIECTBYBAIIM JIETAJTHU MEPKHU Cpelly cliam ca General Data
Protection Regulation (GDRP), Directive on Privacy and Electronic Communications, Controlling
the Assault of Non-Solicited Pornography and Marketing Act (CAN-SPAM Act) u apyru. Yacr ot
O6HII/IT€ HU3UCKBAHHA MCXKAY ITOCOYCHUTC 3aKOHOBM MCPKHM Ca 3a HaJIWMYHaA I/IH(i)OpMaIII/Iﬂ 3a
usIipamniada Ha CLO6H.I€HI/I€TO, IpEaABAPUTCIIHO HOTpGﬁI/ITeJ'ICKO CbhIJlaCuC U APYTH.

3. CnaM-puJITpH: THIIOBE U MPUJIOKEHHE

Enue or Haii-pasnpocTpaHeHHTe MOAXOAM 3a OrpaHWYaBaHe oOema IOJydaBaH CIiaM 110
CIIEKTPOHEH BT € M3IIOJ3BAaHETO HAa TaKa HapedeHUTe CraM-(QUITPH. B 3aBHCHMOCT OT THIIA
GUITHP TO3M TOAXO0]] MOXKe Ja Objie TIPUJIaraH U Ha HUBO ChPBB, H Ha HUBO KPAcH MOTPEOUTEI.

ChIecTBYBaT HAKOJIKO OCHOBHH TPYIH CraM-(DHITPHM, KaTO Ta3d 4YacT IMPEIACTaBsS KPaThK
0030p Ha Hall-pa3MPOCTPAHEHHUTE OT THX.

Qunmpu Ha 6aza cvovprcanue (content-based gurmpu)

Cnam-¢untpute Ha 6a3a chabpkaHue pabOTAT Ha 6a3a MpeABAPUTEITHO Ae(HUHUPAH CIHCHK C
KJTFOYOBH TyMd. BCAKO €IHO TOTy9IEeHO eEeKTPOHHO CHOOIICHUE Ce aHAIN3UPA 33 HAJTMYKE HA TyMH
OT TO3H CIUCHK. B 3aBUCHMOCT OT YecToTaTa, ¢ KOATO JyMa OT CIIUCHKA Ce cpelia B KOHKPETHOTO
IIHICMO, CE€ B3eMa PelIeHne Jaln TO Ja 0bJie KIIacH(pHUIMPAaHO KAaTO CIIaM HIIH KaTo XaM (JIETHTHMHO
nucMo). Haii-uecto mojgobeH Tum craM-QUIATPH Ce HM3TpaXaaT ¢ TMOMOINTa Ha aJrOpPUTMU Ha
MAIIMHHOTO OOy4YeHHWE KaTo JIOTHMCTHYHA perpecus, beiic KiacH(puKaTop, METOJ Ha OIIOPHHUTE
BEKTOPH, IbPBO Ha PEIICHUATA, HEBPOHHU MPEKH U 1pyrH [5, 6, 7].

Qurmpu Ha 6a3a 3021A6HA 4ACTM

Kakrto mojacka3ssa UMeTO, MOJ00€H THIT (GUITPH aHATU3UPAT 3arjaBHATA YacT Ha MOJIYYCHO
EIIEKTPOHHO CHOOMIEHHE. AHAIU3BT ce (OKycHpa BBPXY IapaMeTpd Karo MaplmpyT Ha
cpobrienuero, IP-aapec Ha u3npaiaya ¥ HETOBHUS CTATYC, KaKTO U Al KOHKPETHOTO ChOOIIECHHE
¢ KOIIME Ha U3MPATEHO JI0 MHOKECTBO TIOJTyYaTeH MTHCMO.

@unmpu na 6aza penymayus

Cnam-¢unrpure Ha 6asa peryramys paboTAT ChC CHINECTBYBAIIM CITUCHIH, ChIbPKAIIN BEUE
M3BECTHU M3TOYHMIIM HA criaM. Te M3YMCIIIBAaT M acOIMUPAT PEMyTAIlMOHHHM TOYKHM Ha W3Mpaliada
Ha BCSKO €IHO €JIEKTPOHHO ChOOIIeHNe, Oasupaiky ce Ha JaHHH OT IYOJIMYHO JOCTBIIHU CIHCHIN
3a OJIOKMpaHe, Pa3InYHN CTATHCTHKU Ha ChOOLICHUETO U APYTH mapameTpu. [Ipu M3MOI3BaHETO Ha
TO3HM THUII ClaM-(QUITHP € BB3MOXHO Je(HHHPAHETO Ha MpParoBa CTOMHOCT 3a PENyTal[HOHHUTE
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TOYKH, KOSITO CE SIBSIBA ONpENEIia Jallk IOJYYSeHOTO OT JaJeH HM3Ilpaniad choOlieHne na Obae
MPUETO UM OTXBBPIICHO.

Quampu na 6aza npasuna

Cnam-¢unTpure Ha 6a3a IpeBapUTEIHO TePUHUPAHH IPABUIIA Ca €IHH OT Hal-e()eKTUBHHUTE
Y YEeCTO U3MOJ3BaHU (UITPH, 3a€THO C Te3M Ha 0a3a aHAIM3 HA ChIAbPIKAHUETO.

KakTo nozackasa uMeTo, Te3u (GUIATPH OLEHSIBAT BCSKO IOJYYSHO EIEKTPOHHO ChOOIICHNE Ha
0aza CIUCBHK OT MpaBWia, KaTO BCSIKO INPABHJIO OT TO3U CIUCHK HMa OIPEICICH TETJIIOBCH
koedurment. IIpu mocrernBaHe Ha HOBO ChOOIIEHHE HEroBHs pe3ynrar € Hyna. Cien ToBa TO ce
IpOBEpsIBa CIPSIMO BCSIKO €JHO IPAaBWIIO U CIIOPEA TErJIOBHUTE KOS(PHUIMEHTH C€ H3UMCIISABA
pesynrata my. [lo mogobue Ha penyranmonaute GunTpu, npu Guntpu Ha 6a3a mpaBuiIa CHIIO CE
neduHMpa mparoBa CTOMHOCT, ¢ KOATO OMBa CpaBHIBAH M3YUCICHHUS 3a ChOOIIEHHETO pe3yiraT. B
3aBUCHMOCT OT TOBa KbJI€ MOMaja TO3U PE3yNTar CIpsMO AeHUHHUPAHUS Mpar, aJeHO ChOOICHHUE
ce KIacupuIrpa KaTo criaM WM XaM.

Bwnpeku de ca MHOTO e(heKTUBHH, MOJOOCH THI cHaM-(QWITPH UMAT M HEAOCTATBIM KaTo
OCHOBEH HEJIOCTATBK CE SABSIBA TOJEMHUAT OpOii MpaBmiIa, KAKTO M TEXHUSAT CTATHUCH XapakKTep — Te
ca mpeABapuUTEITHO AePUHUPAHU.

Durmpu Ha 6aza cnucvyu

CraMm-¢punrpute Ha 6a3a CHUCHIHM ca JAPYT THIT MUPOKO u3noi3Banu puntpu. [lomoben Tum
GUITHP ChILECTBYBA B MHOXKECTBO PAa3HOBHIHOCTH W MOXKE Ja ObJe NMpHiaraH KakTo Ha HUBO
CHPBBP, TaKa M HA HUBO KPacH MOTPEOUTEIL.

EnuH 0T OCHOBHO M3MOJI3BaHUTE THIIOBE criaM-(GuiThp Ha 0a3a CIUCHLM € TO3H, Oa3HpaH Ha
,crucbk Ha otxpwepisae (denylist filter). Toit maBa BB3MOKHOCT BCEKHM KpaeH MOTpeOUTEN jaa
yKa)ke M3Ipalad, KOUTo Ja ObaaT OJOKMpaHH M Ja He OBbJaT MOJTydyaBaHHW CHOOLICHHUS OT THX.
Besiko eqHo cbobiieHne ot nojo0eH u3npaiady OuBa aBTOMaTUYHO OTXBBPJIEHO WM CKPUTO. AKO
noJ00eH TUN (QUITHP € pealu3upaH Ha CHPBBPHO HUBO, M3TOYHHIUTE HAa CHOOIICHHATA CE
MPOBEPSIBAT B PA3IMYHU MYOJIUYHO JOCTHITHH CIUCHIM 33 OTXBBpIsSHE. JlaHHUTE B TE3U MyOIMYHO
JIOCTBIIHM 0a3M OT JaHHU C M3TOYHHIM Ha CIlaM ce ChOHMpaT ¢ MOMOIITA Ha Pa3IMYHU aHTUCIIAM
KOMITaHHH, JIOCTABYMIM HA YCIYyIHM W WHTEPHET, KakTo W Ha morpeburenu. KomOuHMpaHeTo Ha
NOJO0HU CIUCHIM OT JBETE CTPAaHH JONBIHHUTEIHO IMOBHUIIABAa €(PEKTHBHOCTTA HAa (QUITPUPAHETO.
To3u Tun puntpu ce cpemaT mo; MHOKECTBO APYTH HAaMMEHOBaHus — ,,aepHu ciimcbiu’ (blacklist),
,,cruchiy 3a omokupane’ (blocklist), ,,cnucnim 3a u3kmousane’ (exclude list) u gpyru.

Jpyr nomo0eH Tun cnaM-GpuiaThp € To3u, 0a3upaH Ha ,,0e3omacen cnuchbk™ (Safelist). B Hero
ce 100aBAT Te3W M3IMpaliayy, YAUTO ChOOIIEHHS aa ObJaT BHHATU MPOIYCKAaHH Npe3 QUITHpa Ha
SNIEKTPOHHU CBhOOIIeHNs. M3mon3BaHeTo Ha TO3U THN (GUITHP Tpejaiara MO-BHCOKA CTENCH Ha
3amuTa B cpaBeHHe ¢ GuaThp Ha 0a3a cnMChK Ha OTXBBpisHE. OT JOpyra crpaHa, HETOBOTO
M3M0JI3BaHe TIPaBH HEBB3MOKHO TOJTyYaBAHETO Ha CJIEKTPOHHHU CHOOIICHHUS OT HEMO3HAT U3TOYHHK,
JOpY T€ J1a TPEJICTaBISABAT JIETUTUMHHU CchoOImeHus. To3u tun ¢uarpu ca mo3HaTtu oA UMEHA KaTo
,oemu cnimesi’ (whitelist), ,,mo3Bonenu cnuewuu™ (allowlist) u gpyru.

CoiecTByBaT ciaM-(QuUIATPH Ha 0a3a CIUCHIH, KOUTO 3aeMaT MEKIMHHO MOJIOKEHUE CIIPSIMO
TEe3H, U3MOJ3BAIM YePHU WU Oenu criuchi. ToBa ca ¢puntpute Ha 6a3a ,, kbitu cnuchim’ (yellow
lists), B konTo monajgar u3mnpamadu, YAUTO ChOOIIEHUS HE ca OMIM KaTETOPUYHO KIaCU(PHUIMpPaHH
kato craM. [lpm momydaBaHe Ha CBHOOIIEHHWE OT WU3Mpamiad, KOWTO € B MOJ00C€H CIHCHK,
CHOOIIEHHETO Ce aHAIM3MPA JONBIHHUTEIHO C IIeJ ONpPEACTSIHETO My KaTo CHaM WM XaM H
MpeANPUEMAHETO Ha ChOTBETHH MEPKH.

[Mocnennust TMO cnaM-QHUATPH, KOWUTO TMOMAAaT B Ta3H KaTeropus, ca Te3u ChC ,,CUBU
cimcbuu (grey list). Benpeku cBoeTo mMe, Te ca mo-0co0eH Cilydail B CpaBHEHHE C MOCOYCHHUTE
MO-TOpE, 3alI0TO HEe PabOTST C MPEeIBAPUTEIHO M3TOTBEHH CIHCHIM. BMeCTO TOBa, M3IMOI3BAHETO
Ha 1ofo0eH Tun GuUITHp 3a0aBsi JOCTABSIHETO HA €JIEKTPOHHO CHOOIIEHHE C ET YIOCTOBEPSBAHE
Ha HEroBara aBTEHTUYHOCT. [Ipu MOCTHIIBaHETO HA HOBO CHOOIEHHUE TO C€ OTXBBPJIS M CHPBBPBT
usnpaiia rpemka. [1ogo0HO MoOBeeHNe ce OCHOBaBa Ha (pakTa, Y€ MOBEYETO ChPBHPU MMAT OMIIHS
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3a MOBTOPHO M3IIpalllaHe ciie]l KpaTbK MHTEpBaJl OT BpeMe. AKO JaZeHO ChOOIICHHE € MOBTOPHO
U3MpaTEeHO, BEPOATHOCTTA TO Ja € CIlaM He € rojsma.

Aumusupycnu gpurmpu

KakTo moncka3Ba uMMeTo Ha TO3M THUN cHaM-(QWITPU, TE paslo3HaBaT, OJOKUpAT U
SIIMMUHHPAT 3J0BpeeH copTyep, KOUTO MOXE Ja ObJe M3MpaTeH 4pe3 eIEKTPOHHO ChOOIICHHUE.
Besko eaHo cboOlieHre ce aHalM3upa 3a HAIM4YME Ha MOJ00eH codTyep, KOHTO MOxe aa Oble
CKpPUT B HErOBOTO ChABPKaHHE WK J1a ObJae MpuKadeH kato (aiin. MHOTO 4ecTo momgoOeH Tuil
buntpu koMOMHUPAT PUITPHU Ha 6a3a ChabpKaHUe U GUITPU HA Oa3a CIIUCHIIH.

Esuxoeu ¢hunmpu

[locnennara rpyna cnam-punTpu ca Te3n Ha 0Oaza e3uk. Kakrto mojckasBa HMeETO,
W3MOI3BaHETO Ha MOoM00eH TUIl (UITHP MO3BOJISABA MOJIYYaBAHETO HA EJIEKTPOHHH CHOOILIEHMS,
HalMCaHU Ha oOmNpeieNieH e3uk. llpwiaraneto Ha e3UKOB (UATHP HE TOJKOBa (UITpHpa
MOJIy4aBaHUTE  ChOOIIEHUS, KOJKOTO  OrpaHM4yaBa oOeMa  TOfyyaBaHa  €JIEKTPOHHA
KopecnongeHnus. Ilogoben Tun GpuiITpu He ca MOAXOAAIIM 32 MOTPEOUTENN U OPTaHNU3ALUH, KOUTO
MMAaT MEXyHApOJHU KOHTAKTH.

Hannumero Ha ronsiMmo pazHooOpasue Ha criaM-(WITPH M HAYMHM 32 TSIXHOTO TOCTPOSIBAHE
JlaBa Bb3MOXKHOCT 32 KOMOMHHPAHETO UM B Taka HapedeHus xulpuiueH Guitsp. ToBa e u enuH oT
Hail-4yecTo M3MOJ3BAaHUTE TIOAXOMM 33 TAXHOTO MpHJIaraHe, KaTo ca MPOBEACHH MHOMKECTBO
W3CIeIBaHM B Ta3H IMOCOKA U TE€ MPOABIKABAT.

Karo mpumep 3a KOHKpPETHH KOMIIAHHWHM, H3IOJ3BAIIM XUOpPHIHH (UIATPH, MOrar na ce
mocouaT komnanuure Google u Yahoo [8].

Google m3non3Ba 3a mpemiarasata ot Hero yciryra Gmail komOuHaus ot Guitpu Ha 6aza
ChJIbPKAHUETO, YePHH U OenM CHUCHLM, QUITpupaHe Ha u3o0pakeHus, cuBu cnucbiu U SPF
3aeqHo ¢ DKIM. AHanu3bT Ha ChABPKAHUETO HA BCAKO €IHO MHCMO CE M3BBPLIBA C ITOMOLITA Ha
QITOPUTMH HA MAalIMHHOTO O0Oy4yeHue, KaTo oOpaTHa Bpb3Ka OT NOTpPeOUTENs] TOBHUIIABA
JOMBIIHUTEITHO TOYHOCTTA Ha KJIACH(PHUKAIIHS.

[To momobue Ha Google, Yahoo cbhIo M3MONA3Ba AIrOPUTMH HAa MAIIMHHOTO OOy4eHHE B
KOMOWHAIHSI ¢ U3KYCTBEH MHTEJIEKT, TOECT peann3rpa GuIThp Ha 60a3a ChIbP)KaHUETO Ha MMUCMOTO.
OTHOBO ce U3MOMN3BAT YepHHU, OCTTH U CUBH CITUCHIIN, 0OpaTHa Bpb3Ka, OJOKUpaHe Ha MOA03PUTEIHU
BpB3kH, SPF, DKIM u DMARC.

Ta6auna 1. Tunose ciaM-QuUIATHP U TAXHATA TPHUIOKUMOCT

Tunose cnam- Ipunoxum Ha HuBo | IIpuiaoxkum Ha HUBO
puarsp MOLIECHCKH ChPBBP KpaeH norpedure.
Puarsp Ha 6232 CbABbP/KAHNE + -

@uaTsp Ha 0a3a 3arJaBHa 4acT
Puarsp Ha 0a3a penyTanus
Puarsp Ha 6a3a NpaBUJIa

+ 4|+ |+ |+ +

OuiaThp Ha 6a3a CIUCHIM +
AHTHBHPYCHHU HIATPH -
E3ukoBu ¢uarpu +

Jeraitnu mo peanuzarusata Ha GUITPUTE HA ABETE KOMIIAHWU HE Ca IMyOJMYHO JOCTBHITHU TIO
oueBuaHU mpuunHU. [locoyeHnte KOMOMHaNMU oOaue [aBaT JOCTaThbyHa WHGOpPMAIUS IO
OTHOIIIEHHE Ha M3MOJ3BAHUTE OT TAX TEXHUKU U moaxoau. Crnam-puiarpure U Ha JBETE MOCOUYEHU
KOMITaHUU ca 00y4YeHH BHPXY rojeMHu 00eMH JIaHHU ¢ M3MO0JI3BaHe Ha MOAXOJISAIIHN 3a TOJ00eH THUII
o0paboTka copyTepHU HHCTPYMEHTH.

Tabnuma 1 npencraBs 06001IeHNe Ha OMUCAHUTE MO-TOPE THIOBE ClaM-(QUITPU W TSIXHATA
MPUIIOKUMOCT.
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4, JakaoyeHue

HacrosmaTa cratusi mpeacTaBsi ChINECTBYBAIIMS MPOOJIEM C MOTYYaBAaHETO HAa CIaM KaTo

4acT OT €JIEKTPOHHATa KOPECIOHACHUMUSA W Pa3Iu4YHUTE IOAXOAM 3a HEroBOTO OIPAaHMYABAHE.
@OKyCHT € BbpPXY CHIIECTBYBAIIM PA3IMYHU BHUIOBE CraM-(QHITPU, KAKTO U BBPXY CIyd4auTe Ha
TAXHOTO IIPUJIATaHeE.

Hpes TOAWHUTEC Ca MPOBCACHU MHOKCCTBO U3CJICABAHUA C LCII HOI[O6pHBaHe Pa3MO3HaBaHECTO

Ha IMOJIY4YC€HO CJICKTPOHHO IMHMCMO KaToO CIIaM. C Pa3BUTHETO HA TEXHOJIOTHUUTE, Ha6J'II-O,I[aBaHO Ipe3
IIOCICAHUTE OECET U IOBCYC I'OAUMHU, U C paspa60TBaHeTo Ha pa3/IfYHd MHCTPYMCHTH 3a pa60Ta C
rojaeMu 00eMHU OT JaHHH, U3CJICABAHUATA B obxnacrtra npoabJIKaBar.

[1].
[2]
[3]
[4]

[5]-
[6].

[7]1.

8.
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APPLICATIONS OF MACHINE LEARNING IN TAXI BUSINESS
MANAGEMENT

Todor Todorov

Abstract: The taxi industry, a vital component of urban transportation, faces increasing pressure from rising
population densities and infrastructural demands. As cities expand, ensuring the efficiency and reliability of
individual public transportation has become critical. Machine learning (ML) offers opportunities to optimize
operations in the taxi sector, from dispatching to demand prediction and resource allocation. This paper
explores current applications of ML technologies in taxi management and discusses their benefits,
challenges, and future prospects.

Keywords: machine learning transport, traffic, optimization

1. Introduction

The taxi business is an integral part of public transportation in urban areas. In larger cities,
increasing population density puts pressure on infrastructure, complicating the creation of efficient
public transport systems that meet modern standards of convenience, accessibility, and efficiency.
This load disrupts the balance between mass public transport (operating on schedules, such as
buses, trams, metro systems, and trains) and individual public transport services like taxis, rental
cars, and bike-sharing systems.
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Fig. 1. Taxi company vehicle positions as of November 8, 2024, 17:53

Technological advancements, particularly in communications and GNSS positioning systems,
have enabled the development of more effective software systems for transport management. By
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optimizing individual travel planning, these software systems can blur the line between individual
and mass transit, exemplified by the emergence of 'shared’ trips that aggregate individual journeys

into dynamic schedule

S.

Taxi services, a form of individual public transport, evolved from horse-drawn carriages and
have been subject to regulations since the early 20th century. In large cities, modern taxi services
operate within strict regulatory frameworks. This regulatory environment poses challenges when
incorporating new technologies, as existing legislation often traces back to older forms of individual
passenger transport. Despite these hurdles, many aspects of taxi operations can be significantly
optimized through technology.

2. Specifics of Taxi System Management
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Fig. 2. Distribution of Orders to a Taxi Company in 1 Hour

Taxi companies use real-time vehicle tracking to monitor fleet movements. The primary task
of taxi management software is dispatching: registering incoming requests and assigning them to
the most suitable vehicle. This process must be executed quickly, minimizing the time between
receiving a customer’s request and providing detailed service information, such as the vehicle and

estimated arrival time.

Modern dispatch systems automate most of this process, which generally involves:
1) The customer defines the request: specifying pickup and drop-off locations, time, and any

vehicle requirements.
2) The request is

forwarded to available drivers.

3) A suitable driver is selected and asked to accept the assignment.
4) If the driver declines, step 3 is repeated.
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5) The customer receives information about the assigned vehicle.
By automating these stages, software can handle a large volume of requests per second,
making it possible to efficiently manage companies with thousands of drivers.

3. Case Study: Fleet Management Automation

A taxi company, founded in 2011, initially processed only 3-5% of orders through an
automated system. Customers preferred interacting with a human dispatcher to feel reassured that a
vehicle would be sent. By 2024, over 60% of requests are processed automatically, without human
intervention, demonstrating the significant shift toward technology-driven dispatching.

4, Key Performance Indicators (KPIs) and Optimization
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Fig. 3. Order density for the taxi company

A crucial KPI for taxi fleet efficiency is the ratio between the distance driven with passengers
and the distance driven without them. Improving this ratio not only enhances financial performance
but also benefits customers and the urban environment. Efficient dispatching results in higher
revenue, quicker service for customers, reduced traffic congestion, and lower fuel consumption.

5. Predictive Modeling with Machine Learning

Predicting future demand for taxi services involves analyzing a vast amount of historical data,
such as passenger pickup locations and times, and external factors like events, traffic, and
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competing transport services. Using ML algorithms, companies can anticipate high-demand areas
and strategically position vehicles to minimize wait times and maximize efficiency.

One example is predicting a driver’s next order based on historical data. The data includes
order sequence, time intervals, and the geographical coordinates of each request. By training models
on this data, we can forecast the likely time and location of the next request, optimizing driver
positioning.

6. Example Data from Taxi Orders

Data collected from drivers includes the following fields:

- no: Order sequence number

- secs_after: Time in seconds since the previous order

- latitude, longitude: Location of the request (pickup point)

As csv-file TaxiData.json (1.jan.2023 — 0.11.2024) 25351 rows:
{"no0":0,"secs_after":1,"latitude™:43.2341842651367,"longitude":27.8762474060059 },
{"no":1,"secs_after":38,"latitude":43.2406005859375,"longitude™:27.8755035400391},

This information forms the basis for ML models that can enhance the efficiency of taxi
operations.

7. Comparative Models for Predicting Taxi Orders Using Historical Data
7.1. Methodology

We utilize various machine learning techniques to predict the three target variables defined
above, using features derived from the dataset. The methodology consists of several phases:

7.2. Data Preprocessing

Missing values and outliers are handled to ensure data quality.
Feature engineering creates additional time-dependent features (e.g., time of day, day of the
week).
7.3.  Forecasting Techniques

Regression Models

- Multiple Linear Regression: Assesses relationships between multiple independent
variables and the target variables.

This straightforward method attempts to establish a linear relationship between the input
features and each of the output variables.

import pandas as pd

from sklearn.model selection import train test split
from sklearn.linear model import LinearRegression
from sklearn.metrics import mean squared error

data = pd.read json('/content/gdrive/MyDrive/Colab
Notebooks/files/TaxiData.json')
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data[['no', 'secs after', 'latitude', 'longitude']]

data[['secs after', 'latitude', 'longitude']]

X train, X test, y train, y test = train test split(X, vy,
test size=0.2, random state=42)

model = LinearRegression ()
model.fit (X train, y train)

predictions = model.predict (X test)

mse = mean squared error (y test, predictions)
print ("Mean Squared Error:", mse)

print (predictions)

Mean Squared Error: 4.044363360777796e-24
43.21789551 27.90694237]
43.21893692 27.9200058 ]
43.21621704 27.90197945]

.23361969 .93579674]
.23851013 .87818336]
.22582626 .99482155] ]

- Random Forest Regression: An ensemble technique capable of capturing non-linear
relationships.

import pandas as pd

from sklearn.model selection import train test split

from sklearn.ensemble import RandomForestRegressor
from sklearn.multioutput import MultiOutputRegressor

data = pd.read json('/content/gdrive/MyDrive/Colab
Notebooks/files/TaxiData.json')

= data[['no', 'secs after', 'latitude', 'longitude']]
data[['secs after', 'latitude', 'longitude']]

X train, X test, y train, y test = train test split(X, vy,
test size=0.2, random state=42)

model = MultiOutputRegressor (RandomForestRegressor (n estimators=100))
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model.fit (X train, y train)

predictions = model.predict (X test)

print (predictions)

[[ 5. 43.21789555 27.90694254]
[ 3. 43.21893692 27.92000583]
[ 1. 43.21621709 27.9019795 ]

[ ...
[301.96 43.23361935 27.93579647]
[297.95 43.23851075 27.87818172]

[220.04 43.2258271 27.994822241] ]

- Neural Networks: Utilizes a multi-layer perceptron (MLP) to learn complex mappings from
features to targets.

import pandas as pd

from sklearn.model selection import train test split
from sklearn.preprocessing import StandardScaler
from keras.models import Sequential

from keras.layers import Dense

from keras.optimizers import Adam

data = pd.read json('/content/gdrive/MyDrive/Colab
Notebooks/files/TaxiData.json')

data[['no', 'secs after', 'latitude', 'longitude']]

data[['secs after', 'latitude', 'longitude']]

X train, X test, y train, y test = train test split(X, vy,
test size=0.2, random state=42)

scaler = StandardScaler ()
X train scaled = scaler.fit transform(X train)
X test scaled = scaler.transform(X test)

model = Sequential ()

model.add (Dense (64, input dim=X train.shape[l], activation='relu'))
model.add (Dense (32, activation='relu'))
model.add (Dense (y train.shape[l], activation='linear'))

model.compile (optimizer=Adam(learning rate=0.001),
loss="'mean squared error')
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model.fit (X train scaled, y train, epochs=10, batch size=10,
validation split=0.1)

predictions = model.predict (X test scaled)

mse = mean squared error (y test, predictions)
print ("Mean Squared Error:", mse)

print (predictions)
Epoch 1/10
/usr/local/lib/python3.10/dist-packages/keras/src/layers/core/dense.py:87: UserWarning: Do not
pass an ‘input_shape’/‘input_dim" argument to a layer. When using Sequential models, prefer using an
‘Input(shape)’ object as the first layer in the model instead.

super().__init_ (activity_regularizer=activity_regularizer, **kwargs)

1826/1826 6s 2ms/step - loss: 193807232.0000 -
val_loss: 67572272.0000
Epoch 2/10

1826/1826 4s 2ms/step - loss: 152955632.0000 -
val_loss: 61767532.0000
Epoch 3/10

1826/1826 6s 2ms/step - loss: 149406496.0000 -
val_loss: 56891288.0000
Epoch 4/10

1826/1826 5s 2ms/step - loss: 144376352.0000 -
val_loss: 49408908.0000
Epoch 5/10

1826/1826 4s 2ms/step - loss: 139762336.0000 -
val_loss: 40230568.0000
Epoch 6/10
1826/1826 6s 2ms/step - loss: 116174152.0000 -
val_loss: 29323832.0000
Epoch 7/10
1826/1826 5s 2ms/step - loss: 68541552.0000 -
val_loss: 17631536.0000
Epoch 8/10
1826/1826 6s 3ms/step - loss: 52479756.0000 -
val_loss: 9010989.0000
Epoch 9/10
1826/1826 5s 3ms/step - loss: 24276934.0000 -
val_loss: 2560753.2500
Epoch 10/10
1826/1826 5s 2ms/step - loss: 14043693.0000 -
val_loss: 429156.2812
159/159 0s 2ms/step

Mean Squared Error: 3549207.5740146935
[[-289.66626 26.243877 21.388508]
[-313.77405 22.86776 18.827885 ]
[-253.89307 27.503845 21.384464 |
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[ 97.624146 29.688152 20.580662 ]

[487.42444 57.30104 32.781998 ]
519.6702 15.7127285 14.846485

7.4. Comparative Analysis

The comparative analysis focuses on evaluating the performance and applicability of three
machine learning models: Multiple Linear Regression, Random Forest Regression, and Neural
Networks using a Multi-Layer Perceptron (MLP). These models are analyzed based on their
prediction accuracy for forecasting taxi demand variables—order time intervals, and latitude and
longitude of upcoming orders.

Multiple Linear Regression, a baseline model, leverages simplicity and interpretable
coefficients to predict outcomes. It assumes linear relationships between input features and target
variables, providing a clear advantage in ease of implementation and result interpretation. However,
it struggles with capturing non-linear dependencies inherent in complex datasets.

The Random Forest Regression model introduces robustness and flexibility, excelling in
capturing interactions between variables without requiring extensive parameter tuning. Its ensemble
approach enhances predictive accuracy by averaging across numerous decision trees, thus
minimizing overfitting.

Conversely, Neural Networks with an MLP architecture offer the capability to learn intricate
patterns via deep layers, adaptable to non-linear and high-dimensional data. Despite their
computational intensity, they demonstrate superior adaptability in revealing subtle data dynamics,
providing improved prediction performance in diverse scenarios.

7.5. Experimental Setup and Evaluation

The experimental setup involved splitting the dataset, "TaxiData.json", into training and
testing subsets in an 80-20 ratio. Preprocessing steps ensured the standardization and normalization
of continuous variables, enhancing model convergence rates and predictive stability. Each model
was trained and evaluated using consistent cross-validation schemes to ensure fair performance
assessment.

For the Multiple Linear Regression model, linear relationships among features were assumed,
with enhancements via polynomial terms explored to capture any non-linear patterns. Random
Forest Regression was employed with default parameter settings, enabling automatic feature
selection and interaction modelling.

The Neural Network was configured with two dense hidden layers, utilizing ReLU activation
functions to introduce non-linear computations. The model was optimized using the Adam
optimizer, guided by Mean Squared Error (MSE) as the loss function, iterating through 10 epochs
for convergence.

Evaluation metrics centered on comparing Mean Absolute Error (MAE), Mean Squared Error
(MSE), and R-squared values across models, reflecting both accuracy and explanatory power.

7.6. Results and Discussion

The experimental results highlight distinctive strengths among the evaluated models. Multiple
Linear Regression exhibited a strong baseline performance, delivering quick and interpretable
insights but lagged in scenarios requiring non-linear extrapolation. This affirmed its utility in clear,
relationship-driven predictions but underscored the need for more sophisticated approaches in
complex data environments.
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Random Forest Regression outperformed linear models in accuracy, attributed to its strength
in managing non-linear patterns and accommodating diverse data inputs. Its ensemble design
mitigated overfitting and offered balanced predictions across geographical and temporal data
aspects.

The Neural Network model demonstrated the most adaptive performance, effectively
capturing intricate data features with superior R-squared values, reflecting high correlation with
actual observations. The MLP model's performance underlined the significance of non-linear
modeling potential, particularly in spatial-temporal forecasting tasks.

In conclusion, while Multiple Linear Regression remains a valuable tool for straightforward
predictive tasks, both Random Forests and Neural Networks provide substantive gains in accuracy
and robustness. Neural Networks, in particular, hold substantial promise for future taxi demand
forecasting, given their adaptability to varied, non-linear data structures. Planning service
deployment strategies around these insights can enhance operational efficiency in taxi businesses,
reducing idle times and optimizing resource allocation.

8. Conclusion

The employment of machine learning techniques in taxi business management can
significantly elevate operational efficiency by enabling better anticipation of demand and enhanced
service delivery. The ability to predict multiple outputs simultaneously assists taxi services in
deploying resources more effectively throughout urban landscapes.
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